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ABSTRACT 
T h i s  is t h e  t h i r d  s c i e n t i f i c  r e p o r t  of a  s t u d y  d e d i c a t e d  t o  t h e  
development of t e c h n i q u e s  f o r  t h e  r e a l i z a t i o n  of u l t r a r e l i a b l e ,  h i g h  
performance,  spaceborne computers .  The t echn iques  developed a r e  i n  
s u p p o r t  of computer s t r u c t u r e s  i n  which r e l i a b i l i t y  is  achieved through 
autonomously c o n t r o l l e d  l o g i c a l  r e c o n f i g u r a t i o n  and f a u l t  masking.  The 
o r g a n i z a t i o n  of a r e c o n f i g u r a b l e  microprogrammed p r o c e s s i n g  u n i t  i s  
d e s c r i b e d .  Techniques a r e  p r e s e n t e d  f o r  d e t e c t i n g  a  l a r g e  c l a s s  of 
memory system f a i l u r e s  and f o r  r e c o n f i g u r i n g  t h e  memory s o  t h a t  f a u l t y  
s e c t i o n s  a r e  n o t  a d d r e s s e d .  A d d i t i o n a l  des ign  t echn iques  a r e  p resen ted  
f o r  commutation networks .  The programming problems a t t e n d a n t  t o  t h e  
achievement of u l t r a r e l i a b i l i t y  a r e  i d e n t i f i e d ,  and programming t e c h -  
n i q u e s  a r e  o u t l i n e d  f o r  t h e  d e t e c t i o n  and c o r r e c t i o n  of f a i l u r e s  and 
f o r  t h e  recovery  from f a i l u r e s .  The d i a g n o s i s  of networks a p p r o p r i a t e  
t o  a  r e c o n f i g u r a b l e  p r o c e s s o r  is  cons idered ,  i n  p a r t i c u l a r ,  b y t e - s l i c e d  
networks and commutation networks .  
iii 

FOREWORD 
T h i s  is an i n t e r i m  r e p o r t ,  summarizing work accomplished d u r i n g  t h e  
second s i x  months of t h e  second phase of a  two-year program, t h e  g o a l  of 
which is t h e  development of t echn iques  f o r  t h e  r e a l i z a t i o n  of u l t r a r e -  
l i a b l e  space  computers .  T h i s  s t u d y  h a s  been conducted i n  t h e  Computer 
Techniques Labora to ry  of S t a n f o r d  Research I n s t i t u t e ,  under t h e  sponsor-  
s h i p  of t h e  E l e c t r o n i c s  Research Cente r  of t h e  Na t iona l  Aeronau t ics  and 
Space A d m i n i s t r a t i o n .  
The g o a l s  of t h e  f i r s t  phase were t o  su rvey  t h e  s t a t e  of t h e  a r t  of 
d e s i g n  f o r  a c h i e v i n g  u l t r a r e l i a b l e  spaceborne computers, and t o  form a  
b a s i s  f o r  r e s e a r c h  t h a t  would advance t h a t  a r t .  The f i n a l  r e p o r t ,  which 
r e s u l t e d  from t h e  f i r s t  phase of t h e  program, was concerned w i t h  t h e  
f o l l o w i n g  : 
@ The b a s i c  c h a r a c t e r i s t i c s  of an advanced spaceborne 
computer 
@ A d e s c r i p t i o n  of faul t -masking t e c h n i q u e s  f o r  genera l  
l o g i c  f u n c t i o n s  
@ A s u r v e y  of codes  f o r  s t o r a g e  and a r i t h m e t i c  o p e r a t i o n s  
@ Problems of system o r g a n i z a t i o n  f o r  dynamic e r r o r  
c o n t r o l  
@ T e s t s f o r d i a g n o s i s o f  f a u l t c o n d i t i o n s  
@ Some i n i t i a l  d e s c r i p t i o n s  of network d e s i g n s  f o r  a  r e -  
conf i g u r a b l e  computer, i n c l u d i n g  comrilutation o r  i n t e r -  
connec t  i o n  networks, programmable p rocess ing  modules 
and programmable c o n t r o l  u n i t s  
@ E r r o r - c o n t r o l  t e c h n i q u e s  f o r  memory systems 
@ D i s t r i b u t e d  power supp ly  systems 
@ The a p p l i c a t i o n  of magnetic l o g i c  
A survey  of t h e  pub l i shed  l i t e r a t u r e  on t h e  a t t a i n -  
ment of r e l i a b l e  systems through t h e  use  of redundancy. 
The g o a l  of t h e  second phase was t o  deve lop  d e t a i l e d  t e c h n i q u e s  f o r  
t h e  l o g i c a l  d e s i g n  of an advanced, u l t r a r e l i a b l e  spaceborne computer.  
The t e c h n i q u e s  t o  be developed were t o  demons t ra te  t h e  f e a s i b i l i t y  of 
ach iev ing  r e l i a b i l i t y  through autonomously c o n t r o l l e d  l o g i c a l  recon-  
f i g u r a t i o n  and f a u l t  masking.  An i n v e s t i g a t i o n  was t o  be conducted of 
t e c h n i q u e s  f o r  e f f e c t i n g  t h e  r e c o n f i g u r a t i o n  a t  v a r i o u s  l o g i c a l  l e v e l s  
i n  t h e  sys tem.  
These t e c h n i q u e s  have been developed by f o l l o w i n g  a  c e r t a i n  method 
of approach, whose f i r s t  s t e p  was t h e  development of a  system organ iza -  
t i o n  t h a t  f a c i l i t a t e s  dynamic maintenance p r o c e s s e s .  I n  t h e  second s t e p ,  
on t h e  b a s i s  of t h e  s e l e c t e d  system o r g a n i z a t i o n ,  a  d e t a i l e d  l o g i c a l  
d e s i g n  was performed of networks t h a t  a r e  un ique ly  a p p r o p r i a t e  f o r  a  
reconf  i g u r a b l e  computer.  Third ,  d i a g n o s t i c  procedures ,  r e 1  i a b i l  i t y  
enhancement t echn iques ,  and r e l i a b i l i t y  a n a l y s i s  measures were developed 
f o r  t h e s e  networks,  where t h e  requ i rements  e x i s t .  A f o u r t h  s t e p  i n  t h e  
approach involved t h e  i n v e s t i g a t i o n  of so f tware  t echn iques  t o  a i d  i n  t h e  
d i a g n o s i s ,  d e t e c t i o n ,  and recovery  from f a i l u r e s  . Also  concerning s o f t -  
ware, some t e c h n i q u e s  were developed f o r  d e s i g n i n g  r e l i a b l e  programs. A 
f i n a l  s t e p ,  y e t  t o  be completed,  is t h e  development of r e l i a b i l i t y  
a n a l y s i s  t e c h n i q u e s  f o r  t h e  o v e r a l l  sys tem.  
The i n t e r i m  r e p o r t  t h a t  r e s u l t e d  from t h e  f i r s t  s i x  months of e f f o r t  
on t h e  second phase was concerned w i t h  t h e  f o l l o w i n g :  
@ The s k e t c h  of a  m u l t i p r o c e s s o r  system o r g a n i z a t i o n ,  
and a  d e s c r i p t i o n  of o p e r a t i n g  p o l i c i e s  t h a t  embodied 
s e l f  -checking and s e l f  - r e p a i r  
@ The development of l o g i c a l  d e s i g n  t e c h n i q u e s  f o r  n e t -  
works i d e n t i f i e d  w i t h  t h e  memory, c o n t r o l ,  and micro- 
program c o n t r o l  f u n c t i o n s  
@ The development of d e s i g n  p r i n c i p l e s  f o r  commutation 
networks, which perform t h e  important  f u n c t i o n  of 
d a t a  s w i t c h i n g  i n  a  m u l t i p r o c e s s o r  
@ A formal  d e s c r i p t i o n  of program-design t e c h n i q u e s  
t h a t  f a c i l i t a t e  t h e  composit  ion of mistake-f  r e e  
programs. 
An important  c o n c l u s i o n  of t h e  r e s e a r c h  completed a t  t h i s  s t a g e  
was t h a t  a  by te - s l i ced  s t r u c t u r e  was p a r t i c u l a r l y  a t t r a c t i v e  f o r  t h e  
implementation a t  a  low system l e v e l ,  because of t h e  h i g h  d e g r e e  of 
system reconf i g u r a b i l  i t y  provided f o r  a  g iven  number of reconf  i g u r a t  ion 
s w i t c h e s .  
The p r e s e n t  r e p o r t  i s  organ ized  i n t o  seven c h a p t e r s  and t h r e e  
appendices .  The f i r s t  c h a p t e r ,  which s e r v e s  a s  an i n t r o d u c t i o n  t o  t h e  
r e p o r t ,  c o n t a i n s  t h e  g o a l s ,  methods, and assumptions of t h e  s tudy ,  and 
a  b r i e f  review of  p r i o r  work on p e r t i n e n t  a s p e c t s  of r e l i a b i l i t y  en- 
hancement. Chapter  I1 is concerned w i t h  s p e c i f i c  t e c h n i q u e s  f o r  t h e  
d e s i g n  of a  r e c o n f i g u r a b l e  microprogrammed p r o c e s s i n g  u n i t .  Chapter  
I11 o u t l i n e s  s e v e r a l  methods f o r  c o n t r o l l i n g  f a i l u r e s  w i t h i n  t h e  memory 
system, w i t h  pr imary emphasis devoted t o  t h e  word a c c e s s  f u n c t i o n .  Con- 
s i d e r e d  a r e  such i t ems  a s  t h e  d e t e c t i o n  of f a i l u r e s ,  d i a g n o s i s  t o  i d e n t i f y  
t h e  f a u l t y  a d d r e s s ( e s ) ,  and r e c o n f i g u r a t i o n  t o  avoid t h e  address ing  of 
f a u l t y  l o c a t i o n s  wi thou t  m o d i f i c a t i o n  of programs. Chapter  I V  is con- 
cerned w i t h  a d d i t i o n a l  r e s u l t s  on t h e  d e s i g n  and se t -up  of commutation 
networks .  Chapter  V i s  concerned w i t h  t h e  i d e n t i f i c a t i o n  of t h e  s o f t -  
ware problems a s s o c i a t e d  w i t h  t h e  a t t a inment  of u l t r a r e l i a b i l i t y .  I n  
v a r y i n g  degrees ,  we c o n s i d e r  s t r i c t l y  programming methods f o r  f a u l t  de- 
t e c t i o n ,  c o r r e c t i o n ,  and d i a g n o s i s ;  f o r  t h e  c o n t r o l  of r e c o n f i g u r a t i o n ;  
and f o r  r e c o v e r y .  Chap te r  V I  i s  concerned w i t h  t h e  d i a g n o s i s  of f a u l t y  
d i g i t a l  networks, w i t h  p a r t i c u l a r  emphasis on b y t e - s l i c e d  d i g i t a l  n e t -  
works and commutation networks .  Chapter  V I I  summarizes t h e  work and 
p r e s e n t s  c o n c l u s i o n s  and recommendations f o r  f u t u r e  s t u d y .  
A l l  of t h e  a u t h o r s  of t h e  r e p o r t  made s u b s t a n t i a l  c o n t r i b u t i o n s  
d u r i n g  t h e  preceding s i x  months of r e s e a r c h .  Jack Goldberg, who se rved  
v i i  
a s  p r o j e c t  superv isor ,  and Karl N .  L e v i t t ,  who served a s  p r o j e c t  l e ade r ,  
a r e  r e spons ib l e  f o r  t h e  o rgan iza t ion  of t h e  p r o j e c t  work. Kar l  L e v i t t  
is  r e spons ib l e  f o r  t h e  o rgan iza t ion  of t h e  r e p o r t .  
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I INTRODUCTION 
A .  Goals ,  Problems, and F a u l t  Types 
The u l t i m a t e  g o a l  of t h i s  r e s e a r c h  program, two y e a r s  of which have 
been completed,  i s  t o  deve lop  t e c h n i q u e s  f o r  t h e  r e a l i z a t i o n  of a  space -  
borne  computer t h a t  is t o  f u n c t i o n  una t t ended  f o r  m i s s i o n s  of long d u r a -  
t i o n .  Dur ing t h e  p a s t  y e a r  t h e  t e c h n i q u e s  s t u d i e d  were  t o  be i n  s u p p o r t  
of computer s t r u c t u r e s  i n  which t h e  u l t r a r e l i a b i l i t y  is achieved th rough  
autonomously c o n t r o l l e d  l o g i c a l  r e c o n f i g u r a t i o n  and f a u l t  masking.  
I n  p r e v i o u s  repor ts1 ,"*  i t  was noted t h a t  t h e  c h a r a c t e r i s t i c s  of 
space  m i s s i o n s  impose s e v e r e  c o n s t r a i n t s  on t h e  spaceborne computer 
d e s i g n .  These c o n s t r a i n t s  can  be s a t i s f i e d  by a  computer t h a t ,  a t  a  
minimum, is r e s p o n s i v e  t o  (1)  m u l t i p l e  problem sets, implying a  m u l t i -  
programming and/or a  m u l t i p r o c e s s i n g  c a p a b i l i t y ,  (2)  v a r i e d  computat ions ,  
implying a  g e n e r a l  s c i e n t i f i c  computer w i t h  r e a l - t i m e  c a p a b i l i t y ,  and 
( 3 )  computat ion of  v a r y i n g  importance,  implying a  f l e x i b l e  p r i o r i t y  
p o l i c y .  
I n  d e s i g n i n g  f o r  r e l i a b i l i t y ,  a t t e n t i o n  must be g i v e n  t o  t h e  
f o l l o w i n g  f a u l t  t y p e s  t o  which t h e  components of a  computer can  be  
exposed .  
1. Permanent Hardware 
Included h e r e i n  a r e  f a i l u r e s  w i t h i n  l o g i c  e lements ,  memory 
systems,  and c a b l i n g .  Most of t h e  p r e v i o u s  r e s e a r c h  h a s  been concerned 
w i t h  combat t ing  t h i s  f a u l t  t y p e  w i t h  t h e  assumption t h a t  a  f a i l u r e  e m -  
b r a c e s  o n l y  a  s i n g l e  e lement ,  such a s  a  l o g i c  g a t e ,  a  co re ,  o r  a  s e n s e  
a m p l i f i e r .  I t  should  be emphasized t h a t  t h e  e v e n t u a l  predominance of  
t h e  l a r g e  s c a l e  i n t e g r a t e d  ( L S I )  technology w i l l  r e s u l t  i n  f a i l u r e s  i n -  
ducing more c a t a s t r o p h i c  e f f e c t s .  For  example, a  l a t e n t  c h i p  d e f e c t  
cou ld  r e s u l t  i n  a  f a i l u r e  t h a t  embraces many a d j a c e n t  l o g i c  g a t e s .  
- 
* 
References  a r e  l i s t e d  a t  t h e  end of  c h a p t e r s .  
2 .  I n t e r m i t t e n t  Hardware 
T h i s  t y p e  of f a i l u r e  could  be an u n s t a b l e  core ,  a  d r i f t  i n  
t iming  c i r c u i t s ,  o r  an ex t raneous  d a t a  coup l ing  t h a t  i s  s e n s i t i v e  t o  t h e  
d a t a  c o n t e n t s  of t h e  sys tem s t o r a g e  e lements .  The major  mot iva t ion  f o r  
c o n s i d e r i n g  t h i s  f a u l t  t y p e  a p a r t  from a  permanent hardware f a i l u r e  is 
t h a t  t h e  i n t e r m i t t e n t  f a i l u r e  r e s u l t s  i n  computat ion e r r o r s ,  and y e t  t h e  
o f f e n s i v e  e lements  cannot  be i d e n t i f i e d  excep t  by t h e  most comprehensive 
d i a g n o s t i c  p rocedure .  
3 .  T r a n s i e n t  Hardware 
T h i s  type  of f a i l u r e  i s  induced by e x t e r n a l  r a d i a t i o n  p u l s e s  
o r  l o c a l  e l e c t r i c a l  n o i s e .  I n  a t t empt ing  t o  recover  from such a  t r a n s i e n t  
f a u l t ,  i t  must be assumed t h a t  t h e  c o n t e n t s  of e v e r y  v o l a t i l e  memory i s  
s u s p e c t  . 
4. Sof tware  
T h i s  t y p e  of f a i l u r e ,  which we w i l l  c a l l  a   ista take," is 
g e n e r a l l y  a t t r i b u t e d  t o  human f r a i l t y  i n  programming. An obvious example 
i s  an e r r o r  i n  c o d i n g .  An example of an e r r o r  t h a t  is more s u b t l e  is a  
program f u n c t i o n i n g  improperly,  f o r  example, e r r o n e o u s l y  looping because  
of poor numer ica l  a n a l y s i s  o r  because  of an unexpected d a t a  e x c u r s i o n .  
B .  Methods of t h e  Study 
In  t h e  s h o r t  h i s t o r y  of computer r e l i a b i l i t y  r e s e a r c h ,  i n i t i a l  
e f f o r t  was devoted t o  p a s s i v e  redundancy schemes, i n  which f a i l u r e s  a r e  
masked by t h e  u s e  of r e p l i c a t i o n  and vo t ing ,  interwoven l o g i c ,  o r  e r r o r  
c o r r e c t i o n  cod ing  networks .  These schemes a r e  surveyed i n  d e p t h  i n  
Ref .  1, and a l though  t h e y  a r e  i n  p r i n c i p l e  e a s y  t o  apply,  s e v e r a l  d i s -  
advantages  a t t e n d a n t  t o  t h e i r  u s e  can be no ted :  
(1) The redundancy is used i n e f f i c i e n t l y ,  s i n c e  a l l  
r e p l i c a s  of t h e  networks a r e  g e n e r a l l y  execu t ing  
i d e n t i c a l  computat ions .  
( 2 )  Massive t r a n s i e n t  f a i l u r e s  and sof tware  f a i l u r e s  
a r e  g e n e r a l l y  n o t  masked. 
S i n c e  e f f i c i e n t  u s e  of equipment remains a  d e s i r a b l e  g o a l ,  d e s p i t e  
an expanding LSI technology,  which promises  t o  d r a m a t i c a l l y  r educe  t h e  
c o s t ,  s i z e ,  and we igh t  of d i g i t a l  components, and s i n c e  t r a n s i e n t  
f a i l u r e s  and s o f t w a r e  f a i l u r e s  a r e  expected t o  be p r e v a l e n t ,  pr imary 
a t t e n t i o n  h a s  been g i v e n  t o  dynamic redundancy.  In  dynamic redundancy 
t h e  computer can  perform u s e f u l  computat ion w i t h  t h e  d a t a  p a t h s  e s t a b -  
l i s h e d ,  i . e . ,  w i t h  t h e  computer reconf  igured ,  i n  more than  one mode. 
Inc luded  h e r e i n  is t h e  p o s s i b i l i t y  f o r  g r a c e f u l  d e g r a d a t i o n ,  i n  which, 
a s  f a i l u r e s  occur ,  computat ion i s  con t inued ,  a l though  t h e  computa t iona l  
power of  t h e  computer i s  reduced .  S e v e r a l  f e a t u r e s  and o p t i o n s  a s s o -  
c i a t e d  i n  p a r t i c u l a r  w i t h  r e c o n f i g u r a b l e  sys tems can be i d e n t i f i e d .  Our 
d i s c u s s i o n  of t h e  v a r i o u s  a s p e c t s  w i l l  i n c i d e n t a l l y  s e r v e  t o  i n t r o d u c e  
t h e  s e v e r a l  c h a p t e r s  of t h i s  r e p o r t .  
1. High-Level Reconf i g u r a t i o n  
In  t h i s  mode of o p e r a t i o n - - p r i m a r i l y  a p p l i c a b l e  t o  a  m u l t i -  
p r o c e s s o r  o r g a n i z a t i o n  i n  which s e v e r a l  memories and p r o c e s s o r s  can be 
f l e x i b l y  in te rconnec ted- -a  permanent hardware f a i l u r e  w i t h i n  a  p r o c e s s o r  
o r  memory u n i t  r e s u l t s  i n  t h e  d i s c o n n e c t i o n  from s e r v i c e  of t h e  f a u l t y  
u n i t .  Many of t h e  commutat ion-error-detect ion and programming f e a t u r e s  
i d e n t i f i e d  i n  S e c s .  I-B-2 th rough  I-B-7 apply  t o  bo th  low-level  and 
h i g h - l e v e l  r econf  i g u r a t i o n  . 
2 .  Low-Level R e c o n f i g u r a t i o n  
I n  t h i s  mode of o p e r a t i o n  t h e  sys tem can be reconf igured  o r  
r e p a i r e d  a t  a  lower  sys tem l e v e l .  
I t  shou ld  be noted t h a t  t h r e e  o p t i o n s  e x i s t  f o r  implementing 
low-level  r e c o n f i g u r a t i o n .  In  hardware r e c o n f i g u r a t i o n  t h e  d a t a  p a t h s  
a r e  e s t a b l i s h e d  between working sub-blocks  by means of i n t e r c o n n e c t i o n  
o r  communication networks  ( s e e  Chap. I V  of  t h i s  r e p o r t  and Chap. I V  of 
Ref .  2 ) .  I n  s o f t w a r e  r e c o n f i g u r a t i o n  f a u l t y  memory a d d r e s s e s  a r e  avoided 
by memory remappings under program c o n t r o l ,  and f a u l t y  p rocessor  e q u i p -  
ment is  avoided by t h e  e l i m i n a t i o n  of  p a r t i c u l a r  macros .  Sof tware  r e -  
c o n f i g u r a t i o n  a l s o  embraces program t a k e o v e r  of  f a u l t y  hardware f u n c t i o n s  
o r  f a u l t y  microprogram sequences .  In  f irmware r e c o n f i g u r a t i o n  ( s e e  
Chap. V of t h i s  r e p o r t )  t h e  microprogram i n s t r u c t i o n s  a r e  modif ied s o  
t h a t  d a t a  p a t h s  a r e  n o t  e s t a b l i s h e d  t o  f a u l t y  r e g i s t e r s  o r  a d d e r s .  
a .  Memory System Reconf igura t ion  
The f a i l u r e  of c o r e s ,  d a t a  l i n e s  o r  s e n s e  a m p l i f i e r s  can 
be accommodated by t h e  s w i t c h i n g  i n t o  s e r v i c e  of s p a r e  b y t e s .  F a i l u r e s  
/ 
w i t h i n  t h e  word-access p o r t i o n  can  be accommodated by t h e  c r e a t i o n  o f  
" f a u l t y  addresses , "  which a r e  n o t  pe rmi t t ed  t o  be accessed .  (See Chap. 
I11 of t h i s  r e p o r t  and S e c .  111-B of Ref .  2 . )  
b .  P r o c e s s o r  Reconf igura t ion  
I t  was shown t h a t  a  p a r t i c u l a r l y  a t t r a c t i v e  reconf  i g u r a -  
t i o n  t e c h n i q u e  is t o  o r g a n i z e  t h e  p r o c e s s o r  a s  an a r r a y  of i d e n t i c a l  
b y t e  s l i c e s ,  i n c l u d i n g  p r o v i s i o n  f o r  s e v e r a l  redundant  s l i c e s .  Only 
u n f a i l e d  s l i c e s  a r e  c a l l e d  i n t o  s e r v i c e .  Another approach is t o  p r o v i d e  
s p a r e  sub-blocks w i t h i n  t h e  p rocessor ,  e . g  ., r e g i s t e r s ,  adders ,  c o u n t e r s .  
(See Chap. I1 of t h i s  r e p o r t  and Sec . 1114 of Ref .  2 .) 
3 .  E r r o r  D e t e c t i o n  
An important  component of a  r e c o n f i g u r a b l e  system i s  t h e  
f a c i l i t y  f o r  r a p i d  d e t e c t i o n  of fa i lures--permanent ,  i n t e r m i t t e n t ,  
t r a n s i e n t ,  o r  s o f t w a r e .  A s  i n  t h e  c a s e  of low-level r e c o n f i g u r a t i o n ,  
t h e r e  a r e  t h r e e  d i s t i n c t  methods f o r  e r r o r  d e t e c t i o n .  I n  hardware de-  
t e c t i o n  t h e  d a t a  p a t h s  a r e  e s t a b l i s h e d  such t h a t  two u n i t s  a r e  s imul-  
t a n e o u s l y  performing computat ions  and checking each  o t h e r .  Also  included 
i n  hardware d e t e c t i o n  is  t h e  u s e  of e r r o r - d e t e c t i o n  codes  w i t h  t h e  en- 
coding and decoding networks wired w i t h i n  t h e  sys tem.  I n  s o f t w a r e  de-  
t e c t i o n  t h e  p r o v i s i o n  f o r  c o n s i s t e n c y  checks  is included w i t h i n  t h e  
programs. I n  f irmware d e t e c t i o n  c o n s i s t e n c y  checks  a r e  a  component of 
t h e  microprogram. (See Chap. V .) 
4 .  D i a g n o s t i c  Programs 
These a r e  programs t h a t  a r e  c a l l e d  i n t o  s e r v i c e  t o  test a  u n i t  
t o  de te rmine  i f  i t  is  performing a s  in tended,  o r  t o  d iagnose  a  u n i t  t o  
l o c a t e  t h e  f a u l t y  sub-block t h a t  i s  t o  be r e p l a c e d .  I n  R e f .  3 t h e  
g e n e r a l  t h e o r y  of t e s t i n g  and d i a g n o s i s  is reviewed, and i n  Chap. V I  of 
t h i s  r e p o r t ,  t e s t i n g  and d i a g n o s i s  p rocedures  a r e  developed f o r  r e p r e -  
s e n t a t i v e  networks of a  r e c o n f i g u r a b l e  computer.  
5 . Recovery Programs 
- 
Subsequent t o  t h e  d e t e c t i o n  of a  f a i l u r e ,  and t h e  r e c o n f i g u r a -  
t i o n  of  t h e  system t o  new s t a t e ,  i f  a  permanent f a i l u r e  h a s  occur red ,  
it i s  n e c e s s a r y  t o  r o l l - b a c k  t h e  programs t o  f a i l u r e - f r e e  p o i n t s .  I t  is 
t h u s  necessa ry ,  i n  t h e  e x e c u t i o n  of a  program, t o  s t o r e  i n  an u l t r a r e -  
l i a b l e  memory s u f f i c i e n t  d a t a  such t h a t  t h e  f a i l u r e - f r e e  p o i n t  of t h e  
program can  be i d e n t i f i e d ,  w i t h o u t  t h e  need t o  r e l o a d  a  program and t h e  
i n i t i a l  d a t a .  (See  Chap.  V . )  
6 .  Reconf i g u r a t i o n  Programs 
These a r e  t h e  e x e c u t i v e  programs t h a t  c o n t r o l  t h e  maintenance 
p o l i c i e s ,  e r r o r  i n t e r r u p t s ,  and t h e  i n t r o d u c t i o n  of d i a g n o s t i c  and r e -  
covery  programs. Some a s p e c t s  of t h e  requ i rements  of such programs a r e  
d i s c u s s e d  i n  Chap. I1 of R e f .  2, b u t  a d d i t i o n a l  work i s  c a l l e d  f o r  i n  
t h i s  a r e a .  
7 .  R e l i a b l e  Program S y n t h e s i s  
The s o f t w a r e  f a i l u r e  o r  mis take  is perhaps  t h e  most d i f f i c u l t  
f a i l u r e  t y p e  t o  autonomously accommodate, s i n c e  t h e  f a i l u r e  embraces 
d i v e r s e  f u n c t i o n s  i n  a  g e n e r a l l y  u n p r e d i c t a b l e  manner. Some i n i t i a l  
work h a s  commenced on t h e  i d e n t i f i c a t i o n  of t e c h n i q u e s  t h a t  w i l l  e n a b l e  
a  r e d u c t i o n  i n  t h e  number of s o f t w a r e  f a i l u r e s .  The t e c h n i q u e s  d i s -  
cussed  i n v o l v e  t h e  use  of h i g h - l e v e l  languages  and macros t o  e a s e  t h e  
programmer's  burden i n  deve lop ing  and modifying programs, and t h e  u s e  
of s p e c i a l  hardware s t r u c t u r e s ,  f o r  example, r ead-on ly - s to re ,  t o  i n c r e a s e  
t h e  p r o b a b i l i t y  of d e t e c t i o n  of s o f t w a r e  f a i l u r e s  d u r i n g  debugging.  (See  
Chap. V of R e f .  2 . )  
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I1 TECHNIQUES FOR THE DESIGN OF A RECONFIGURABLE 
MICROPROGRAMMED PROCESSING UNIT 
A .  I n t r o d u c t i o n  
The u s e  o f  l a r g e  s c a l e  i n t e g r a t e d  (LSI) l o g i c  p r e s e n t s  a  s u b s t a n -  
t i a l  problem i n  t h e  d i s t r i b u t i o n  of  c o n t r o l ,  a r i t h m e t i c  l o g i c  p r o c e s s i n g ,  
and s t o r a g e  w i t h i n  a  computer  s y s t e m .  Some worke r s  have  recommended t h e  
p a r t i t i o n i n g  of an LSI sys t em i n t o  a  v a r i e t y  o f  s i m p l e  modules,  e a c h  
w i t h  i t s  own c o n t r o l  ne tworks ,  i n  o r d e r  t o  avo id  t h e  complex, i r r e g u l a r  
l o g i c  ne tworks  t h a t  u s u a l l y  a p p e a r  i n  a  c e n t r a l  c o n t r o l  u n i t  .' A s i g -  
n i f i c a n t  d i s a d v a n t a g e  i n  u s i n g  t h i s  approach i n  an u l t r a r e l i a b l e  sys t em 
i s  t h a t  a  p r o l i f e r a t i o n  of  modules r e s u l t s ,  which t e n d s  t o  r e d u c e  t h e  
number of  u s e f u l  c o n f i g u r a t i o n s  t h a t  may be  e s t a b l i s h e d  among a  set of  
r edundan t  modules-- thus r e d u c i n g  u s e f u l  sys t em l i f e .  
I n  t h i s  c h a p t e r ,  w e  w i s h  t o  c o n s i d e r  t e c h n i q u e s  f o r  i n t e g r a t i n g  
c o n t r o l ,  a r i t h m e t i c ,  and s t o r a g e  i n  a  h i g h l y  r e c o n f  i g u r a b l e  s t r u c t u r e ,  
i n  which  r e c o n f i g u r a t i o n  i s  used b o t h  t o  e x t e n d  t h e  t i m e  of  a v a i l a b i l i t y  
of  nominal  f u n c t i o n s ,  and a l s o  t o  p e r m i t  a  smooth d e g r a d a t i o n  i n  
p r o c e s s i n g  power.  Our pu rpose  is t o  i l l u m i n a t e  t h e  v a r i o u s  t r a d e - o f f s  
t h a t  a p p l y  when s u c h  f e a t u r e s  a r e  combined, and a t t e m p t  t o  d o  t h i s  
t h r o u g h  t h e  medium o f  a  s p e c i f i c  d e s i g n .  
I n  g e n e r a l  t e r m s ,  t h e  d e s i g n  t r a d e - o f f s  a r i s e  from t h e  f o l l o w i n g  
r e l a t i o n s h i p s  : 
( 1 )  Complexi ty  of  d a t a - p a t h  ne twork  and u n i q u e n e s s  of  
f u n c t i o n  t e n d  t o  i n c r e a s e  p r o c e s s i n g  speed  and t o  
d e c r e a s e  t h e  number o f  u s e f u l  c o n f i g u r a t i o n s  
a v a i l a b l e  f o r  a  g i v e n  d e g r e e  o f  r edundancy .  
(2 )  An i n c r e a s e  i n  t h e  number of  g a t e s  and dynamic 
s t o r a g e  e l e m e n t s  ( f l i p  f l o p s  o r  v a r i a b l e  memory 
c e l l s )  t e n d s  t o  i n c r e a s e  t h e  number of  u s e f u l  con- 
f i g u r a t i o n s ,  b u t  a l s o  t e n d s  t o  d e c r e a s e  r e l i a b i l i t y ,  
due  t o  t h e  i n t r o d u c t i o n  o f  new e l e m e n t s .  
The b a s i c  g o a l  o f  t h e  des ign ,  then,  is t o  deve lop  a  s t r u c t u r e  i n  
which v a r y i n g  d e g r e e s  of redundancy can be  used,  and i n  which t h e  number 
of ways t h a t  t h e  redundant  equipment can be conf igured  t o  p rov ide  some 
u s e f u l  behav ior  is  maximized, w i t h o u t  unreasonab le  p r o l i f e r a t i o n  o f  
swi tched d a t a  p a t h s  and wi thou t  undue l o s s  of p rocess ing  speed i n  normal 
o p e r a t i o n .  
The d e s i g n  t echn iques  t h a t  we employ i n  our  a t t empt  t o  r e a l i z e  t h i s  
goa l  a r e :  
(1)  U s e  of microprogrammed c o n t r o l ,  w i t h  a  modi f i ab le  
c o n t r o l  memory and w i t h  p r o v i s i o n  f o r  e x t e r n a l  t a k e -  
2 
over  of c o n t r o l ,  
(2 )  P r o v i s i o n  of redundant a r i t h m e t i c - l o g i c  modules, w i t h  
normal ly  c o n c u r r e n t  o p e r a t i o n ,  o r  i n d i v i d u a l  opera-  
t i o n  i f  one f a i l s ,  
( 3 )  U s e  of a  common s e t  of working r e g i s t e r s  f o r  both  
p r o c e s s i n g  and c o n t r o l  f u n c t i o n s ,  w i t h  i d e n t i c a l  
connec t ions  f o r  maximum i n t e r c h a n g e a b i l i t y  of func- 
t i o n ,  and 
(4) Modular o r g a n i z a t i o n ,  u s i n g  a  smal l  number of d a t a  
b u s s e s .  
The s t r u c t u r e  developed h e r e  i s  v e r y  w e l l  s u i t e d  f o r  p a r t i t i o n i n g  
i n t o  b y t e - s l i c e s ,  t h u s  t h e  t echn ique  of u s i n g  redundant s l i c e s ,  w i t h  
commutation networks f o r  s e r i a l  and p a r a l l e l  bypass ing of f a u l t y  s l i c e s  
may be p r o f i t a b l y  employed. 
The r e c o n f i g u r a t i o n  t echn ique  t h a t  i s  e x p l i c i t l y  used i n  t h e  de-  
s i g n  is  t h e  m o d i f i c a t i o n  of t h e  c o n t r o l  s i g n a l s  app l ied  t o  t h e  p r o c e s s o r  
by m o d i f i c a t i o n  of t h e  c o n t e n t s  of t h e  microprogram memory--or by com- 
p l e t e  replacement  of t h e  memory by an e x t e r n a l  c o n t r o l  s o u r c e .  An a l -  
t e r n a t i v e  t echn ique  would be t h e  swi tch ing  of t h e  c o n t r o l  s i g n a l s  by 
means of v a r i o u s  k i n d s  of commutation networks .  T h i s  would have t h e  
advantage of p e r m i t t i n g  much o r  a l l  of t h e  m i c r o i n s t r u c t i o n  memory t o  
be of t h e  read-only type,  bu t  it would tend t o  be ve ry  c o s t l y  i f  t h e  
same d e g r e e  o f  r e c o n f i g u r a b i l i t y  were  d e s i r e d .  Some combina t ion  of t h e s e  
approaches  i s  i n d i c a t e d ,  and shou ld  be  c o n s i d e r e d  a s  a  f u r t h e r  r e f i n e m e n t .  
The p r o c e s s i n g  u n i t  i t s e l f  may be  an e l e m e n t  of a  r e c o n f i g u r a b l e  
sys t em ( i n  f a c t ,  i t s  own r e c o n f i g u r a t i o n  r e q u i r e s  e x t e r n a l  c o n t r o l ) ,  
e . g . ,  a  m u l t i p r o c e s s o r  computer  s t r u c t u r e .  Thus t h e  scheme d e s c r i b e d  
h e r e  may b e  c o n s i d e r e d  a s  a means of e x t e n d i n g  t h e  u s e f u l  l i f e  of a n  
e l e m e n t  of a  r e c o n f i g u r a b l e  sys t em.  T h i s  may be an advan tageous  d e s i g n  
approach ,  s i n c e ,  i n  a  h i e r a r c h i c a l  redundancy sys tem,  a  g i v e n  amount of  
r e d u n d a n t  equipment  i s  more e f f e c t i v e  i n  i n c r e a s i n g  u s e f u l  l i f e  when 
a p p l i e d  a t  a  l ower  l e v e l  t h a n  a t  a  h i g h e r  l e v e l ,  i g n o r i n g  t h e  r e l i a b i l i t y  
of  t h e  n e c e s s a r y  s w i t c h e s .  
B . System F u n c t i o n s  and Communications 
1. Sys tem Role  
The p r o c e s s o r  u n i t  t o  be  d e s c r i b e d  is  in t ended  p r i m a r i l y  f o r  
u s e  a s  a  c e n t r a l  p r o c e s s i n g  u n i t ,  b u t  it a l s o  may be  used  a s  a  p e r i p h e r a l  
c o n t r o l  u n i t ,  when combined w i t h  a p p r o p r i a t e  supp lemen ta ry  equ ipmen t .  
I t  i s  c a p a b l e  o f  g e n e r a l  s e q u e n t i a l  l o g i c a l  o p e r a t i o n s  on i t s  i n p u t ,  
s u b j e c t  t o  t h e  memory c a p a c i t y  of  i t s  v a r i a b l e  s t o r a g e  r e g i s t e r s  and t o  
t h e  number of  i n s t r u c t i o n s  i n  t h e  memory of  i t s  s e q u e n c e - c o n t r o l  s e c t i o n .  
For  t h e  c o n t r o l ,  computa t ion ,  and communicat ions t a s k s  found i n  g e n e r a l  
s p a c e  a p p l i c a t i o n s ,  b o t h  word and b y t e  o p e r a t i o n s  a r e  l i k e l y  t o  be needed .  
I t  is assumed t h a t  t h e  p r o c e s s o r  is  an e l emen t  of a  r econ-  
f  i g u r a b l e  s y s t e m  ( e . g  ., a  m u l t i p r o c e s s o r )  ; t h u s ,  it is d e s i r a b l e  t o  
avoid  i n c o r p o r a t i o n  of  equipment  t h a t  may be economica l ly  r e c o n f i g u r e d  
a t  t h e  s y s t e m  l e v e l .  A d d r e s s a b l e  memories, e i t h e r  s c ra t ch -pad  o r  l a y e r ,  
a r e  t h e r e f o r e  n o t  i n c l u d e d  w i t h i n  t h e  p r o c e s s o r .  Consequent ly ,  t h e  
p r o c e s s o r  i s  p rov ided  t h e  c a p a b i l i t y  o f  h igh-speed  communicat ions w i t h  
e x t e r n a l  memories, i .e . , i t  c a n  s i m u l t a n e o u s l y  g e n e r a t e  an a d d r e s s  and 
e i t h e r  g e n e r a t e  o r  r e c e i v e  a  quantum of d a t a ,  t o g e t h e r  w i t h  c o n t r o l  i n -  
f o r m a t i o n  i n d i c a t i n g  t h e  r e q u i r e d  memory o p e r a t i o n .  With a p p r o p r i a t e  
c o d i n g ,  t h e s e  f a c i l i t i e s  may be  used  f o r  communicat ion w i t h  o t h e r  sys tem 
u n i t s .  
2 . Communications 
The fo l lowing  channe l s  a r e  provided f o r  communication w i t h  t h e  
e x t e r n a l  system: 
(1) Address o u t p u t  
(2) Data o u t p u t  
(3)  Data inpu t  
(4) System s t a t u s  and c o n t r o l  inpu t  
(5) P r o c e s s o r  s t a t u s  and c o n t r o l  o u t p u t .  
An important  sys tem assufiption made h e r e  i s  t h a t  l o c a l  s t o r a g e  
i s  provided f o r  t h e  r e c e i p t  of system d a t a ,  Consequently,  d a t a  need 
appear  on a  system bus on ly  f o r  t h e  t ime  r e q u i r e d  f o r  t h e  r e c e i v i n g  
module t o  respond t o  i t s  c a l l i n g  a d d r e s s  and s t o r e  t h e  d a t a .  With t h i s  
mode of communication, it is  n a t u r a l  t o  add a  feedback c h a n n e l .  The 
feedback would a l low each module t o  v e r i f y  i t s  own t r a n s m i s s i o n s ,  and 
* 
t h u s  p rov ide  a u s e f u l  v a l i d i t y  check on t h e  o p e r a t i o n  of t h e  sys tem.  
3 .  I n t e r n a l  V a r i a b l e s  
The p r o c e s s o r  must accomplish a  v a r i e t y  of f u n c t i o n s  r e l a t i n g  
t o  i n s t r u c t i o n  a c c e s s  and i n t e r p r e t a t i o n ,  a r i t h m e t i c - l o g i c a l  o p e r a t i o n s  
on system d a t a ,  and t h e  r e c e i p t  and g e n e r a t i o n  of e x t e r n a l  and i n t e r n a l  
* 
T h i s  in format ion  feedback can be r e a l i z e d  i n  c locked,  synchronous l o g i c ,  
bu t  i t  is  a p p r o p r i a t e  h e r e  t o  n o t e  t h e  s u b s t a n t i a l  r e l i a b i l i t y  advantage 
of avoiding t h e  u s e  of c e n t r a l i z e d  c l o c k  s i g n a l s .  A s  noted by ~ i l l e r ~  
and o t h e r s ,  i t  i s  by no means e a s y  t o  i n c o r p o r a t e  redundancy i n  a  c lock  
g e n e r a t o r  s o  a s  t o  p rov ide  a  h igh q u a l i t y  c l o c k  s i g n a l  over  t h e  expected 
t y p e s  of e x t e r n a l  and i n t e r n a l  s t r e s s e s .  Some a t t r a c t i v e  a l t e r n a t i v e s  
a r e  (1) t h e  e x c l u s i v e  use  of asynchronous l o g i c  and (2) t h e  use  of 
asynchronous l o g i c  f o r  system s i g n a l l i n g ,  and l o c a l ,  independent c l o c k s  
f o r  s y n c h r o n i z a t i o n  of o p e r a t i o n s  w i t h i n  system modules. The asyn- 
chronous l o g i c  may be r e a l i z e d  us ing  p u r e l y  " l e v e l "  l o g i c  o r  by a  mixed 
" l e v e l "  and "pulse"  l o g i c .  The l a t t e r  may be advantageous w i t h  r e s p e c t  
t o  e a s e  of i s o l a t i o n  of i n a c t i v e  c i r c u i t s ,  bu t  many p r a c t i c a l  e n g i -  
n e e r i n g  q u e s t i o n s  app ly  t o  t h a t  cho ice ,  beyond t h a t  of convenience of 
l o g i c a l  d e s i g n .  
c o n t r o l  i n f o r m a t i o n .  Assuming c o n v e n t i o n a l  s tored-program o p e r a t i o n ,  
t h e  b a s i c  set of  i n t e r n a l  v a r i a b l e s  would be comprised of  
@ Program l o c a t i o n  
0 I n s t r u c t i o n  o p e r a t i o n  
€4 I n s t r u c t  ion  a d d r e s s  
@ Accumulated a r i t h m e t i c - l o g i c  v a l u e  ( u s u a l l y  
i n  d o u b l e  p r e c i s i o n )  
@ C u r r e n t  inpu t /ou tpu t  d a t a  
€4 C u r r e n t  sys tem (memory) a d d r e s s  
@ C u r r e n t  inpu t /ou tpu t  c o n t r o l  and s t a t u s .  
I n  a  high-performance,  u l t r a r e l i a b l e  computer, numerous o t h e r  
i n t e r n a l  v a r i a b l e s  may be needed, such a s  t h e  f o l l o w i n g :  
In  i n s t r u c t  ion  a c c e s s  and i n t e r p r e t a t  ion-- 
@ S u b r o u t i n e  r e t u r n  l o c a t i o n  
@ Data f o r  dynamic r e a d d r e s s i n g ,  e . g . ,  c u r r e n t  
page l o c a t i o n  and boundar ies  
@ Indexes .  
In  a r i t h m e t i c  - l o g i c  p rocess ing- -  
@ F l o a t i n g - p o i n t  d a t a ,  e  .g  ., mant i s sa ,  p r e c i s i o n  
@ I n t e r m e d i a t e  v a r i a b l e s  
@ A r i t h m e t i c  and Boolean c o n s t a n t s  
@ Mask v e c t o r s ,  e .g ., f o r  b y t e  and p a r t i a l - f  i e l d  
manipu la t ions  . 
@ M i c r o i n s t r u c t i o n  
€4 M i c r o i n s t r u c t i o n  memory a d d r e s s  
@ M i c r o i n s t r u c t i o n  s u b r o u t i n e  r e t u r n  a d d r e s s  
@ Microprogram i t e r a t i o n  c o u n t e r  
@ Scratch-pad memory a d d r e s s  
@ I n t e r n a l  c o n f i g u r a t i o n  s t a t e  
@ E r r o r  i n d i c a t o r s .  
The i n t e r n a l  s t o r a g e  c a p a c i t y  provided f o r  such v a r i a b l e s  de- 
pends upon t h e  d e s i r e d  system speed .  I t  is  w e l l  known t h a t  g e n e r a l  com- 
p u t a t i o n  can be  accomplished w i t h  much l e s s  e-quipment t h a n  is found even 
i n  smal l  contemporary c e n t r a l  p r o c e s s o r s ;  f o r  example, g iven  an address -  
a b l e  memory, a s  few a s  two working r e g i s t e r s ,  p l u s  a  c o n t r o l  u n i t  wi th  
c a p a b i l i t y  o f  t e s t i n g  one b i t  of a  r e g i s t e r ,  w i l l  a l low execu t ion  of 
a r b i t r a r y  programs. 
I t  is c l e a r l y  p o s s i b l e  t o  e x e c u t e  programs o v e r  a  wide range  
of equipment l o s s .  For  a  g iven  i n i t i a l  des ign ,  t h e  r e s u l t i n g  computing 
power would n o t  be a  l i n e a r  f u n c t i o n  of t h e  number of working r e g i s t e r s  
o r  t h e  number of a r i t h m e t i c  modes. Thus, i n  a  m u l t i p r o c e s s o r  computer 
i n  which t h e  p r o c e s s o r s  c o o p e r a t e  i n  t h e  e x e c u t i o n  of a  g iven  program, 
it  would be p r o f i t a b l e  t o  reprogram a  g iven  p rocessor  t o  accommodate de-  
c r e a s i n g  i n t e r n a l  c a p a b i l i t y ,  but  a t  some p o i n t ,  i t  would be more p r o f i t -  
a b l e  t o  abandon t h e  p rocessor  and r e s c h e d u l e  t h e  remaining p r o c e s s o r s .  
The a n a l y s i s  of such a  nonl inear-decay,  m u l t i s t a t i o n  sys tem 
would be a  m a t t e r  of i n t e r e s t  i n  t h e  d e s i g n  of spaceborne m u l t i p r o c e s s o r s .  
C .  Approach t o  t h e  Design 
We seek  a  s t r u c t u r e  t h a t  e x h i b i t s  t h e  q u a l i t i e s  of modula r i ty ,  recon-  
f i g u r a b i l i t y ,  and smoothly degradab le  performance i n  h i g h  d e g r e e s .  I t  is 
i n s t r u c t i v e  t o  examine t h e  s t r u c t u r e  of a  conven t iona l  p rocessor ,  i n  o r d e r  
t o  i l l u s t r a t e  t h e  s a c r i f i c e s  and advantages  of an u l t r a r e l i a b l e  d e s i g n .  
1. R e l i a b i l i t y  Aspects  of a  Convent ional  P rocessor  
A b lock  diagram of a  r e p r e s e n t a t i v e ,  s imple  p r o c e s s o r  is shown 
* 
i n  F i g .  11-1. The e i g h t  component modules a r e  
- 
* 
The s i g n a l  l i n e s  r e p r e s e n t  p a r a l l e l - b i t  busses  ( t h e  w i d t h s  a r e  n o t  
n e c e s s a r i l y  t h e  same--busses B7 and B10 may c a r r y  on ly  a  s i n g l e  b i t ) ,  
and t h e  arrow-heads may be unders tood a s  s i g n a l  g a t e s ,  under c o n t r o l  
of t h e  "con t ro l "  module. 
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FIG. 11-1 SIMPLE NON-RECONFIGURABLE PROCESSOR 
@ A s e q u e n t i a l  c o n t r o l  network, 
@ An i n s t r u c t i o n r e g i s t e r ,  w i t h o p e r a t i o n  (OP) 
and a d d r e s s  (Addr) p a r t s ,  
@ A memory a d d r e s s  r e g i s t e r  (MAR),  
@ A memory d a t a  r e g i s t e r  (MDB), 
@ A program c o u n t e r  ( P c t r ) ,  
@ An a r i t h m e t i c  u n i t  (AU), and 
@ Two accumulator  r e g i s t e r s  (ACC1 and ACC2). 
There a r e  f o u r  d i f f e r e n t  module t y p e s  ( c o n t r o l  network, r e g i s t e r ,  c o u n t e r ,  
a r i t h m e t i c  u n i t ) ,  and no two s i m i l a r  modules have t h e  same system con- 
n e c t i o n s  o n t o  t h e  s e t  of 10 b u s s e s .  
The v a r i e t y  i n  module t y p e s  and i n t e r c o n n e c t  i o n s  p rov ide  f o r  
u s e f u l  p a r a l l e l i s m .  For  example, t h e  n e x t - i n s t r u c t i o n  a d d r e s s  i n  P c t r  
-
may be incremented d u r i n g  an i n s t r u c t  ion  o p e r a t  ion,  and i n  mult  i p l i c a -  
t i o n ,  b o t h  m u l t i p l i e r  and p a r t i a l  p roduc t  a r e  processed a t  once .  Another  
b e n e f i t  is i n  economy of e lements- - for  example, t h e  c o n t r o l  network i s  
u s u a l l y  r e a l i z e d  a s  a  complex s e q u e n t i a l  l o g i c  network, r a t h e r  than  a s  
an a r r a y  of r e g i s t e r s  and a d d e r s .  
A s t r a i g h t f o r w a r d  a p p l i c a t i o n  of redundancy i n  t h i s  p r o c e s s o r  
would r e q u i r e  a t  l e a s t  one each of f o u r  d i f f e r e n t  module types ,  t o g e t h e r  
w i t h  complex swi tch ing  networks t h a t  would a l low a  s p a r e  t o  be connected 
i n  t h e  v a r i o u s  ways used f o r  modules of i t s  type,  o r ,  a t  t h e  extreme, 
a t  l e a s t  one s p a r e  connected i n  p a r a l l e l  w i t h  each  module. C l e a r l y ,  
e x t e n s i o n  of l i f e  improves w i t h  t h e  number of ways i n  which g iven  s p a r e s  
may be connected t o  r e p l a c e  f a u l t y  e lements ,  and w i t h  r e d u c t i o n  i n  number 
* 
of s w i t c h e s  needed f o r  t h i s  c o n n e c t i o n .  
The f o r e g o i n g  remarks a r e  concerned w i t h  t h e  problem of p r e -  
s e r v i n g  nominal f u n c t i o n s .  To a  l i m i t e d  e x t e n t  computat ion may s t i l l  
be r e a l i z e d  a t  a  reduced l e v e l ,  by m o d i f i c a t i o n  of c o n t r o l ,  and by a l -  
t e r a t i o n  of programs. For  example, u s i n g  e x i s t i n g  d a t a  pa ths ,  ACC2 
could  r e p l a c e  Addr and a l s o . P c t r  ( u s i n g  MDB a s  a  pathway i n t o  AU, f o r  
-7 -
increment ing)  . G r e a t e r  f l e x i b i l i t y  of s u b s t i t u t i o n  could be achieved 
by p r o v i d i n g  a d d i t i o n a l  d a t a  pa ths ,  b u t  a  b e t t e r  r e s u l t  could  be ex- 
pec ted  from s t a r t i n g  w i t h  r e c o n f i g u r a b i l i t y  a s  one of t h e  d e s i g n  c r i t e r i a .  
2 .  A P r i m i t i v e  Scheme 
Our approach t o  r e a l i z i n g  smoothly-degradable,  general -purpose  
computat ion w i t h  reasonab le  economy is t o  c o n s t r u c t  a  p r i m i t i v e  s t r u c -  
t u r e  t h a t  can  be embedded i n  a  p r a c t i c a l  system i n  many ways, and i n  
which t h e  embeddings may be achieved w i t h  economy of s w i t c h i n g .  The 
c h o i c e  of t h e  e lementa ry  modules f o r  such a  s t r u c t u r e  invo lves  a  number 
of compromises .3 For  t h e  p r e s e n t ,  we assume t h a t  t h e  p rocessor  is  
* 
A s  a  s imple  example, c o n s i d e r  a  nonredundant system of n  i d e n t i c a l  
modules, w i t h  p r o b a b i l i t y  of f a i l u r e  q, t o  which n  redundant modules 
a r e  added. The fo l lowing  approximat ions  hold  f o r  l a r g e  n  and s m a l l  q :  
( a )  P r o b a b i l i t y  of nonredundant system f a i l u r e :  nq, (b)  P r o b a b i l i t y  
of sys tem f a i l u r e  when n  redundant  modules a r e  used,  bu t  redundancy i s  
i n  p a i r s  o n l y :  nq2, ( c )  P r o b a b i l i t y  of system f a i l u r e  when t h e  n  
s p a r e s  may be connected f r e e l y  t o  r e p l a c e  f a i l e d  modules: 22n qn+1/J2', 
The r a t i o  of f a i l u r e  p r o b a b i l i t i e s  f o r  t h e  f ree -connec t ion  and t h e  
p a i r e d  -connect ion  schemes is (4q) n-l, which is  v a n i s h i n g l y  smal l  
f o r  smal l  q  and l a r g e  n .  
coupled t o  a  randomly addressed memory, and t h a t  i t s  components a r e  
(1)  a  p a r a l l e l - b i t  combina t iona l - log ic  a r i t h m e t i c  u n i t  AU ( p r o v i d i n g  a  
few s t a n d a r d  b i n a r y  a r i t h m e t i c ,  Boolean, and s h i f t i n g  o p e r a t i o n s  on a  
word), (2)  two one-word r e g i s t e r s ,  R and R2, and ( 3 )  a  c o n t r o l  module. 1 
We p a r t i a l l y  j u s t i f y  t h i s  c h o i c e  by n o t i n g  t h a t  t h e  l o g i c a l  f u n c t i o n s  
performed by t h e s e  components a r e  q u i t e  d i s t i n c t ,  such t h a t  an a t t e m p t  
t o  r educe  t h e  number of module t y p e s  by combining f u n c t i o n s  p robab ly  
would l e a d  t o  an i n e f f i c i e n t  u s e  of e lement  redundancy.  
A v e r y  s imple  connec t ion  scheme f o r  t h e s e  e lements  i s  g i v e n  
i n  F i g .  11-2. The busses  a, b, 2, 'and d  c a r r y  a  f u l l  word of d a t a ,  
- 
w h i l e  bus  e and t h e  s e t  of l i n e s ,  F, c a r r y  a  few b i n a r y  c o n t r o l  s i g n a l s .  
- 
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FIG. 11-2 PRIMITIVE PROCESSOR 
A c o n t r o l  input- -e .g . ,  a  s i g n a l  from an i n p u t  device--appears  on l i n e  g .  
AU combines b  w i t h  e i t h e r  c  o r  5 and it i s  assumed t o  be  a b l e  t o  t a k e  
- - 
e i t h e r  i n p u t  a s  ze ro ,  s o  t h a t  it  may be used t o  t r a n s f e r  d a t a  from 
b u s s e s  b  o r  d  t o  a .  The scheme prov ides  f o r  t h e  s imul taneous  p r e s e n t a -  
- - - 
t i o n  of  a  memory a d d r e s s  on c  ( f rom R o r  R o r  from t h e  c o n t r o l ) ,  and 
- 1 2  
e i t h e r  t h e  r e c e i p t  of  memory d a t a  on d  o r  t h e  p r e s e n t a t i o n  of d a t a  t o  
- 
memory on a .  The scheme p e r m i t s  d a t a  t r a n s f e r ,  bu t  n o t  exchange between 
- 
t h e  two r e g i s t e r s .  Exchanges must be accomplished v i a  t h e  memory. The 
v a l u e  o f  a l lowing  c o n t r o l  t o  a d d r e s s  memory d i r e c t l y  i s  t h a t  a  smal l  
number of words i n  memory may be rese rved  a s  working r e g i s t e r s ;  pe r -  
m i t t i n g  c o n t r o l  t o  a d d r e s s  them avo ids  t h e  need t o  occupy R o r  R2 w i t h  1 
such a d d r e s s e s .  
I f  it were n o t  n e c e s s a r y  t o  p r e s e n t  o u t p u t  d a t a  and memory 
a d d r e s s  s imul taneous ly ,  busses  - b and - c  could  be combined, s o  t h a t  R 1 
and R would need o n l y  one o u t p u t  connec t ion  e a c h .  S i n c e  we wish t o  2 
expand t h e  sys tem t o  p r a c t i c a l  s i z e  ( e . g . ,  by adding more r e g i s t e r s ) ,  
w e  a r e  faced  w i t h  t h e  f o l l o w i n g  d e s i g n  q u e s t i o n :  
Should a l l  r e g i s t e r s  have i d e n t i c a l  m u l t i p l e  
o u t p u t  connec t ions  ( e . g . ,  t o  bo th  busses  - b
and c ) ?  
- 
The v a l u e  of u n i f o r m i t y  is inc reased  r e c o n f i g u r a b i l i t y ;  t h e  p r i c e  is  a  
s u b s t a n t i a l  i n c r e a s e  i n  element coun t  and i n  c o n t r o l  i n f o r m a t i o n .  I n  
subsequent  s t a g e s  of our  d e s i g n ,  we have chosen t o  a l low m u l t i p l e  connec- 
t i o n s  f o r  o n l y  a  f r a c t i o n  of t h e  r e g i s t e r s .  
Before  proceeding t o  t h e  f u l l  des ign ,  we w i l l  i l l u s t r a t e  t h i s  
c h o i c e  i n  a  modif ied p r i m i t i v e  scheme, and a l s o  i n t r o d u c e  a  micropro- 
* 
gramming s t r u c t u r e  i n t o  t h e  c o n t r o l  module. Such a  scheme is shown i n  
F i g .  11-3. The two r e g i s t e r s  a r e  s p e c i a l i z e d  i n t o  an accumulator ACC, 
and a  working r e g i s t e r  W,  and t h e  c o n t r o l  i s  decomposed i n t o  a  c o n t r o l  
memory CM and a  sequence- logic  SL module. The l a t t e r  module has  a c c e s s  
t o  sys tem d a t a  v i a  AU and 2, and t o  a  s u b s e t  of b i t s  of ACC v i a  2, and 
it g e n e r a t e s  on h  - t h e  a d d r e s s  of a  m i c r o i n s t r u c t i o n  v e c t o r  i n  CM. Bus 
f  c a r r i e s  (1 )  t h e  a b s o l u t e  o r  t h e  base  a d d r e s s  of t h e  s u c c e s s i v e  micro-  
- 
i n s t r u c t i o n  v e c t o r  i n  CM, and (2)  s p e c i f i c a t i o n  of t h e  t e s t  f u n c t i o n  t o  
be r e a l i z e d  i n  SL f o r  branching- type m i c r o i n s t r u c t i o n s .  The a d d r e s s  of 
t h e  f i r s t  m i c r o i n s t r u c t i o n  i n  a  sequence i s  e n t e r e d  t o  SL v i a  d, AU, and 
a .  
- 
We a l s o  i n t r o d u c e  a  s p e c i a l  System S t a t u s  (SS) r e g i s t e r ,  t h e  
purpose of which is t o  c o l l e c t  s i g n a l s  from p e r i p h e r a l  d e v i c e s  and from 
* 
The r e a d e r  is  assumed t o  be f a m i l i a r  w i t h  microprogramming s t r u c t u r e s .  
DATA DATA 
OUT IN 
ADDRESS SYSTEM 
STATUS 
INPUT 
CONTROL CONTROL 
INPUT OUTPUT 
FIG. 11-3 AUGMENTED PRIMITIVE PROCESSOR 
i n t e r n a l  sys tem t e s t  p o i n t s .  I t  is, i n  g e n e r a l ,  necessa ry  t o  send o u t -  
pu t  c o n t r o l  s i g n a l s  t o  such d e v i c e s  and p o i n t s ,  b u t  such s i g n a l s  may be 
s e n t  v i a  d a t a  l i n e  2, and be i n t e r p r e t e d  a s  c o n t r o l  s i g n a l s  by a  s p e c i a l  
code on l i n e  e .  A s i m i l a r  i n t e r r u p t i o n  f o r  i n p u t  i s  no t  f e a s i b l e ,  due  
- 
t o  t h e  asynchronism of i n p u t  p r o c e s s e s .  Unfor tuna te ly ,  a l though  t h e  SS 
r e g i s t e r  may be addressed i n  t h e  same way a s  W ,  i t s  s p e c i a l  i n p u t s  make 
it a new module t y p e .  
D .  Design of a  P r o t o t y p e  Reconf igurab le  P r o c e s s o r  
We now wish t o  expand t h e  p r i m i t i v e  p r o c e s s o r  t o  a  p r a c t i c a l  s i z e ,  
i n  a  way t h a t  p r o v i d e s  f o r  a  h i g h  degree  of r e c o n f i g u r a b i l i t y .  We a l s o  
wish t o  p rov ide  f o r  a u s e f u l  number of p a r a l l e l  o p e r a t i o n s  w i t h i n  t h e  
e n l a r g e d  s e t  of  components. These c r i t e r i a  guided t h e  d e s i g n  of t h e  
p r o t o t y p e  p r o c e s s o r  t h a t  is i l l u s t r a t e d  i n  F i g .  11-4. 
The cor respond ing  busses  and b locks  of F i g s .  11-3 and 11-4 a r e  
l a b e l e d  i d e n t i c a l l y .  The expans ions  and augmentat ions  a r e  d i s c u s s e d  i n  
t h e  fo l lowing  .pa ragraphs .  
1 . R e g i s t e r  Func t ions  
R e g i s t e r  W of F i g .  11-3 h a s  been expanded i n t o  a  s e t  of iden-  
t i c a l  r e g i s t e r s  {w].  The f o l l o w i n g  d e s i g n  c h o i c e s  e x i s t :  
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FIG. 11-4 RECONFIGURABLE PROCESSOR 
(1)  Should t h e r e  be p r o v i s i o n  f o r  read ing  one 
r e g i s t e r  w h i l e  w r i t i n g  i n  ano ther ,  o r  should  
t h e r e  be on ly  one a c t i v e  r e g i s t e r ?  
(2 )  I f  t h e r e  is  o n l y  one a c t i v e  r e g i s t e r ,  should 
it be p o s s i b l e  t o  read  and w r i t e  s imul taneous ly?  
I n  bo th  c a s e s ,  t h e  p o s i t i v e  c h o i c e s  p rov ide  p o t e n t i a l  i n c r e a s e s  i n  
p r o c e s s i n g  power. I n  t h e  f i r s t  case ,  t h e  p r i c e  is  inc reased  c o n t r o l  
information--which i n c r e a s e s  t h e  c o s t  of t h e  c o n t r o l  memory--while i n  
t h e  second, t h e  r e g i s t e r  c o s t  may be  doubled .  I t  does  no t  appear  t h a t  
t h e  b e n e f i t s  i n  e i t h e r  c a s e  a r e  worth t h e  p r i c e .  S i m p l i f i c a t i o n  o f  t h e  
W s e t  p e r m i t s  an i n c r e a s e  i n  t h e  number of s p a r e s  o r  t h e  number o f  tem- 
pora ry  v a r i a b l e s  o r  c o n s t a n t s  f o r  a  g iven  e lement  c o u n t .  I t  a l s o  makes 
it  f e a s i b l e  t o  back-up t h e  set w i t h  r e g i s t e r s  o u t s i d e  t h e  p r o c e s s o r .  
An i h p o r t a n t  b e n e f i t  of t h e  o v e r a l l  scheme is  t h a t  t h e  W b lock 
may be shared  by t h e  microprogram c o n t r o l  u n i t ,  e . g . ,  f o r  i t e r a t i o n  
c o u n t e r s  and f o r  m i c r o i n s t r u c t i o n  and s u b r o u t i n e  r e t u r n  a d d r e s s e s .  
2 .  A r i t h m e t i c  Func t ions  
The A U -  and ACC modules have been doubled.  T h i s  p rov ides  r e -  
dundancy f o r  inc reased  l i f e ,  and i t  a l s o  makes it  p o s s i b l e  t o  have 
p a r a l l e l  a r i t h m e t i c - l o g i c  o p e r a t i o n s  s o  long a s  a l l  modules a r e  opera -  
t i o n a l .  The d e s i g n  p rov ides  f o r  such p a r a l l e l i s m  by p rov id ing  an e x t r a  
bus k_, which p e r m i t s  one AU t o  d r i v e  bus 5, w h i l e  a n o t h e r  d r i v e s  i t s  ACC. 
I t  i s  a l s o  deemed worthwhi le  t o  p rov ide  t h e  g a t i n g  whereby e i t h e r  AU may 
be connected t o  e i t h e r  ACC, s o  t h a t  o p e r a t i o n  may c o n t i n u e  s o  long a s  
one AU and one ACC remain u s a b l e .  C l e a r l y ,  h i g h e r  redundancies  may be 
used f o r  t h e  AU and ACC f u n c t i o n s ,  bu t  t h e  g iven  bus s t r u c t u r e  would 
probably  l i m i t  t h e  number of p r a c t i c a l  p a r a l l e l  a r i t h m e t i c  p r o c e s s e s  
t o  abou t  t h r e e .  
A r e a s o n a b l e  minimal s e t  of AU o p e r a t i o n s  on i t s  i n p u t s  x  and 
y  a r e :  
y + x  y h x  y s h i f t l e f t  
y  + 0 x  + 1 y  s h i f t  r i g h t  
0 + x  0 - x  x s h i f t  r i g h t  
An a d d i t i o n a l  f e a t u r e  proves  t o  be u s e f u l :  provide  s u f f i c i e n t  
d e l a y  i n  AU s o  t h a t ,  assuming t h a t  W r e g i s t e r s  have on ly  one f l i p  f l o p  
p e r  b i t ,  w i t h  no d e l a y ,  it  is p o s s i b l e  t o  c i r c u l a t e  a  W r e g i s t e r  through 
t h e  AU and back i n  one s t e p .  
The assumed f u n c t i o n s  would permit  p a r a l l e l  o p e r a t i o n s  such a s  
a r e  d e s c r i b e d  i n  t h e  fo l lowing  important  examples: 
(1 )  Simul taneous  o p e r a t i o n s :  
( a )  ( Increment  Program Counter:, and 
(b) (Add Memory t o  Accumulator) --Active 
* 
d a t a  p a t h s :  
* 
The n o t a t i o n  AU1 (do :  x + 1 )  s i g n i f i e s  t h a t  t h e  AU performs t h e  opera-  
t i o n  x  + 1 on i t s  x i n p u t .  
( a )  ( P c t r  i n W )  + c 4 x  -+ AU1 (do:  x  + 1)  + k14ACC1 1 1 
(b)  (Memory Data) d  -+ x -+ 2  
AU2 (do: x  + y) -+ k2 + ACC2 
(ACC2) b2 y2 -t 
(2 )  Simul taneous  o p e r a t i o n s :  
( a )  (Accumulate P a r t i a l  P roduc t ) ,  and 
(b)  ( S h i f t  M u l t i p l i e r )  --Active d a t a  p a t h s  : 
( a )  ( M u l t i p l i c a n d  i n  W2) -+ c  + x  + 1 
AU1 (do:  x  + y) kl + ACCl 
( P a r t i a l  p roduc t  i n  ACC ) * bl -) Y1 A 1 
(b)  ( ~ u l t i p l i e r  i n  ACC2) b2 -+ y2 -+ AU2 ( s h i f t  y  r i g h t )  4 ACC2 
Also,  an i t e r a t i o n  count  may be r e a l i z e d  by 
p ropaga t ing  a  s i n g l e  - 1 i n  a  W r e g i s t e r .  T h i s  
p ropaga t ion  may be r e a l i z e d  i n  one ( subse-  
quen t )  s t e p  by 
'i c  4 x .-+ AU1 (do :  s h i f t  x  r i g h t )  + a  + W 1 i 7 
withou t  d i s t u r b i n g  t h e  c o n t e n t s  of ACC and 1 
3 .  C o n t r o l  F u n c t i o n s  and Organ iza t ion  
S e v e r a l  redundancy schemes a r e  p o s t u l a t e d  f o r  t h e  c o n t r o l  s e c -  
t i o n .  D u p l i c a t i o n  is  assumed f o r  t h e  sequencing l o g i c  and f o r  t h e  
sys tem s t a t u s  r e g i s t e r ,  a l though  f o r  a g iven  d e s i g n  some more economical  
redundancy scheme may be f e a s i b l e .  S i n c e  t h e  c o n t r o l  memory CM may be 
l a r g e ,  some form of e r r o r  c o r r e c t i o n  o r  b i t  s l i c i n g  i s  assumed, r a t h e r  
t h a n  r e p l i c a t i o n  w i t h i n  t h e  p r o c e s s o r .  
The d e s i g n  a l s o  p rov ides  f o r  t h e  s u b s t i t u t i o n  of e x t e r n a l l y -  
d e r i v e d  m i c r o i n s t r u c t i o n s  by an e x t e r n a l  memory, s o  long  a s  a t  l e a s t  one 
SL block is o p e r a b l e .  T h i s  may be accomplished by t r a n s f e r r i n g  t h e  n e x t  
m i c r o i n s t r u c t i o n  a d d r e s s  from t h e  m i c r o i n s i r u c t i o n  a d d r e s s  r e g i s t e r  pAR 
t o  t h e  e x t e r n a l  system v i a  - a  and feed ing  a  replacement  m i c r o i n s t r u c t i o n  
v e c t o r  from t h e  e x t e r n a l  system v i a  d  - i n t o  t h e  p -con t ro l  r e g i s t e r  
decoder .  
Both t h e  r e p l a c e a b i l i t y  of m i c r o i n s t r u c t i o n s  and t h e  c o s t  of 
s t o r a g e  ( e s p e c i a l l y  i f  some of t h e  s t o r a g e  is  modi f i ab le )  pu t  a  premium 
* 
on compactness of t h e  m i c r o i n s t r u c t i o n  code .  The major components of 
c o n t r o l  s p e c i f y  (1)  d a t a  p a t h s  and module f u n c t i o n s ,  i n c l u d i n g  inpu t  
and o u t p u t  d a t a  and c o n t r o l ,  (2 )  t e s t  f u n c t i o n s  f o r  branching,  and (3 )  
a d d r e s s e s  of nex t  m i c r o i n s t r u c t i o n s .  
An important  d e s i g n  c h o i c e  is:  
Should a l l  c o n f i g u r a t i o n  d a t a  remain i m p l i c i t  
i n  t h e  m i c r o i n s t r u c t i o n s ,  o r  should  s e p a r a t e  
c o n f i g u r a t i o n  r e g i s t e r s  (concen t ra ted  o r  d  is- 
t r i b u t e d )  be employed? 
The b e n e f i t  of t h e  f i r s t  a l t e r n a t i v e  is  t h e  avoidance of r e g i s t e r s  w i t h  
s p e c i a l  connec t ions  and s p e c i a l  s w i t c h e s ;  t h e  p r i c e  is  t h e  expansion of 
c o n t r o l  memory f o r  each i n s t r u c t i o n .  
Another important  d e s i g n  cho ice  i s  : 
Should a l l  t h e  t h r e e  components of c o n t r o l  be 
a v a i l a b l e  i n  each m i c r o i n s t r u c t  ion,  o r  should 
t h e  v a r i o u s  components be r e a l i z e d  i n  s e p a r a t e  
m i c r o i n s t r u c t i o n  form? 
The b e n e f i t  of t h e  f i r s t  a l t e r n a t i v e  is  speed ;  t h e  p r i c e  i s  memory 
c a p a c i t y  and t h e  number of d a t a  p a t h s  r e q u i r e d  f o r  t a k e o v e r .  
* 
D i r e c t  g a t e  c o n t r o l  by b i t s  of t h e  m i c r o i n s t r u c t  ion word i s  f e a s i b l e  
f o r  a  v e r y  s m a l l  p rocessor ,  b u t  f o r  p r o c e s s o r s  of t h e  s i z e  cons idered ,  
some encoding i s  v i r t u a l l y  mandatory, and, i n  f a c t ,  i s  g e n e r a l l y  em- 
ployed i n  p r a c t i c e  .* 
For  t h e  p r e s e n t  d e s i g n ,  we e s t i m a t e  t h e  number of b i t s  r e q u i r e d  
f o r  t h e  v a r i o u s  c o n t r o l  f u n c t i o n s  a s  f o l l o w s :  
10s Input-Output  Ga t ing  
Csc S  ys  tem Command 
'AS Accumulator S e l e c t i o n  
' ~ 1 0  A r i t h m e t i c  Uni t  1 Opera t ion  4 
' ~ 2 0  A r i t h m e t i c  Uni t  2 Opera t ion  4  
'RS R e g i s t e r  S e l e c t  ion 5  
'RO R e g i s t e r  Opera t ion  (Read/Read -Write) 
'BF Branch T e s t  Func t ion  
C Next M i c r o i n s t r u c t i o n  Address 9 
NP 
C 
IJM M i c r o i n s t r u c t i o n  Mode [ I n t e r n a l / E x t e r n a l ;  Read 
( n o r m a l ) / W r i t e ;  Subrou t ine  
Exit/Normal 1 
C s ~  Sequence Logic Uni t  S e l e c t i o n  - 1
40 
I f  s e p a r a t e  c o n f i g u r a t i o n  r e g i s t e r s  and swi tches  a r e  used f o r  
t h e  A U ' s ,  ACC's, and SL's ,  t h e  b i t s  f o r  C and C  may be dropped, and AS SL 
t h e  sum of CAIO and C may be reduced from 8 t o  6--for a  s a v i n g  of A20 
f i v e  b i t s .  I f  branching is  done i n  a  s e p a r a t e  m i c r o i n s t r u c t i o n  form, 
t h e n  C  may be dropped, bu t  C may be expanded by 1 b i t - - f o r  a  sav ing  BF P-M 
of t h r e e  b i t s  ( w i t h  a  s i d e  b e n e f i t  of more f l e x i b l e  b ranch ing) .  Another 
p o s s i b l e  s a v i n g  under s e p a r a t e  branching is t o  e l i m i n a t e  o r  reduce ex-  
p l  i c  it  nex t -address  in format ion  (C ) from nonbranching i n s t r u c t  i o n s ,  
NP 
e  .g ., by u s i n g  a  mic roaddress  c o u n t e r ,  o r  by r e l a t i v e  address ing  w i t h i n  
a  s m a l l  b lock  ( w i t h  a  p o s s i b l e  s a v i n g  of about f i v e  b i t s ) .  
The range  of c o n t r o l  word s i z e  may t h u s  be from about 25 t o  40 
* 
b i t s .  The lower range i s  compat ib le  w i t h  word l e n g t h s  of t y p i c a l  
* 
A p o i n t  of r e f e r e n c e  may be t aken  from t h e  IBM 360/30 system, which a l s o  
5 
employs coded- f ie ld  m i c r o i n s t r u c t i o n s ,  w i t h  a  word l e n g t h  of 64 b i t s .  
The d e s i g n  c r i t e r i a  a r e ,  of course ,  q u i t e  d i f f e r e n t .  
aerospace  computers,  s o  t h a t  i t  is  c o n c e i v a b l e  t h a t  m i c r o i n s t r u c t i o n s  
could be s u p p l i e d  e x t e r n a l l y  i n  one o r  two c l o c k  p e r i o d s .  We deem t h i s  
a s  e s t a b l i s h i n g  t h e  f e a s i b i l i t y  of e x t e r n a l  backup f o r  t h e  c o n t r o l  
f u n c t i o n .  
4 .  M o d i f i c a t i o n  of Cont ro l  
The f o r e g o i n g  d i s c u s s i o n  of  c o n t r o l  h a s  implied t h a t  t h e  
m i c r o i n s t r u c t i o n s  a r e  a t  l e a s t  p a r t i a l l y  v a r i a b l e .  Q u a l i t a t i v e l y ,  
v a r i o u s  combinat ions  of  t h e ' f o l l o w i n g  p r o v i s i o n s  may be e n v i s i o n e d :  
(1 )  Mod i f  i c a t i o n  of module a d d r e s s  
(2)  Mod i f  i c a t i o n  of mic ro rou t  ines--because of 
l o s s  of p a r t i c u l a r  l o g i c  f u n c t i o n s ,  o r  be- 
c a u s e  of r e d u c t i o n  i n  t h e  number of a v a i l -  
a b l e  modules 
(3)  P a r t i a l  u s e  of e x t e r n a l  backup--because of 
p a r t i a l  l o s s  of c o n t r o l  memory c a p a c i t y ,  o r  
because new r o u t i n e s  would exceed a v a i l a b l e  
c a p a c i t y .  
There  a r e  many combina t ions  of f i x e d  and v a r i a b l e  d a t a  s t o r a g e  
t h a t  may be  employed t o  r e a l i z e  t h i s  v a r i a b i l i t y ,  b u t  a  d e t a i l e d  exami- 
n a t i o n  of t h e  v a r i o u s  t r a d e - o f f s  i s  beyond t h e  scope of t h e  p r e s e n t  d i s -  
c u s s i o n .  W e  may n o t e  t h e  p o s s i b i l i t y  ( d i s c u s s e d  i n  t h e  p r e v i o u s  i n t e r i m  
t e c h n i c a l  r e p o r t 6 )  of a  h i e r a r c h i c a l  memory scheme i n  which a '  f i x e d  
memory may be used t o  s p e c i f y  m i c r o i n s t r u c t i o n s  f o r  a  nonredundant module 
s e t ,  and a  s e t  of smal l  v a r i a b l e - d a t a  memories o r  decoders  may be used t o  
i n t e r p r e t  t h e  a d d r e s s e s  i n  t e rms  of t h e  a v a i l a b l e  e l e m e n t s .  
A n  a t t r a c t i v e  scheme r e s u l t s  from t h e  a d d i t i o n  of a  t h i r d  
l e v e l ,  i n  t h e  form of a  smal l  v a r i a b l e - d a t a  memory c o n t a i n i n g  h i g h l y  
compact encoded m i c r o i n s t r u c t i o n s ,  which a r e  i n t e r p r e t e d  i n  a  f i x e d  
memory whose o u t p u t ,  i n  t u r n ,  i s  t r a n s l a t e d  i n  v a r i a b l e - d a t a  d e c o d e r s .  
T h i s  scheme is  i l l u s t r a t e d  i n  F i g .  11-5. 
I n  a d d i t i o n  t o  t h e  f o r e g o i n g  c o n s i d e r a t i o n s  of t e c h n i q u e s  f o r  
r e d u c i n g  word s i z e ,  i t  is  a l s o  impor tan t  t o  c o n s i d e r  ways of  r educ ing  
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t h e  s i z e  of microprograms. Two s i g n i f i c a n t  t e c h n i q u e s  a r e  (1)  t h e  u s e  
of microprogram subrou t ines - - so  a s  t o  avoid r e p e t i t i o n s  of codes  f o r  
common sequences ,  and ( 2 )  t h e  u s e  of coun te r s - - so  a s  t o  r e a l i z e  i t e r a -  
t i o n s  by means of microprogram l o o p s .  Both t e c h n i q u e s  a r e  f a c i l i t a t e d  
i n  t h e  p r e s e n t  d e s i g n  by t h e  a v a i l a b i l i t y  of r e g i s t e r s  and adders  i n  
t h e  p r o c e s s o r  and by t h e  a c c e s s i b i l i t y  of t h e  m i c r o i n s t r u c t i o n  a d d r e s s  
r e g i s t e r  A R .  The b e n e f i t  of t h i s  scheme is  t h a t  a  compact code f o r  
m i c r o i n s t r u c t i o n s  cou ld  s u b s t a n t i a l l y  reduce t h e  amount of v a r i a b l e  
s t o r a g e  r e q u i r e d .  One p r i c e  is  t h e  l i m i t a t i o n  i n  t h e  number of d i f  - 
f e r e n t  m i c r o i n s t r u c t i o n s  and i n  t h e  f l e x i b i l i t y  of microprogram d e s i g n .  
7 However, a  c h o i c e  o f ,  say ,  2 v e c t o r s  f o r  c o n t r o l  and t e s t i n g  f u n c t i o n s  
and t h e  use  of a  m i c r o i n s t r u c t i o n  r e l a t i v e  address ing  scheme w i t h  b l o c k s  
of s i z e  26, would n o t  seem t o  be o v e r l y  r e s t r i c t i v e .  The r e s u l t i n g  r e -  
d u c t i o n  of v a r i a b l e  s t o r a g e  from about 40 b i t s  t o  about 15 b i t s  p e r  
m i c r o i n s t r u c t i o n  word is  v e r y  a t t r a c t i v e .  Another p r i c e  f o r  t h i s  b e n e f i t  
i s  t h e  a d d i t i o n a l  d e l a y .  T h i s  may be amel io ra ted  by e x t r a c t i n g  s e v e r a l  
words s imul taneous ly  from t h e  v a r i a b l e  memory, and ho ld ing  them i n  a  
rap id -access  b u f f e r  r e g i s t e r .  To complete t h e  p i c t u r e ,  t h e  " v a r i a b l e  
t r a n s l a t o r "  b lock,  which t r a n s l a t e s  a  compact code i n t o  a  redundant code, 
may be r e a l i z e d  a s  a  smal l  randomly a d d r e s s a b l e  memory. For example, 
i f  no more t h a n  1 6  of a  set of 32 g a t e s  a r e  s e l e c t e d  a t  any t ime, a  
memory of s i z e  1 6  words, w i t h  5 b i t s  p e r  word, would s u f f i c e .  
Another noteworthy d e s i g n  c h o i c e  r e l a t e s  t o  t h e  decoding it- 
s e l f :  
Should t h e  encoding be d i s t r i b u t e d  a t  t h e  
modules, o r  c o n c e n t r a t e d ?  
The b e n e f i t  of d i s t r i b u t i o n  is t h a t  t h e  e f f e c t  of a  decoder  
f a i l u r e  is l i m i t e d  t o  a  s i n g l e  module. One p r i c e  is  t h e  a d d i t i o n a l  
number of g a t e s .  Another is  t h a t  e i t h e r  each decoding g a t e  must be 
wired s p e c i a l l y  f o r  i t s  code, o r  t h a t  s p e c i a l  decoding l o g i c  ( e . g . ,  a  
r e g i s t e r - c o m p a r a t o r ,  o r  a  combinat ional  a r i t h m e t i c  c o u n t e r )  i s  needed, 
a s  d i s c u s s e d  i n  Sec .  11-D-5. 
5 .  S e l e c t i o n  Logic 
I n  S e c .  11-D-3 above, s e v e r a l  methods were mentioned f o r  t h e  
g e n e r a t i o n  of n e x t - m i c r o i n s t r u c t i o n  a d d r e s s .  A d e t a i l e d  e v a l u a t i o n  of 
t h e s e  methods is  beyond t h e  scope of t h e  p r e s e n t  d i s c u s s i o n ,  but  a  r e -  
mark about  t h e  t e s t i n g  l o g i c ,  a  f u n c t i o n  common t o  a l l  of t h e  methods, 
is i n  o r d e r .  
An important  problem is  t h a t  of ach iev ing  modula r i ty  and pro- 
grammabi l i ty  i n  such t e s t i n g  l o g i c .  I n  t h e  p rev ious  i n t e r i m  r e p o r t  
(Ref .  6, pp .  31-34), s e v e r a l  schemes were p resen ted  f o r  t h e  c o n s t r u c t i o n  
of a  programmable-function s e l e c t i o n  network.  The f i r s t  scheme provided 
f o r  t h e  s e l e c t i o n  of one of a  s e t  of b i n a r y  test v a r i a b l e s ,  w h i l e  t h e  
second provided f o r  t h e  t e s t i n g  of t h e  Boolean p roduc t  of an a r b i t r a r i l y  
s e l e c t e d  s u b s e t  of t h e  v a r i a b l e s .  
I f  t h e  scheme i n c l u d e s  t h e  a b i l i t y  t o  r e a l i z e  a r b i t r a r y  sums 
and p r o d u c t s  of t e s t  v a r i a b l e s ,  i t  r e s u l t s  i n  many fewer microprogram 
s t e p s  t h a n  i t  would i f  on ly  a  s i n g l e  t e s t  v a r i a b l e  were a v a i l a b l e  a t  a  
t ime .  I n  t h e  f o l l o w i n g  d i s c u s s i o n  we w i l l  c o n s i d e r  ways of i n c o r p o r a t i n g  
b o t h  s i n g l e - s e l e c t i o n  and group s e l e c t i o n  i n  t h e  sequence l o g i c  u n i t .  
We w i l l  f i r s t  d i s c u s s  sum/product t e s t i n g  and t h e n  s i n g l e - v a r i a b l e  
t e s t i n g  . 
The scheme p r e v i o u s l y  p resen ted  f o r  s e l e c t i o n  of a  p roduc t  
group i s  e a s i l y  a d a p t a b l e  t o  t h e  p r e s e n t  d e s i g n .  Given a  v e c t o r  
X = ( x  x  . . ., x  ) of test v a r i a b l e s ,  and a  mask v e c t o r  1' 2' n  
M = (m m . . ., mn), we form t h e  f u n c t i o n  1' 2.' 
C l e a r l y ,  f o r  a g i v e n  M, t is  e q u i v a l e n t  t o  t h e  Boolean product  of a l l  
and o n l y  t h o s e  x  whose m = 0 .  By i n p u t t i n g  both  t h e  test v a r i a b l e s  i i 
and t h e i r  complements i n  X ,  and by branching on t = 1 o r  t = 0, b o t h  
sums and p r o d u c t s  of a r b i t r a r y  s u b s e t s  of t h e  test v a r i a b l e s  can be 
t e s t e d .  
T h i s  l o g i c  can be incorpora ted  i n  t h e  p r e s e n t  d e s i g n  by pro- 
v i d i n g  r e g i s t e r s  i n  SL f o r  M and X ,  and a  l o g i c  network f o r  - t .  A number 
of commonly used mask v e c t o r s  would be s t o r e d  i n  t h e  W b lock,  and any 
p a r t i c u l a r  one would be e n t e r e d  i n t o  M v i a  bus 2, under m i c r o i n s t r u c t i o n  
c o n t r o l .  The t l o g i c  i s  w e l l  s u i t e d  t o  b i t - s l i c e  m o d u l a r i t y .  Thus, 
- 
b i t - s t a g e  i deve lops  t h e  p a r t i a l  t e s t  f u n c t i o n ,  t i  = (xi  + mi) ti-l, 
and f o r  to = 1, t h e  f u n c t i o n  t is  e q u a l  t o  t . 
n  
C l e a r l y ,  t h e  l o g i c  g iven  could  a l s o  be  used t o  s e l e c t  a  s i n g l e  
v a r i a b l e  ( i . e . ,  f o r x  s e t  m = 0 ,  and a l l  o t h e r m  =1 ,  j f  i ) ,  but  i ' i j 
t h e  requ i rement  t o  load  a  mask v e c t o r  f o r  each  such t e s t  and t h e  s t o r a g e  
space  r e q u i r e d  f o r  even a  modest number of t e s t  v a r i a b l e s  make t h i s  
method i m p r a c t i c a l .  
With regard  t o  s i n g l e - v a r i a b l e  s e l e c t i o n ,  a  n a t u r a l  approach 
i s  t o  use  a  decoding t r e e .  Unfor tuna te ly ,  such a  t r e e  is n o t  w e l l  
s u i t e d  t o  b i t - s l i c e  m o d u l a r i t y .  One approach t h a t  is w e l l  s u i t e d  is t o  
use  a  s e p a r a t e  AND g a t e  f o r  each t e s t  v a r i a b l e ,  b u t  even t h i s  is  un- 
s a t i s f a c t o r y ,  s i n c e  d i f f e r e n t  connec t ions  t o  t h e  se lec t ion-code  bus would 
be needed f o r  e a c h  g a t e .  A more s a t i s f a c t o r y  approach is t h e  f o l l o w i n g .  
We c o n s t r u c t  a  combinat ional ,  i t e r a t i v e  coun t ing  network and d i s t r i b u t e  
t h e  s t a g e s  among t h e  b i t - s l i c e s .  The s e l e c t i o n  v e c t o r  i s  app l ied  t o  t h e  
i n p u t  of t h e  cascade  network and i s  t ransformed i n  s u c c e s s i v e  s t a g e s ,  
accord ing  t o  t h e  coun t ing  r u l e .  F u r t h e r ,  each  s t a g e  is  equipped w i t h  
an AND g a t e  f o r  d e t e c t i o n  of a  r e f e r e n c e  v e c t o r ,  e . g . ,  a l l  1 ' s .  F o r  a  
- 
given  i n p u t , c o d e ,  t h i s  v e c t o r  w i l l  appear  i n  a  unique s t a g e .  Thus, t h e  
AND g a t e  o u t p u t  may be used t o  g a t e  t h e  corresponding t e s t  v a r i a b l e  i n t o  
t h e  SL o u t p u t .  The o r d i n a r y  b i n a r y - a r i t h m e t i c  coun t ing  r u l e  may be used,  
but  i n  o r d e r  t o  save equipment i n  t h e  b i t - s t a g e s ,  o t h e r  coun t ing  r u l e s  
should be c o n s i d e r e d .  
One a t t r a c t i v e  coun t ing  sequence is t h a t  generated by a  l i n e a r  
7 feedback s h i f t  r e g i s t e r  (LFSR). For  sequences  of l e n g t h  52 , and f o r  
many o t h e r  p a r t i c u l a r  l e n g t h s ,  one may use  a  s i n g l e  two-input Exc lus ive-  
OR g a t e ,  d r i v e n  by t a p s  on on ly  two s t a g e s ,  a s  t h e  l o g i c  f o r  feedback 
i n t o  t h e  f i r s t  s t a g e .  A s h i f t  o p e r a t i o n  i n  t h e  LFSR corresponds t o  a 
s imple  displacement  i n  index  of i n p u t  l i n e  t o  o u t p u t  l i n e  i n  s u c c e s s i v e  
s t a g e s  of t h e  i t e r a t i v e  cascade,  s o  t h a t  each s t a g e  needs  on ly  a  s i n g l e  
two-input Exclusive-OR g a t e ,  and a n  n- input  AND g a t e  f o r  a l l - 1 ' s  d e t e c t i o n .  
a l l - 1 ' s  d e t e c t i o n .  
I f  t h e  coun t ing  v a r i a b l e  f o r  s t a g e  i is Yi = (yil, yi2, 
..., yin), 
t h e  l o g i c a l  e q u a t i o n s  f o r  Yi a r e  
- Y i j  - f o r  j = 2, . . ., n  , Y i - 1 ,  j-1 
and 
and t h e  s e l e c t  ion  f u n c t i o n  is 
I t .  = t 
1 1-1 + xi  Y1Y2 . . . Yn Y 
and 
Combining t h i s  l o g i c  w i t h  t h e  l o g i c  p r e v i o u s l y  d e s c r i b e d  f o r  
sum/product t e s t i n g ,  we o b t a i n  t h e  fo l lowing  equa t ion ,  which governs  
t h e  b i t - s l i c e d  s t a g e  i l l u s t r a t e d  i n  F i g .  11-6. L e t  mode s e l e c t i o n  
v a r i a b l e  s = 0 f o r  mask mode and s = 1 f o r  s i n g l e - v a r i a b l e - s e l e c t  mode; 
then  
Thus, f o r  t h e  r a t h e r  modest c o s t  of f i v e  g a t e s  p e r  t e s t  
v a r i a b l e  ( p l u s  one f l i p  f l o p  f o r  t h e  mask b i t ) ,  t h e  scheme prov ides  f o r  
t h e  t e s t i n g  of e i t h e r  s i n g l e  v a r i a b l e s  o r  a r b i t r a r y  m u l t i v a r i a b l e  
p roduc t s ,  and it p e r m i t s  t h e  s i n g l e  v a r i a b l e  t o  be s p e c i f i e d  by a  com- 
p a c t  code.  
E . Summary and Recommend a t  i o n s  
We have developed an approach t o  t h e  i n t e g r a t i o n  of a  microprogram 
c o n t r o l  u n i t  and an a r i t h m e t i c - l o g i c  p rocess ing  u n i t ,  s o  a s  t o  ach ieve  
long  l i f e  and smooth-degradation,  t o g e t h e r  w i t h  h i g h  i n i t i a l  performance.  
The key approach t o  a c h i e v i n g  r e c o n f i g u r a t i o n  was through t h e  capa-  
b i l i t y  of modifying o r  e x t e r n a l l y  supersed ing  t h e  c o n t r o l  u n i t .  T h i s  
approach r e q u i r e d  t h e  s i m p l i f i c a t i o n  of t h e  s e l e c t i o n  schemes f o r  t h e  
v a r i o u s  d a t a  g a t e s  i n  t h e  p rocessor ,  s o  a s  t o  reduce t h e  requ i rements  
f o r  v a r i a b l e  d a t a  s t o r a g e  i n  t h e  c o n t r o l  u n i t .  I t  a l s o  l e d  t o  c o n s i d e r a -  
t i o n  of h i e r a r c h y  schemes f o r  t h e  c o n t r o l  memory s o  a s  t o  permit  maximum 
f e a s i b l e  u s e  of f i x e d  d a t a  s t o r a g e .  The va lue  of m i c r o i n s t r u c t i o n  sub- 
r o u t i n e s  and i t e r a t i o n  c o u n t e r s  i n  reducing memory requ i rements  was a l s o  
n o t e d .  
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FIG. 11-6 BIT-SLICED TEST FUNCTION NETWORK 
I n  t h e  d e s i g n  of  l o g i c  networks f o r  t h e  t e s t i n g  of s t a t e  v a r i a b l e s ,  
t h e  v a l u e  of be ing  a b l e  t o  t e s t  e i t h e r  s i n g l e  v a r i a b l e s  o r  a r b i t r a r y  
p r o d u c t s  of v a r i a b l e s  was n o t e d .  Such f u n c t i o n s  a r e  normal ly  r e a l i z e d  
i n  complex, t r e e - l i k e  networks .  We have i l l u s t r a t e d  d e s i g n  t e c h n i q u e s  
f o r  r e a l i z i n g  t h i s  combined f u n c t i o n  i n  an i t e r a t i v e  l o g i c  network t h a t  
i s  compat ib le  w i t h  b i t  - s l i c e  p a r t  i t  ion ing  . The r e s u l t i n g  network is 
w e l l  i n t e g r a t e d  w i t h  t h e  sys tem scheme, s i n c e  p r e s t o r e d  masks f o r  m u l t i -  
v a r i a b l e  s e l e c t i o n  can  be e x t r a c t e d  d i r e c t l y  by a compact code f i e l d  
w i t h i n  a m i c r o i n s t r u c t i o n .  
I t  was found t h a t  t h e  r e p l i c a t i o n  of a r i t h m e t i c  modules cou ld  be 
p r o f i t a b l y  employed t o  ach ieve  bo th  l o n g e r  system l i f e  and h i g h e r  i n i t i a l  
performance.  The same performance could  be r e a l i z e d  by us ing  one a r i t h -  
m e t i c  module p l u s  some s p e c i a l  equipment ( a  c o u n t e r  and a  s h i f t  r e g i s t e r ) ;  
t h u s  t h e  r e l i a b i l i t y  b e n e f i t  of having i d e n t i c a l  modules was achieved a t  
a  smal l  d i f f e r e n t i a l  c o s t .  P r o v i s i o n  of s e p a r a t e  accumulator r e g i s t e r s  
was seen a s  a  s u p e r i o r  a l t e r n a t i v e  t o  p rov id ing  two ou tpu t  busses  f o r  
t h e  bank of working r e g i s t e r s .  Care  was t aken  n o t  t o  pu t  t h e  accumulator  
r e g i s t e r s  i n  cascade  between t h e  a r i t h m e t i c - l o g i c  u n i t  and t h e  main d a t a  
bus, s o  t h a t  t h e  a r i t h m e t i c  u n i t  could be used f o r  high-speed communica- 
t i o n  between busses ,  w i t h o u t  d i s t u r b i n g  t h e  accumulator .  
The working r e g i s t e r s  were combined i n  a  s imple  i t e r a t i v e  block and 
were c o n s t r a i n e d  t o  be s e l e c t e d  o n l y  one a t  a  t ime, w i t h  cho ice  of r e a d -  
o n l y  o r  w r i t e - o n l y  modes. I n  o r d e r  t o  a l low m o d i f i c a t i o n  of a  r e g i s t e r ' s  
c o n t e n t s  i n  one s t e p ,  and a l s o  t o  permit  u s i n g  o n l y  a  s i n g l e  f l i p  f l o p  
per  b i t ,  a  d e l a y  was assumed i n  t h e  a r i t h m e t i c  u n i t  s u f f i c i e n t  t o  a l low 
r e a d i n g  p r i o r  t o  w r i t i n g .  T h i s  o r g a n i z a t i o n  of t h e  working r e g i s t e r s  
p rov ides  a  maximum d e g r e e  of i n t e r c h a n g e a b i l i t y ,  low c o s t ,  and s i m p l i f i e d  
c o n t r o l .  For  t h e  f a i r l y  important  examples cons idered ,  t h e  l a c k  of 
p a r a l l e l i s m  was compensated i n  t h e  system by t h e  e x i s t e n c e  of s e p a r a t e  
accumulators  and by t h e  f a s t  c i r c u l a t i o n  c a p a b i l i t i e s  of t h e  r e g i s t e r -  
a r i t h m e t i c  u n i t  loop .  A more d e t a i l e d  i n v e s t i g a t i o n  is  needed t o  de-  
t e rmine  j u s t  how t h e  assumed c o n s t r a i n t s  a f f e c t  average performance.  
With r e g a r d  t o  p a r t i t i o n i n g ,  t h e  r e s u l t i n g  d e s i g n  is h i g h l y  
i t e r a t i v e - b y - b i t ;  t h u s  it is  w e l l  s u i t e d  f o r  a  b i t - s l i c e d  o r g a n i z a t i o n .  
I t  a l s o  employs r e l a t i v e l y  few t y p e s  of f u n c t i o n a l  g roups ;  t h u s  i t  is  
w e l l  s u i t e d  t o  a  p a r t i t i o n i n g  based on f u n c t i o n .  
A s  t h e  technology p r o g r e s s e s  t o  t h e  achievement of ex t remely  h i g h  
component d e n s i t i e s ,  t h e  number of f u n c t i o n a l  groups  may be f u r t h e r  r e -  
d u c i b l e ,  e  .g  ., by d i s t r i b u t i n g  a r i t h m e t i c  f u n c t i o n s  t o  each r e g i s t e r .  
T h i s  would p rov ide  even h i g h e r  l e v e l s  of reconf  i g u r a b i l  it y  than  t h e  
p r e s e n t  d e s i g n ,  and consequen t ly  i t  is  a  worthwhi le  approach f o r  f u r t h e r  
i n v e s t i g a t i o n .  
Another r e a d i l y  incorpora ted  f e a t u r e ,  which h a s  no t  been cons idered  
h e r e ,  i s  t h e  use  of m i c r o i n s t r u c t i o n s  t o  p a r t i t i o n  t h e  p rocessor  i n t o  
f rac t iona l -word  s e c t i o n s  (under  f a u l t  c o n d i t i o n s ) ,  us ing  m u l t i p l e -  
p r e c i s i o n  programs t o  r e c o v e r  accuracy .  Th is  f e a t u r e  i s  worth some 
c o n s i d e r a t i o n .  
Although t h e  scheme prov ides  f o r  a  smooth d e g r a d a t i o n  of f u n c t i o n ,  
w i t h  economical use  of v a r i a b l e - d a t a  s t o r a g e ,  t h e  i n v e s t i g a t i o n  h a s  n o t  
been c a r r i e d  f a r  enough t o  de te rmine  (1)  t h e  amount of s t o r a g e  needed, 
and (2) t h e  b e s t  ba lance  between t h e  use  of v a r i a b l e  i n t e r n a l  s t o r a g e  
and t h e  u s e  of e x t e r n a l  back-up f o r  p o r t i o n s  of microprograms. T h i s  
would be an important  t o p i c  i n  f u r t h e r  i n v e s t i g a t i o n s  of t h i s  approach.  
Another important  q u e s t i o n  we have noted is  t h e  d e t e r m i n a t i o n  of 
how b e s t  t o  use  t h e  c a p a b i l i t y  f o r  degrading t h e  performance of a  
p r o c e s s o r  i n  a  m u l t i p r o c e s s o r  system. For  example, i t  would be de-  
s i r a b l e  t o  know under what c i rcumstances  it i s  a p p r o p r i a t e  t o  abandon 
a  p r o c e s s o r  and t r a n s f e r  i t s  f u n c t i o n s  t o  o t h e r  p r o c e s s o r s .  
F i n a l l y ,  w e  n o t e  a  number of important  p o i n t s  t h a t  were no t  in -  
c luded i n  our  d i s c u s s i o n ,  e .g . , t h e  i n c o r p o r a t i o n  of e r r o r - d e t e c t  i o n  
l o g i c ,  and t e s t  p o i n t s  f o r  d i a g n o s i s .  We do n o t  t h i n k  t h a t  t h e s e  
f e a t u r e s  would u p s e t  t h e  modula r i ty  of t h e  scheme t h a t  has  been de-  
ve loped .  Other  "minor" f e a t u r e s ,  such a s  s p e c i a l  boundary-condit ion 
l o g i c  f o r  a r i t h m e t i c  o p e r a t i o n s ,  might a f f e c t  m o d u l a r i t y .  The l o g i c  
f o r  such f u n c t i o n s  cou ld  be incorpora ted  i n  each bit-module, bu t  t h e  
d e t e r m i n a t i o n  of t h e  e x t r a  c o s t  f o r  such l o g i c  r e q u i r e s  more d e t a i l e d  
i n v e s t i g a t i o n .  
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I11 SOME TECHNIQUES FOR THE CONTROL OF ERRORS I N  ACCESS SWITCHES 
AND MEMORY DRIVERS OF COINC IDENT-DRIVE MEMORIES 
A .  I n t r o d u c t i o n  
I n  p rev ious  r e p o r t s ,  we have noted t h e  v a l u e  of u s i n g  e r r o r  de-  
t e c t i n g  and c o r r e c t i n g  codes f o r  t h e  c o n t r o l  of e r r o r s  i n  t h e  d a t a  
channe l s  of random-errors due t o  f a u l t s  i n  t h e  word-access equipment .  
I t  should  be emphasized t h a t  t echn iques  t o  s a l v a g e  a  l a r g e  f r a c t i o n  of 
a  memory, subsequent  t o  t h e  occur rence  of a  f a i l u r e ,  i s  ex t remely  i m -  
p o r t a n t ,  s i n c e  memory i n  p r e s e n t  spaceborne systems accounts  f o r  t h r e e -  
1 q u a r t e r s  of t h e  weight  and power requ i rement .  
Our i n t e r e s t  i n  t h i s  d i s c u s s i o n  is i n  t h o s e  p a r t s  t h a t  a r e  s o  
i n t i m a t e l y  a s s o c i a t e d  w i t h  t h e  s t o r a g e  e lements  t h a t  t h e y  a r e ,  i n  
g e n e r a l ,  n o t  w e l l  s u i t e d  t o  c i r c u i t  o r  l o g i c  redundancy, due t o  t h e  de- 
graded performance t h a t  would r e s u l t  from t h e  use  of such redundancy 
( e  .g . , t h e  inc reased  v o l t a g e  r i s e  i n  se r ies -connec ted  d iode  p a i r s )  . 
We t h u s  w i l l  exc lude  c o n s i d e r a t i o n  of power s u p p l i e s ,  address  r e g i s t e r ,  
and t i m i n g  c i r c u i t s ,  and r e s t r i c t  our  a t t e n t i o n  t o  t h e  equipment s t a n d i n g  
between t h e  a d d r e s s  r e g i s t e r  and t h e  e lements  of t h e  swi tch ing  o r  memory 
m a t r i x .  
I n  contemporary random-access memory des ign ,  it i s  almost u n i v e r s a l  
p r a c t i c e  t o  s p l i t  t h e  address  code i n t o  two p a r t s  (perhaps  w i t h  a  t h i r d ,  
s i n g l e - b i t  p a r t  f o r  odd numbers of a d d r e s s  b i t s ) ,  each of which i s  de-  
coded, and t h e  r e s u l t i n g  s i g n a l s  combined i n  a  r e c t a n g u l a r  s w i t c h i n g  
m a t r i x .  The m a t r i x  may be a  s t o r a g e  a r r a y ,  a s  i n  2-1/2D and 3D memories, 
o r  a  s w i t c h i n g  a r r a y ,  whose o u t p u t  i s  a p p l i e d  t o  a  s t o r a g e  a r r a y ,  a s  i n  
2D memories . 2 ~ 3  
Given t h e  c o r r e c t  d a t a  i n p u t  and c o r r e c t  s o u r c e s  of power and 
t iming,  t h e  c o r r e c t  e n e r g i z a t i o n  of a  c o o r d i n a t e  of t h e  s w i t c h i n g  m a t r i x  
depends upon t h e  c o r r e c t  f u n c t i o n i n g  of a  d r i v e  wi re ,  a  d r i v e  a m p l i f i e r ,  
and t h e  l o g i c  g a t e s  of a  d e c o d e r .  I n  contemporary p r a c t i c e ,  t h e  decoder  
may be a  network of vo l t age-opera ted  l o g i c  g a t e s  s t a n d i n g  between t h e  
a d d r e s s  r e g i s t e r  and t h e  power d r i v e r ,  o r  it may be a  c u r r e n t - s w i t c h i n g  
network, s t a n d i n g  between t h e  d r i v e r s  and t h e  s w i t c h i n g  e lements ,  o r  a  
combinat ion  of t h e s e  t y p e s .  
In a  p h y s i c a l  assembly a s  complex a s  a  computer memory, it  i s  i m -  
p o s s i b l e  t o  p r e d i c t  a l l  permanent f a u l t  modes, but  a  number of obvious  
single-component f a u l t  t y p e s  may be d i s t i n g u i s h e d .  These i n c l u d e  
(1) Dr ive  w i r e s :  open, grounded, o r  s h o r t e d  t o  o t h e r  
d r i v e  wires-- in  t h e  same dimension o r  a c r o s s  dimen- 
s i o n s  
(2) Dr ive  a m p l i f i e r s :  z e r o  o r  inadequa te  d r i v e  c u r r e n t ,  
o r  h igh  l eakage  
(3) Vol tage-dr iven g a t e  network: z e r o  o u t p u t ,  m u l t i p l e  
p u l s e  o u t p u t ,  s t e a d y  ( f a l s e )  o u t p u t  
(4) Curren t -d r iven  g a t e  network: s h o r t e d  o r  open d iode ,  
l e a d i n g  t o  m u l t i p l e - l i n e  o r  z e r o  d r i v e  
( 5 )  Matr ix-switch f a i l u r e  ( s i g n i f i c a n t  i n  2D memories; 
o the rwise ,  c o r r e c t a b l e  by d a t a  c o d e s ) .  
For t h e  c a s e  of a  s i n g l e  f a u l t ,  t h e  e r r o r  t h a t  might r e s u l t  from 
any of t h e  a b o v e - l i s t e d  modes is g e n e r a l l y  t h e  f a i l u r e  of a  word t o  be 
accessed,  o r  two words being accessed s i m u l t a n e o u s l y .  A l l  of t h e  
e r r o r s ,  w i t h  t h e  e x c e p t i o n  of t h e  s t e a d y  ( f a l s e )  g a t e  ou tpu t  and t h e  
high- leakage d r i v e r ,  can be avoided by p r o h i b i t i n g  t h e  use  of c e r t a i n  
* 
a d d r e s s  codes,  u s i n g  t e c h n i q u e s  t h a t  we w i l l  subsequen t ly  d i s c u s s .  
The f a l s e - g a t e - o u t p u t  and l e a k y - d r i v e r  f a u l t s  r e s u l t  i n  t h e  s t e a d y  
e x c i t a t i o n  of a  d r i v e  l i n e ,  which can i n v a l i d a t e  a l l  memory a c c e s s e s  
* 
For  t h e  c a s e  of a  s i n g l e  s h o r t e d  d iode  i n  a  c u r r e n t - d r i v e n  g a t e  network, 
t h e r e  may be up t o  1 / 3  normal d r i v e  c u r r e n t  a p p l i e d  f a l s e l y  t o  some 
d r i v e  l i n e .  If t h i s  v a l u e  c a u s e s  an a p p r e c i a b l e  d i s t u r b a n c e  of t h e  
memory e lements ,  t h e  e n t i r e  a r r a y  may be u n u s a b l e .  The u s e  of r e -  
dundant s e r i e s - d i o d e  p a i r s  would s o l v e  t h i s  problem, i f  t h e  r e s u l t i n g ,  
smal l  v a r i a t i o n s  i r  d r i v e  i n  t h e  normal and s i n g l e - f a u l t  s t a t e s  a r e  
t o l e r a b l e .  
e x c e p t  t h o s e  t h a t  would no rma l ly  s e l e c t  t h e  p a r t i c u l a r  l i n e .  F o r  t h i s  
c a s e ,  u s e  o f  c i r c u i t - p r o t e c t i o n  schemes is  recommended, s u c h  a s  a c  
c o u p l i n g ,  i m p l i c i t  o r  e x p l i c i t  f u s i n g ,  o r  t h e  s w i t c h i n g  of power o v e r  
b l o c k s  o f  d r i v e  a m p l i f i e r s .  
F o r  t h e  c a s e  o f  t h o s e  f a u l t s  t h a t  can  be hand led  by a v o i d i n g  t h e  
e x c i t a t i o n  of  p a r t i c u l a r  d r i v e  c i r c u i t s ,  some f a u l t s  can  be c o r r e c t e d  
s o l e l y  b y  o p e r a t i o n s  w i t h i n  one  c o o r d i n a t e  of  s e l e c t i o n .  One t e c h n i q u e  
f o r  avo idance  ( S e c .  111-B) i s  t o  p r o v i d e  a  set of s p a r e  words ( i n c l u d i n g  
d r i v e  c i r c u i t s )  and r e p l a c e  a  f a u l t y  word by a  s p a r e  word, e i t h e r  by 
u s i n g  commutat ion s w i t c h e s  o r  by r e a d d r e s s i n g .  Ano the r  t e c h n i q u e  f o r  
avo idance  ( S e c .  111-C), i s  t o  e x c l u d e  a  f r a c t i o n  ( h o p e f u l l y  s m a l l )  o f  
t h e  memory f rom a d d r e s s i n g .  T h i s  l a t t e r  t e c h n i q u e  i s  l e s s  c o s t l y  i n  
terms of c o n t r o l  equipment  t h a n  t h e  spare-word scheme.  I t  was found 
t h a t  some t y p e  of  f a u l t s  r e q u i r e d  o p e r a t i o n s  o v e r  b o t h  d r i v e  c o o r d i n a t e s  
and, i n  some c a s e s ,  program m o d i f i c a t i o n  . Techn iques  f o r  a c h i e v i n g  
t h e s e  t y p e s  of  f a u l t  avo idance  a r e  d i s c u s s e d  i n  S e c .  1 1 1 - D .  A l l  of t h e  
a fo remen t ioned  f a u l t  avo idance  t e c h n i q u e s  a r e  a p p l i e d  subsequen t  t o  t h e  
d e t e c t i o n  of  a  f a i l u r e  i n  t h e  a c c e s s  s w i t c h / d r i v e r  c i r c u i t s ,  and t h e  
d i a g n o s i s  of t h e  a d d r e s s e s  i n  e r r o r .  I n  S e c .  111-E a  c o d i n g  t e c h n i q u e  
i s  d e s c r i b e d  t h a t  w i l l  e n a b l e  t h e  i n s t a n t a n e o u s  d e t e c t i o n  of  most 
f a i l u r e s  of t h e  t y p e  c o n s i d e r e d .  
A t  t h i s  p o i n t  i t  shou ld  be emphasized t h a t  i n  implementing a  memory 
r e c o n f i g u r a t i o n  scheme, a t  t h e  v e r y  l e a s t  t h e  c o n t e n t s  of  t h e  f a u l t y  
l o c a t i o n s  w i t h i n  a  memory a r e  n o t  t o  be t r u s t e d .  I f  t h e  f a i l u r e  i s  s u c h  
t h a t  two words o f  memory a r e  s i m u l t a n e o u s l y  a c c e s s e d ,  i t  i s  i m p o s s i b l e  
t o  r e c o v e r  t h e  c o n t e n t s  o f  t h e  memory u n l e s s  a power s w i t c h  was p rov ided  
f o r  e a c h  memory l i n e  d r i v e r .  To p r o t e c t  a g a i n s t  s u c h  l o s s ,  program 
s t a t e m e n t s  w i l l  have  t o  r e s i d e  i n  a  back-up memory, and, i f  t h e  program 
u rgency  r e q u i r e s  s u f f i c i e n t  d a t a ,  t h e y  w i l l  have  t o  b e  s t o r e d  i n  a  back-  
up  memory s u c h  t h a t  t h e  e x e c u t i o n  o f  a  program c a n  be  c o n t i n u e d  s u b s e -  
q u e n t  t o  a  memory r e c o n f i g u r a t i o n .  T h i s  l a t t e r  r e q u i r e m e n t  i s  r e l a t e d  
t o  program r e c o v e r y  and r o l l - b a c k  and is d i s c u s s e d  i n  d e t a i l  i n  Chap.  V .  
B . Reconf i g u r a t i o n  Wi th in  a  Coordina te- -Spare  Words 
A s  a  f i r s t  s t e p ,  we may c o n s i d e r  s u p p l y i n g  a  number of  s p a r e  d r i v e  
c i r c u i t s  i n  e a c h  c o o r d i n a t e .  L e t  t h e  number of  nominal  rows (columns) 
a be  2  , and t h e  number of s p a r e  rows (columns) be  s .  S e v e r a l  r e c o n f i g u r a -  
- 
t i o n  schemes c a n  be  employed, a s  f o l l o w s :  
(1)  P r o v i d e  a  commutation s w i t c h  between t h e  decode r  n e t -  
work and t h e  d r i v e r s .  The s w i t c h  shou ld  be an  incom- 
p l e t e  p e r m u t a t i o n ,  n o n o r d e r - p r e s e r v i n g  s w i t c h  of  
a a  2  + s i n p u t s  and 2 + s o u t p u t s ,  w i t h  2" i n p u t s  
a c t i v e  ( F i g .  111-1) . The implemen ta t ion  of  t h i s  
t y p e  of  s w i t c h  is d i s c u s s e d  i n  R e f .  4, Chap. I V .  
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(2)  P r o v i d e  a  s p e c i a l  r e c o d i n g  ne twork  ( e . g . ,  an a s s o -  
c  i a t  i v e  memory) between t h e  c o o r d i n a t e  address-code  
i n p u t  and t h e  d e c o d e r  ne twork .  The :,etwork s t o r e s  
t h e  code  v a l u e s  f o r  t h e  f a u l t y  d r i v e  c i r c u i t s ,  and, 
when a  s t o r e d  v a l u e  a p p e a r s  a t  t h e  i n p u t ,  g e n e r a t e s  
a  new code v a l u e .  The new v a l u e s  can  be a p p l i e d  
d i r e c t l y  t o  a  decod ing  ne twork  t h a t  is common t o  
b o t h  t h e  nominal  and t h e  r edundan t  d r i v e  c i r c u i t s  
[Fig .  111-2(a)] ,  o r ,  i f  s is  smal l ,  t h e  recoding n e t -  
- 
work may d r i v e  t h e  redundant  c i r c u i t s  d i r e c t l y  [Fig .  
111-2(b) I .  
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FIG. 111-2 REDUNDANT DRIVE CIRCUITS USING PROGRAMMED 
RECODER NETWORK 
Scheme (1) o f f e r s  h i g h e r  speed t h a n  scheme ( 2 ) )  and p o s s i b l y  lower 
c o s t ,  but  it may n o t  be compat ible  w i t h  t h e  c i r c u i t r y  used a t  t h e  i n t e r -  
f a c e  between t h e  decoder and t h e  d r i v e r s ,  and i t  does  n o t  accommodate 
t o  f a i l u r e s  w i t h i n  t h e  decoder .  The behav ior  of t h e  recoder  network 
w i l l  be d i s c u s s e d  f u r t h e r  i n  S e c .  1 1 1 - D .  
For t h e  u s u a l  c a s e  of a  two-coordinate  memory s t r u c t u r e ,  us ing  
a  2  + s d r i v e  c i r c u i t s  i n  one c o o r d i n a t e ,  and 2b + r c i r c u i t s  i n  t h e  
o t h e r  c o o r d i n a t e ,  t h e  above schemes permit  t h e  memory t o  be addressed 
a s  a  2a+b-word memory, f o r  f a u l t s  t h a t  may i n v a l i d a t e  up t o  a s  many a s  
s + r d r i v e  c i r c u i t s .  
When t h e  number of s p a r e  d r i v e  c i r c u i t s  i n  any dimension i s  ex- 
haus ted ,  t h e r e  a r e  s t i l l  schemes t h a t  permit  t h e  u t i l i z a t i o n  of t h e  
a v a i l a b l e  memory c a p a c i t y ,  but  it is  necessa ry  t o  c o n s i d e r  t h e  p a t t e r n s  
of a v a i l a b l e  a d d r e s s e s  t h a t  r e s u l t  from e r r o r s  i n  t h e  d i f f e r e n t  
c o o r d i n a t e s  . 
C . Reconf i g u r a t  ion  Within  a  Coordinate--Degradation of Memory S i z e  
I n  t h i s  s e c t i o n  we d e s c r i b e  s e v e r a l  low-level  r e c o n f i g u r a t i o n  
schemes w i t h i n  a  working memory (WM) t h a t  pe rmi t  t h e  avoidance of f a u l t y  
p o r t i o n s  of t h e  memory by n o t  p e r m i t t i n g  t h e  a d d r e s s i n g  of t h e s e  f a u l t y  
p o r t i o n s .  I t  is  recognized t h a t  i n  o r d e r  t o  i n c r e a s e  t h e  u s e f u l  l i f e  
of t h e  system, t h e  t echn iques  t o  be d e s c r i b e d  could be  employed w i t h i n  
t h e  m u l t i p r o c e s s o r ,  i n  a d d i t i o n  t o  t h e  obvious t echn ique  of removing a  
f a u l t y  memory from s e r v i c e .  I n  o r d e r  t o  r e a l i z e  t h e  improvement i n  r e -  
l i a b i l i t y ,  it i s  recognized  t h a t  t h e  c o n t r o l  equipment r e q u i r e d  t o  i m -  
plement t h e  low-level  r e c o n f i g u r a t i o n  w i l l  r e q u i r e  s p e c i a l  p r o t e c t i o n - -  
probably  i n  the  form of t r i p l e  modular redundancy. Another assumption 
is t h a t  t h e  f a u l t y  memory a d d r e s s e s  have been i d e n t i f i e d  by a  p r i o r  
d iagnosis- -a  p r o c e s s  t h a t  appears  t o  be q u i t e  s imple  t o  implement. I t  
is  d i s c u s s e d  i n  Sec . 111-E . 
We w i l l  be  concerned w i t h  accommodating t o  f a i l u r e  i n  t h e  ( 1 )  word 
d r i v e r s ,  (2)  word-drive l i n e s ,  (3) c o r e s  a s s o c i a t e d  w i t h  a  s i n g l e  word, 
and (4 )  a c c e s s  s w i t c h e s .  A s  po in ted  o u t  i n  S e c .  1 1 1 - A ,  f a i l u r e  t y p e s  
(1) -(3)  a r e  circumvented by n o t  p e r m i t t i n g  t h e  a c c e s s i n g  of t h e  word i n  
q u e s t i o n .  The c a s e  of a c c e s s  s w i t c h  f a i l u r e s  r e q u i r e s  some s p e c i a l  
a t t e n t i o n .  I t  i s  d i s c u s s e d  s e p a r a t e l y  i n  Sec .  11142-3. 
I n  e v a l u a t i n g  t h e  e f f e c t i v e n e s s  of a  memory r e c o n f i g u r a t i o n  scheme, 
a t t e n t i o n  should be g i v e n  t o  t h e  fo l lowing  d e s i d e r a t i o n :  
(1)  The f r a c t i o n  of t h e  memory t h a t  i s  rendered i n a c c e s s i b l e  
by t h e  word f a i l u r e s  should be minimized.  
( 2 )  The amount of c o n t r o l  equipment r e q u i r e d  t o  implement 
t h e  r e c o n f i g u r a t i o n  shou ld  be minimal .  
( 3 )  The reconf  i g u r a t i o n  should  impose no burden on t h e  
programmer, i . e  ., t h e  programmer should  be a b l e  t o  
a c c e s s  con t iguous  v i r t u a l  memory a d d r e s s e s ,  a l though  
t h e  a c t u a l  l o c a t i o n s  of memory a v a i l a b l e  t o  him may 
n o t  be c o n t i g u o u s .  
A s  might be expec ted ,  i t ems  (1 )  and (2)  a r e  t o  a  l a r g e  e x t e n t  con- 
t r a d i c t o r y ,  and t h e  d e s i g n e r  w i l l  have t o  be c o n t e n t  w i t h  a c c e p t i n g  
t r a d e - o f f s .  I n  S e c .  I I I -C-2 a  compara t ive ly  s imple  r e c o n f i g u r a t i o n  
scheme is  d e s c r i b e d  t h a t  i s  i n e f f i c i e n t  i n  u t i l i z i n g  t h e  u n f a i l e d  words 
of memory. In  S e c .  11142-3 a  d i f f e r e n t  scheme i s  d e s c r i b e d  t h a t  is 
s i g n i f i c a n t l y  more e f f i c i e n t  . I t  should  be emphasized a g a i n  t h a t  sub-  
sequen t  t o  a  memory f a i l u r e  and e v e n t u a l  r e c o n f i g u r a t i o n ,  t h e  memory 
c o n t e n t s  canno t  be t r u s t e d ,  and t h e  e n t i r e  program and p e r t i n e n t  d a t a  
should  be r e w r i t t e n .  
1. An I n e f f i c i e n t  Reconf i g u r a t  ion  Scheme 
The memory can be v i s u a l i z e d  a s  d i v i d e d  i n t o  2m c o n t i g u o u s  
s e c t i o n s  ( o r ,  f o r  pedagog ica l  purposes,  pages, a l t h o u g h  t h e  s i z e  of a  
s e c t i o n  i n  q u e s t i o n  might be much s m a l l e r  than  t h e  2048 s i z e  commonly 
used f o r  a  page) .  An a d d r e s s  t o  be  processed is u n a l t e r e d  i f  t h e  page 
i n  which t h e  a d d r e s s  is  con ta ined  does  n o t  have a  f a u l t y  a d d r e s s  w i t h i n  
-
i t .  Otherwise  t h e  a d d r e s s  t o  be  processed is  conver ted  t o  an a d d r e s s  
i n  a  d i f f e r e n t  page.  The r e c o n f i g u r a t i o n  might be e f f e c t e d  through t h e  
c a s e  where t h e  f a i l e d  a d d r e s s e s  cover  some predetermined number of 
pages,  s a y  p, p  2m, whence t h e  e n t i r e  memory might be d i s c a r d e d .  I t  
is  recogn ized  i f  p  pages have f a i l e d ,  then  on ly  1 - p2-m of t h e  o r i g i n a l  
memory i s  a v a i l a b l e  f o r  use ,  whence t h e  e x e c u t i v e  must e i t h e r  p rov ide  
a  memory overf low d i a g n o s t i c  o r  perform a  remapping t o  a n o t h e r  memory. 
The r e a d d r e s s i n g  t e c h n i q u e  is d e p i c t e d  s c h e m a t i c a l l y  i n  F i g .  
111-3. The a d d r e s s  of a  memory word t o  be accessed is  placed i n i t i a l l y  
i n  t h e  a d d r e s s  r e g i s t e r  (AR) . The m-most s i g n i f i c a n t  b i t s  of t h e  
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FIG. 111-3 A SIMPLE MEMORY READDRESSING SCHEME 
a d d r e s s  a r e  i n p u t t e d  i n t o  t h e  compara to r  i n  which  p r e v i o u s l y  h a s  been 
s t o r e d  t h e  m-bi t  a d d r e s s e s  of  t h e  pages  t h a t  c o n t a i n  f a u l t y  a d d r e s s e s .  
I f  t h e  AR c o n t e n t s  a r e  n o t  a  f a u l t y  a d d r e s s ,  t h e n  a  1 w i l l  a p p e a r  on 
t h e  NO l i n e ,  whence t h e  AR c o n t e n t s  a r e  d i r e c t e d  u n a l t e r e d  t o  t h e  e f f e c -  
t i v e  a d d r e s s  r e g i s t e r  (EAR) f o r  memory a c c e s s i n g .  I f  a  f a u l t y  page is 
e n c o u n t e r e d ,  a  1 w i l l  a p p e a r  on t h e  YES l i n e ,  and t h e  f a u l t y  page 
a d d r e s s  is d i r e c t e d  t o  t h e  remapper .  The remapper f u n c t i o n s  a s  a  p- 
word a s s o c i a t i v e  memory i n  which,  unde r  program c o n t r o l ,  a r e  s t o r e d  t h e  
f a u l t y  page a d d r e s s e s  and t h e  page a d d r e s s  t o  which  t h e  f a u l t y  a d d r e s s e s  
a r e  t o  b e  remapped.  The remapped a d d r e s s e s  a r e  t h e n  i n s e r t e d  i n t o  t h e  
EAR. A p o s s i b l e  remapping f u n c t i o n  i s  t h e  f o l l o w i n g .  Remap t h e  f i r s t  
m f a i l e d  a d d r e s s  o n t o  page 2 - 1, which is  t h e n  no  l o n g e r  a v a i l a b l e  t o  
t h e  programmer.  Remap t h e  second f a i l e d  a d d r e s s  (assumed t o  be  r e s i d i n g  
i n  a  d i f f e r e n t  page t h a n  t h e  f i r s t  f a i l e d  a d d r e s s )  o n t o  page 2m - 2 ,  
which is  t h e n  a l s o  no  l o n g e r  a v a i l a b l e  t o  t h e  programmer, e t c .  
I t  i s  c l e a r  t h a t  t h e  l a r g e r  t h e  v a l u e s  o f  m and p used  ( i . e . ,  
t h e  s m a l l e r  t h e  f r a c t i o n  of  t h e  memory t h a t  i s  d i s c a r d e d  a f t e r  a  f a i l u r e ,  
and t h e  g r e a t e r  t h e  number of f a i l u r e s  t h a t  c a n  be accommodated) t h e  more 
e f f e c t i v e  is  t h e  r e c o n f i g u r a t i o n  scheme.  However, t h e  equipment c o s t s  
i n c r e a s e ,  a l t h o u g h  p r o b a b l y  o n l y  l i n e a r l y ,  w i t h  i n c r e a s i n g  m and p, and 
t h e  d e l a y  e n c o u n t e r e d  i n  t h e  compara to r  and remapper  i n c r e a s e s  l i n e a r l y  
w i t h  p .  
The ma jo r  d i s a d v a n t a g e s  o f  t h e  approach  a r e  t h e  f o l l o w i n g :  
(1 )  Wi th  h i g h  p r o b a b i l i t y ,  e a c h  f a u l t y  a d d r e s s  
r e q u i r e s  t h e  d i s c a r d i n g  of  a  page o f  memory, 
p r o v i d i n g  f o r  i n e f f i c i e n t  u s e  o f  t h e  a v a i l -  
a b l e  memory words .  
(2 )  The remapping f u n c t i o n  i s  q u i t e  compl i ca t ed  
and hence  must  be  accompl ished  by an  a s s o -  
c i a t i v e  memory, o r  i t s  l o g i c a l  e q u i v a l e n t ,  
f o r  which t h e  d e l a y  might  be e x c e s s i v e .  
The d i s a d v a n t a g e s  of t h e  scheme a r e  t o  a  l a r g e  e x t e n t  a v o i d e d  
i n  t h e  more e f f i c i e n t  scheme d e s c r i b e d  i n  t h e  n e x t  s e c t i o n .  
2 .  An E f f i c i e n t  Reconf i g u r a t  i o n  Scheme 
The scheme t o  b e  d e s c r i b e d  below was o r i g i n a l l y  s k e t c h e d  o u t  
by B o u r i c i u s ,  e t  a 1 .  ,5 w i t h o u t  p r o v i d i n g  an e v a l u a t i o n ,  d e s i g n  d e t a i l s ,  
o r  t r a d e - o f f s .  W e  w i l l  e l a b o r a t e  on t h e s e  i t e m s  m i s s i n g  from t h e  
o r i g i n a l  p r e s e n t a t  i on ,  i n d i c a t e  s e v e r a l  improvements,  and a l s o  show t h e  
a p p l i c a t i o n  t o  memory r e a d d r e s s i n g  o f  t h e  commutat ion ne tworks  d i s c u s s e d  
i n  Chap.  I V  of  R e f .  4 and i n  Chap.  I V  of  t h i s  r e p o r t .  
S i m i l a r  t o  t h e  r e c o n f i g u r a t i o n  scheme d e s c r i b e d  i n  t h e  p r e -  
m 
v i o u s  s u b s e c t i o n ,  a  2 - b i t  page o f  t h e  memory w i l l  b e  d i s c a r d e d  s u b s e -  
q u e n t  t o  t h e  o c c u r r e n c e  of  t h e  f i r s t  f a i l u r e .  Upon t h e  o c c u r r e n c e  of  
t h e  second f a i l u r e ,  and e a c h  a d d i t i o n a l  f a i l u r e  up  t o  a  l i m i t  of  p  
m f a i l u r e s ,  an a t t empt  w i l l  be made t o  p r e s e r v e  a l l  b u t  a  2  word p o r t i o n  
o f  t h e  memory, a l though,  a s  w i l l  be  shown below, t h e  p o r t i o n  d i s c a r d e d  
w i l l  no t  n e c e s s a r i l y  be a  page of  con t iguous  a d d r e s s e s .  However, t h e  
programmer w i l l  be  a b l e  t o  t r e a t  a l l  working a d d r e s s e s  a s  c o n t i g u o u s .  
I t  is r e c a l l e d  t h a t  i n  t h e  p r e v i o u s  scheme t h e  working memory s i z e  was 
d e c r e a s e d  f o r  e s s e n t i a l l y  each  f a i l u r e .  
The b a s i c  components of t h e  scheme a r e  d i s p l a y e d  i n  F i g .  
111-4. The a d d r e s s  from t h e  programmer is f i r s t  i n s e r t e d  i n t o  a d d r e s s  
r e g i s t e r  AR1,  which c o n t a i n s  b i t s  al, 
. . . , am, bl' .,., b  m + q = n .  q' 
The v e c t o r  ( a  . . ., a  ) is  t h e n  modif ied  p r i o r  t o  i n s e r t i o n  i n t o  AR2, 1' m 
by t h e  mod-2m a d d e r ;  t h e  computat ion  of t h e  addend (d . . . , d  ) is d i s -  1' m 
cussed  below. Between t h e  r e g i s t e r  AR2 and t h e  e f f e c t i v e  a d d r e s s  
r e g i s t e r  EAR, t h e  b i t s  a r e  s h i f t e d  by an o r d e r - p r e s e r v i n g  commutation 
* 
network where t h e  b i t s  c o n t a i n e d  i n  t h e  v e c t o r  (a  . . ., a  ) a r e  s h i f t e d  1 .' m 
t o  t h e  r i g h t ,  and t h o s e  c o n t a i n e d  i n  (bl, . . ., bm) t o  t h e  l e f t .  The 
d e r i v a t i o n  of  t h e  pe rmuta t ion  t h a t  is  t o  be  r e a l i z e d  is d i s c u s s e d  sub-  
s e q u e n t l y .  A s e t  of p  s t a t u s  r e g i s t e r s  s t o r e  t h e  a d d r e s s e s  of t h e  
f a u l t y  memory l o c a t i o n s ,  and t h e  B  r e g i s t e r  i n d i c a t e s  a t  any t i m e  t h e  
number of f a u l t y  l o c a t i o n s .  I f  j is  s t o r e d  i n  r e g i s t e r  B, t h e n  t h e  
f i r s t  j s t a t u s  r e g i s t e r s  c o n t a i n  t h e  f a u l t y  a d d r e s s e s .  By means of t h e  
f u n c t i o n  F (which can  be implemented w i t h  e i t h e r  hardware o r  s o f t w a r e ) ,  
t h e  s t a t u s  r e g i s t e r s  c o n t r o l  t h e  i n p u t  t o  t h e  adder  and a l s o  t h e  s e t u p  
of t h e  commutation network.  
I n  F i g .  111-5 t h e  remapping scheme is i l l u s t r a t e d  w i t h  t h e  
a i d  of examples f o r  which it is  assumed m = 3, n  = 12,  p  = 4 .  F i r s t  
assume, a s  i n  F i g .  111-5(a),  t h a t  o n l y  one a d d r e s s  h a s  f a i l e d .  The 
remapping is performed on t h e  m most s i g n i f i c a n t  b i t s ,  which i n  t h i s  
c a s e  a r e  a  a  a  Page a d d r e s s  (101) = 5  is avoided by c o n v e r t i n g  1.' 2' 3 '  
1 1  1 ( a l J  a2, a3) t o  (al '  a2, a3) = [ ( a  1) a  23 a3) + (101) 1 mod 8 .  Page 
* 
The d e s i g n  of such a  network is  d i s c u s s e d  i n  S e c .  IV-B. 
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FIG. 111-4 SCHEMATIC OF IMPROVED MEMORY RECONFIGURATION METHOD 
a d d r e s s  7 ,  which is  no l o n g e r  a v a i l a b l e  t o  t h e  programmer, is conver t ed  
t o  5 .  The commutation network i s  s e t  up t o  perform t h e  i d e n t i t y  t r a n s -  
* 
f o r m a t i o n  a s  shown. 
* 
We have shown, p r i m a r i l y  f o r  e a s e  i n  i l l u s t r a t i o n ,  t h e  commutation n e t -  
work a s  p r e s e r v i n g  t h e  o r d e r  of  b o t h  t h e  a i  and b .  b i t s  i n  t r a n s f e r  J between t h e  AR and EAR.  A c t u a l l y ,  t h e  o r d e r  p r e s e r v a t i o n  is  r e q u i r e d  
o n l y  f o r  t h e  a  b i t s .  i 
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FIG. 1 1  1-5 ILLUSTRATION OF REMAPPING SCHEME 
Next assume two f a i l e d  addresses ,  a s  d e p i c t e d  i n  F i g .  111-5(b) . 
A s e a r c h  i s  conducted f o r  t h o s e  p o s i t i o n s  i n  which t h e  r e s p e c t i v e  b i t s  
of t h e  two f a i l e d  a d d r e s s e s  a r e  i d e n t i c a l  . The m most s i g n i f i c a n t  of 
t h e s e  p o s i t i o n s  a r e  t h e n  d i s t i n g u i s h e d ,  i n  t h i s  c a s e  p o s i t i o n s  0 ,  3, 4, 
which c o n t a i n  b i t  v a l u e s  1, 1, 0 .  The commutation network i s  s e t  up t o  
1 1 1  
s h i f t  t h e  b i t s  a  a  a  r e s p e c t i v e l y ,  i n t o  p o s i t i o n s  0, 3, 4  of t h e  1' 2' 3' 
EAR. The b i t s  b  . . . , b  a r e  s h i f t e d  a s  shown t o  occupy t h e  remaining 1' 'I 
p o s i t i o n s  i n  t h e  EAR. I t  is  s e e n  t h a t  i f  7  = ( I ,  1, 1)  is added, mod 
8, t o  t h e  v e c t o r  ( a  a  ag) of each address ,  t h e n  on ly  f o r  page 1' 2' 
a d d r e s s  7  w i l l  t h e  EAR p o s i t i o n s  0, 3, 4  assume t h e  v a l u e s  110.  Thus 
-m 1 - 2  = 7/8 of t h e  memory remains u s a b l e ,  and no f a u l t y  l o c a t i o n s  
a r e  accessed provided t h e  programmer avoids  page a d d r e s s  7 .  
A s  an a d d i t i o n a l  example, c o n s i d e r  t h r e e  f a i l e d  addresses ,  a s  
shown i n  F i g .  111-5(c ) .  A s e a r c h  is a g a i n  conducted f o r  t h o s e  p o s i t i o n s  
i n  which t h e  r e s p e c t i v e  b i t s  of t h e  t h r e e  f a i l e d  a d d r e s s e s  a r e  i d e n t i c a l ,  
namely p o s i t i o n s  4, 7, 9, which c o n t a i n  b i t  v a l u e s  0, 1, 0 .  The commu- 
t I I 
t a t i o n  network i s  s e t  up t o  s h i f t  b i t s  a  a  a  of t h e  AR t o  p o s i t i o n s  1' 2' 3  
4, 7, 9  of t h e  EAR. The d i s t i n g u i s h e d  s e t  of b i t  v a l u e s  w i l l  n e v e r  
appear  f o r  page a d d r e s s e s  0, . . ., 6 i n  p o s i t i o n s  4, 7, 9  i f  3 is added, 
mod 8, t o  each page a d d r e s s  t h a t  appears  i n  A R 1 .  Again 7/8 of t h e  
memory remains a v a i l a b l e .  I n  e v a l u a t i n g  t h e  e f f e c t i v e n e s s  of t h e  r e -  
mapping scheme, a  major i tem of concern is t h e  p r o b a b i l i t y  t h a t  p  o r  
fewer f a i l e d  a d d r e s s e s  w i l l  c o l l e c t i v e l y  have a t  l e a s t  m p o s i t i o n s  i n  
common. I t  i s  shown i n  Appendix A t h a t  t h i s  p r o b a b i l i t y  P (m, p, n)  
( f o r  randomly s e l e c t e d  v e c t o r s )  i s  approximated by 
I n  Table  I we have t a b u l a t e d  P (m, p, n) f o r  s e v e r a l  r e p r e s e n t a t i v e  
v a l u e s  of n, m, p .  
I f  t h e  set of f a i l e d  a d d r e s s e s  a r e  such t h a t  t h e r e  a r e  n o t  m 
p o s i t i o n s  wherein  t h e  r e s p e c t i v e  b i t s  of t h e  f a i l e d  a d d r e s s e s  a r e  
i d e n t i c a l ,  two o p t i o n s  remain open. The e n t i r e  memory can be d i s c a r d e d ,  
Table  I 
TABULATION OF P (m, p, n) 
-m+l 
o r  an a t t empt  can be made t o  s a l v a g e  on ly  1 - 2  ( i n s t e a d  of 1 - 2-m) 
of t h e  memory. A s  an i l l u s t r a t i o n ,  c o n s i d e r  t h e  f o u r  f a i l e d  a d d r e s s e s  
shown i n  F i g .  111-5(d),  f o r  which t h e r e  do no t  e x i s t  m = 3 p o s i t i o n s  
where a l l  b i t s  a r e  common. However, t h e r e  do e x i s t  two such  p o s i t i o n s ,  
4, 7, hence i f  m i s  r e p l a c e d  by m - 1 = 2, t h e  remapping p rocedure  can 
be c a r r i e d  o u t  w i t h  t h e  r e s u l t  t h a t  3/4 of t h e  memory i s  s a l v a g e d .  One 
can  e a s i l y  e n v i s i o n  a procedure  where t h e  v a l u e  of m i s  i t e r a t i v e l y  r e -  
duced u n t i l  m p o s i t i o n s  a r e  found s a t i s f y i n g  t h e  common b i t  v a l u e  con- 
d i t i o n .  The i n c o r p o r a t i o n  of t h i s  o p t i o n  does  n o t  a p p r e c i a b l y  i n c r e a s e  
t h e  equipment c o s t .  A few a d d i t i o n a l  c e l l s  a r e  r e q u i r e d  f o r  a  commuta- 
t i o n  network t h a t  s e r v e s  a v a r y i n g  number of d i s t i n g u i s h e d  i n p u t s  ( i . e . ,  
t h e  p o s i t  ions  a  a  . . . , am),  and a  mask o p e r a t i o n  w i l l  be r e q u i r e d  1' 2' 
m t o  provide t h e  mod 2  adder w i t h  a  v a r i a b l e  modulus c a p a b i l i t y .  
I n  t h e  p rev ious  two s u b s e c t i o n s ,  we have d i s c u s s e d  s e v e r a l  
schemes f o r  remapping memory a d d r e s s e s  such t h a t  f a u l t y  memory l o c a t i o n s  
a r e  n o t  a c c e s s e d .  The d e s i g n e r  can u t i l i z e  wel l -def ined t r a d e - o f f s  be- 
tween t h e  f r a c t i o n  of t h e  memory t h a t  can be sa lvaged and t h e  equipment 
c o s t s  and d e l a y s .  
4  6 
3 .  Reconf igura t ion  i n  t h e  Presence  of Access Switch F a i l u r e s  
I t  was mentioned p r e v i o u s l y  t h a t  t h e  accommodation t o  f a i l u r e s  
i n  t h e  a c c e s s  s w i t c h e s  r e q u i r e s  s p e c i a l  a t t e n t i o n .  I n  t h e  e a r l y  p a r t  of 
t h i s  decade,  t h e  load  s h a r i n g  s w i t c h  was suggested a s  a  means f o r  masking 
a c c e s s  s w i t c h  f a i l u r e s ,  bu t  t h e  t e c h n i q u e  now appears  u n a t t r a c t i v e ,  be- 
c a u s e  c o r e s  w i t h  m u l t i p l e  windings  were used t o  c a r r y  o u t  t h e  decoding 
and f a u l t  masking, and t h e  f a s t  a c c e s s  t i m e  c a p a b i l i t y  of modern memories 
( f a s t  c o r e ,  t h i n  f i l m ,  o r  MOS) p r e c l u d e s  t h e  use  of such slow a c c e s s  
s w i t c h e s .  Hence, it is apparen t  t h a t  semiconductor decoding t r e e s  a r e  
t h e  most l i k e l y  c h o i c e  f o r  t h e  a c c e s s  f u n c t i o n  and w i l l  r e c e i v e  our  
pr imary a t t e n t i o n .  
I n  c o n s i d e r i n g  t h e  e f f e c t  of f a i l u r e s  w i t h i n  a  decoding t r e e ,  
we w i l l  impose t h e  fo l lowing  assumptions:  
(1)  A f a i l u r e  r e s u l t s  i n  o n l y  a  s i n g l e  d e f e c t i v e  
g a t e .  The e x t e n s i o n  t o  m u l t i p l e  d e f e c t i v e  
g a t e s  i s  e a s i l y  hand led .  
(2) A f a i l u r e  i s  one of two types--a g a t e  o u t -  
put  s tuck-a t  one (SA1) o r  s tuck-a t  z e r o  
(SAO) . The e x t e n s i o n  t o  a  wider  c l a s s  of 
f a i l u r e s  is  once aga in  e a s i l y  handled . 
(3) Each o u t p u t  of t h e  decoding t r e e  is  an i n p u t  
t o  a  l i n e  d r i v e r ,  t h e  o u t p u t  of which is  ac  
coupled o n t o  a  d r i v e  l i n e .  The a c  coup l ing  
i m p l i e s  t h a t  a  l i n e  d r i v e r  t h a t  i s  perma- 
n e n t l y  ON does  n o t  r e s u l t  i n  t h e  con t inuous  
a c c e s s i n g  of t h e  p a r t i c u l a r  l i n e ,  but merely 
exc ludes  t h e  a c c e s s i n g  of t h e  p a r t i c u l a r  l i n e .  
I n  essence ,  then,  a  s i n g l e  f a i l e d  a d d r e s s  is 
c r e a t e d .  
I n  o r d e r  t o  e a s i l y  v i s u a l i z e  t h e  e f f e c t  of decoding tree 
f a i l u r e s ,  l e t  u s  c o n s i d e r  a  4- input  AND decoding t r e e ,  a  p o r t i o n  of 
which is d i s p l a y e d  i n  F i g .  111-6. I n  Table  11, we c o n s i d e r  t h e  v a r i o u s  
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f a i l u r e  c o n d i t i o n s ,  t h e  e f f e c t  of t h e  f a i l u r e ,  and p o s s i b l e  t e c h n i q u e s  
f o r  accommodating t o  t h e  f a i l u r e s .  I t  is  seen  t h a t  any SAO f a i l u r e  
w i t h i n  t h e  t r e e  can be  c i rcumvented by t r e a t i n g  t h e  a f f e c t e d  o u t p u t s  
a s  a  s e t  of c o n t i g u o u s  f a i l e d  a d d r e s s e s .  I f  m-input g a t e s  a r e  used,  
t h e  f r a c t i o n  of t h e  memory t h a t  must be d i s c a r d e d  w i l l  never  exceed 
2-m of t h e  t o t a l  memory. The remapping t e c h n i q u e s  d e s c r i b e d  p r e v i o u s l y  
can  be a p p l i e d  h e r e .  I f  a  g a t e  a t  t h e  o u t p u t  of t h e  t r e e  is SA1, t h e  
f a i l u r e  is e a s i l y  c i rcumvented by viewing t h e  a f f e c t e d  o u t p u t  a s  a  
f a i l e d  a d d r e s s .  U n f o r t u n a t e l y ,  t h e  SA1 f a i l u r e s  a r e  n o t  a s  e a s i l y  
handled by s imple  r e a d d r e s s i n g  w i t h o u t  d i s c a r d i n g  a  l a r g e  f r a c t i o n  of 
t h e  memory. 
Table  I1 
FAILURE CONDITIONS WITHIN A DECODING TREE 
However, t h e  s i n g l e  SA1 f a i l u r e s  t h a t  cause  t h e  most d i f f i -  
c u l t y ,  i . e  ., t h o s e  SA1 f a i l u r e s  o c c u r r i n g  i n  o t h e r  t h a n  o u t p u t  g a t e s ,  
can  be e a s i l y  masked by a  t echn ique  t h a t  r e q u i r e s  l e s s  equipment t h a n  
r e q u i r e d  f o r  d u p l i c a t i o n .  The t echn ique  i s  i l l u s t r a t e d  i n  F i g .  111-7, 
aga in  f o r  4 - inpu ts .  Two r e p l i c a s  a r e  provided of t h e  f i r s t  two l e v e l s  
of t h e  decoding t r e e  ( i n  g e n e r a l ,  t h e  r e p l i c a s  a r e  provided f o r  a l l  but  
t h e  l a s t  l e v e l )  and t h e  o u t p u t s  of t h e s e  t r e e s  a r e  combined w i t h  t h e  
v a r i a b l e  D ( o r  D' )  i n  a  n o n r e p l i c a t e d  f i n a l  l e v e l .  I t  is c l e a r  t h a t  any 
View 1 a s  f a i l e d  a d d r e s s  
d i s c a r d  h a l f  t h e  memory, 
and view 3 a s  f a i l e d  
V i e w  4, 5, 6, 7  a s  f a i l e d  
permanent ly  0 
SA1 f a i l u r e s  n o t  o c c u r r i n g  i n  t h e  l a s t  l e v e l  a r e  masked. 
( c )  SA1 
Another o p t i o n  t h a t  i s  a v a i l a b l e  f o r  a d d i t i o n a l  p r o t e c t i o n  i s  
t h e  use  of l i n e - d r i v e r  power supp ly  swi tch ing  t o  remove from s e r v i c e  
t h o s e  d r i v e r s  a s s o c i a t e d  w i t h  a  s e c t i o n  of memory. T h i s  o p t i o n  would 
prove t o  be  u s e f u l  i n  t h e  p resence  of m u l t i p l e  SA1 decoding t r e e  f a i l u r e s ,  
o r  p o s s i b l y  i n  t h e  p resence  of c e r t a i n  d r i v e r  f a i l u r e s .  
D . Reconf i g u r a t i o n  Invo lv ing  Both Coord ina tes  
For  t h e  f o l l o w i n g  d i s c u s s i o n ,  we assume t h a t  t h e  a d d r e s s  v e c t o r  Z 
- 
is  p a r t i t i o n e d  i n t o  upper- and lower-order f i e l d s  Y and 5, r e s p e c t i v e l y ,  
- 
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One of t h e  o u t p u t s  4, 5, 
6 ,  7  is  1 
? .  
1 
F I R S T  
TWO LEVELS O F  
DECODING TREE 
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which p rov ide  t h e  codes f o r  t h e  two c o o r d i n a t e s  of s e l e c t i o n .  F o r  con- 
ven ience  of e x p l a n a t i o n ,  we a l s o  assume t h e  almost u n i v e r s a l  p r a c t i c e  
of b i n a r y  a d d r e s s  coding,  and we w i l l  u se  o c t a l  numbers i n  our  examples .  
For a  g iven  c o o r d i n a t e ,  each d r i v e  l i n e  cor responds  un ique ly  t o  a  
v a l u e  i n  t h e  cor responding  code, e . g . ,  t h e r e  i s  a  s i n g l e  l i n e  c o r r e -  
sponding t o  X = 3 .  The f a i l u r e  of a  l i n e  i n  one dimension l e a d s  t o  t h e  
- 
u n a v a i l a b i l i t y  of a  s e t  of addresses ,  bu t  we n o t e  t h a t  i f  t h e  f a i l u r e  
is  i n  t h e  high-order  f i e l d ,  t h e  unava i lab le -address  s e t  w i l l  be a r i t h -  
m e t i c a l l y  con t iguous ,  whi le  i f  t h e  f a i l u r e  i s  i n  t h e  low-order f i e l d ,  
t h e  set w i l l  n o t  be a r i t h m e t i c a l l y  con t iguous .  For  example, i f  l i n e  
Y = 3  is f a u l t y ,  t h e  u n a v a i l a b l e  a d d r e s s  s e t  i s  30, 31, 32, 33, 34, . . . 
- 
( o c t a l ) ,  w h i l e  i f  l i n e  X - = 3  is  f a u l t y ,  t h e  u n a v a i l a b l e  address  s e t  is 
03, 13, 23, 33, 43, . . . ( o c t a l ) .  The cont iguous-address  s e t  may be 
avoided by such means a s  reassembling t h e  program, o r  by one of s e v e r a l  
dynamic r e l o c a t i o n  schemes. The noncontiguous-address s e t  is v e r y  
troublesome, s i n c e  t h e  f a u l t y  a d d r e s s e s  a r e  s c a t t e r e d  throughout  t h e  
whole a d d r e s s  range ;  f o r  i f  reassembly is used,  an unaccep tab le  number 
of program-jump i n s t r u c t i o n s  may be needed, and i f  a d d r e s s  s u b s t i t u t i o n  is  
used,  t h e  s i z e  of t h e  a d d r e s s  replacement  t a b l e  may a l s o  be u n a c c e p t a b l e .  
A s i m p l e  s o l u t i o n - - u s e f u l  f o r  t h e  c a s e s  i n  which a l l  d r i v e  f a u l t s  
a r e  i n  t h e  same c o o r d i n a t e - - i s  t o  p rov ide  hardware a t  t h e  a d d r e s s  r e g i s t e r  
f o r  t h e  i n t e r c h a n g e  of  t h e  h igh-  and low-order f i e l d s .  T h i s  r e q u i r e s ,  of  
course ,  t h a t  t h e  d a t a  i n  t h e  memory be re loaded ,  up t o  i t s  new c a p a c i t y ,  
and t h a t  some means be provided f o r  s k i p p i n g  c o n t i g u o u s  b l o c k s  of 
a d d r e s s e s .  
A b lock  diagram of such a  system is  p r e s e n t e d  i n  F i g .  111-8, The 
core -p lane  r e p r e s e n t s  2-1/2D o r  3D memory p lane  o r  a  2D s w i t c h i n g  m a t r i x .  
We i l l u s t r a t e  a  v o l t a g e - t y p e  decoding network, b u t  t h e  scheme a p p l i e s  
t o  c u r r e n t - t y p e s  a s  w e l l .  The scheme p r o v i d e s  f o r  dynamic a d d r e s s  sub-  
s t i t u t i o n  by means of  an a s s o c i a t i v e  memory. A r e v e r s i n g  s w i t c h  is p ro-  
v ided  between t h e  f i e l d s  of t h e  Y X r e g i s t e r  and t h e  Y X r e g i s t e r ,  and 
s S m m 
a  s e l e c t o r  s w i t c h  i s  provided a t  t h e  Y X i n p u t  t o  a l l o w  c h o i c e  e i t h e r  
S S 
of t h e  d i r e c t  a d d r e s s  f i e l d  o r  of  a  s u b s t i t u t e  f i e l d ,  d e r i v e d  from an 
a s s o c i a t i v e  memory. That  memory i s  assumed t o  t e s t  t h e  i n p u t  f i e l d  
a g a i n s t  a  s e t  of  u n a v a i l a b l e  a d d r e s s e s  i n  which t h e  s t o r e d  a d d r e s s e s  
may have d o n ' t - c a r e  v a l u e s  ( i n d i c a t e d  a s  d ) .  By t h i s  means, s t o r e d  
- 
a d d r e s s  f i e l d  0  1 0  d  d  d  responds  t o  a l l  i n p u t s  w i t h  l e a d i n g  d i g i t s  
0  1 0 ,  and p e r m i t s  a  s u b s t i t u t i o n ,  such  a s  
S u b s t i t u t i o n  of s i n g l e  words i s  a l s o  r e a l i z a b l e .  I n  o r d e r  t o  minimize 
average  system d e l a y ,  p r o v i s i o n  is  i n d i c a t e d  f o r  d e l a y i n g  t h e  memory 
c y c l e  o n l y  when t h e  a s s o c i a t i v e  memory i n d i c a t e s  t h a t  some match e x i s t s .  
Another  a t t r a c t i v e  means f o r  dynamic block r e l o c a t i o n  i s  t h e  u s e  
of b a s e - r e g i s t e r s  and b lock  s t r u c t u r e s  i n  normal address ing ,  a s  i n  t h e  
Burroughs B5000-ser ies  computers and o t h e r s .  6 
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E .  E r r o r  D e t e c t i o n  and Diagnos i s  Codes f o r  Memory Systems 
1. I n t r o d u c t i o n  
I n  S e c s .  111-B, 111-C, and 1 1 1 - D  we p r e s e n t e d  s e v e r a l  r e -  
a d d r e s s i n g  t e c h n i q u e s  f o r  t h e  accommodation t o  f a i l u r e s  w i t h i n  t h e  word 
i d e n t i f i c a t i o n  p o r t i o n  of a  memory, e  .g . , t h e  a c c e s s  s w i t c h e s ,  l i n e  
d r i v e r s ,  and d r i v e  l i n e s ,  bu t  e x c l u d i n g  t h e  d a t a  l i n e s  f o r  which w e l l  
known cod ing  and b y t e - s l  i c  ing-reconf i g u r a t  ion  t e c h n i q u e s  p rov ide  ade- 
q u a t e  p r o t e c t i o n .  I t  i s  c l e a r  t h a t  b e f o r e  any of t h e s e  r e a d d r e s s i n g  
methods can be u t i l i z e d ,  t h e  p resence  of a  f a i l u r e  must be d e t e c t e d  and 
t h e  word(s)  i n  e r r o r  must be i d e n t i f i e d  . Our concern  i n  t h i s  s e c t i o n  
is w i t h  methods ( i n  p a r t i c u l a r ,  coding methods) f o r  performing t h e s e  
d e t e c t i o n  and d i a g n o s i s  f u n c t i o n s .  
I t  was shown p r e v i o u s l y  t h a t  a  s i n g l e  f a i l u r e  w i t h i n  t h e  
" w o r d - i d e n t i f i c a t i o n "  b l o c k s  r e s u l t e d  ( f o r  s i n g l e  o r  doub le  c o o r d i n a t e  
systems) i n  e i t h e r  
(1)  No word be ing  accessed ,  o r  
(2) Two words be ing  accessed,  which i n  t h e  c a s e  
of a  w r i t e  command r e s u l t s  i n  t h e  w r i t i n g  
of d a t a  i n  two memory l o c a t i o n s ,  and i n  t h e  
c a s e  of a  r e a d  command i n  t h e  "composit ion" 
of two words appear ing  on t h e  memory d a t a  
l i n e s .  
The term "composi t ionn a s  s t a t e d  above is  i n t e n t i o n a l l y  vague.  
I n  t h e  c a s e  of c o r e  memories, a  read of two words w i l l  r e s u l t  i n  doub le  
t h e  e x c i t a t i o n  on t h e  i n p u t  t o  t h e  s e n s e  a m p l i f i e r ,  assuming t h a t  b o t h  
c o r e s  a s s o c i a t e d  w i t h  t h e  b i t  p o s i t i o n  were s e t .  A compara t ive ly  s imple  
method i s  then  sugges ted  f o r  t h e  d e t e c t i o n  of t h e  t y p e  of f a i l u r e s  i n  
q u e s t  i o n  : 
Prov ide  a  s i n g l e  a d d i t i o n a l  c o r e  p e r  word 
t h a t  i s  permanent ly  s e t ,  and p rov ide  a  
t h r e e - l e v e l  s i g n a l  d e t e c t i o n  c a p a b i l i t y  
on t h e  d a t a  l i n e  a s s o c i a t e d  w i t h  t h i s  
a d d i t i o n a l  c o r e .  I f  no words a r e  accessed  
d u r i n g  a  r ead  c y c l e ,  t h e  s i g n a l  v a l u e  w i l l  
be w i t h i n  t h e  l i m i t s  of t h e  lowest  l e v e l .  
I f  a  s i n g l e  word is  accessed,  t h e  s i g n a l  
w i l l  r e s i d e  w i t h i n  t h e  i n t e r m e d i a t e  l e v e l ,  
and i f  two words a r e  accessed ,  w i t h i n  t h e  
h i g h e s t  l e v e l .  
T h i s  method i s  q u i t e  s imple  i n  p r i n c i p l e ,  b u t  s e v e r a l  d i s a d -  
van tages  a r e  apparen t  : 
( 1 )  Three- leve l  s e n s e  a m p l i f i e r s  a r e  not  a s  s imple  
t o  s y n t h e s i z e  nor  a r e  a s  r e l i a b l e  a s  two-level  
d e v i c e s .  
(2 )  For  memory t e c h n o l o g i e s  o t h e r  than  c o r e  ( i n  
p a r t i c u l a r ,  semiconductor)  it appears  t h a t  
t h e  word t h a t  r e s u l t s  on t h e  d a t a  l i n e s  from 
a  double  word a c c e s s  is  t h e  b i t -wise  Boolean 
sum of t h e  two words a c c e s s e d .  Hence t h e  
t h r e e - l e v e l  d e t e c t i o n  t e c h n i q u e  would n o t  
appear  f e a s i b l e .  
( 3 )  No d i a g n o s i s  in fo rmat ion  is  provided t h a t  
would i d e n t i f y  t h e  f a u l t y  a d d r e s s .  
(4) I n  o r d e r  t o  p rov ide  d e t e c t i o n  of s i n g l e  
e r r o r s  i n  t h e  d a t a  l i n e s ,  an e x t r a  b i t  i s  
r e q u i r e d .  
I n  t h e  l i g h t  of t h e s e  d i sadvan tages ,  we decided t o  i n v e s t i g a t e  
coding t e c h n i q u e s  f o r  t h e  d e t e c t i o n  of t h e  w o r d - i d e n t i f i c a t i o n  f a i l u r e s ,  
i . e  ., t h e  words s t o r e d  w i t h i n  t h e  memory a r e  redundan t ly  encoded. I n  
S e c .  III-E-2 below t h e  a p p l i c a t i o n  of Berger  Codes i s  d i s c u s s e d  and i n  
S e c .  III-E-3 t h e  a p p l i c a t i o n  of c o n s t a n t  weight  codes .  I n  S e c .  III-E-3 
we d i s c u s s  t h e  a p p l i c a t i o n  of coding t e c h n i q u e s  t o  t h e  d i a g n o s i s  of 
memory sys tems .  I t  should be noted t h a t  t h e  codes  t o  be d e s c r i b e d  w i l l  
f i n d  a p p l i c a t i o n  w i t h i n  an u l t r a r e l i a b l e  computer o t h e r  t h a n  f o r  t h e  
memory system.  I n  Chap. I1 s e v e r a l  system o r g a n i z a t i o n s  were d i s c u s s e d  
f o r  which t h e  main v e h i c l e  f o r  d a t a  t r a n s f e r  between major sys tem b l o c k s  
is a  s e t  of b u s s e s .  A l i k e l y  set of e r r o r s ,  a s  a  r e s u l t  of t h e  i n a b i l i t y  
of t h e  s o f t w a r e  t o  r e s o l v e  an a d d r e s s i n g  c o n f l i c t  o r  a s  a  r e s u l t  of a  
permanent g a t e  f a i l u r e ,  is no word appear ing  o r  two words appear ing  
s imul taneous ly  on t h e  bus .  With most contemporary t e c h n o l o g i e s ,  when 
two words appear  s imul taneous ly ,  t h e  b i t s  a r e  combined a s  a  Boolean sum; 
some r e a d e r s  may recognize  t h i s  f u n c t i o n  a s  t h e  wired-OR. 
2 .  Berger  Codes 
P r i o r  t o  d e s c r i b i n g  t h e  Berger  Codes, we p r e s e n t  t h e  f o l l o w i n g  
theorem, which g i v e s  n e c e s s a r y  and s u f f i c i e n t  p r o p e r t i e s  f o r  a  code t o  
d e t e c t  t h e  c l a s s  of f a i l u r e s  i n  q u e s t i o n .  I t  is  understood t h a t  t h e  
code words of t h e  code r e p r e s e n t  p e r m i s s i b l e  words t h a t  can be s t o r e d  
i n  memory. I f  a  nonpermiss ib le  v e c t o r  appears  on t h e  d a t a  l i n e s ,  an  
e r r o r  is d e t e c t e d .  
Theorem 111-1: Necessary and s u f f i c i e n t  c o n d i t i o n s  
f o r  a  code t o  d e t e c t  t h e  f a i l u r e  t o  a c c e s s  a  word 
* 
o r  t h e  s imul taneous  a c c e s s  of two words (assuming 
if A = (al ,  . . ., an) ,  B  = ( b  . . ., b  ) a r e  both  1) n  
accessed,  then  t h e  v e c t o r  t h a t  r e s u l t s  is 
1 1  I 1  C = A  + B  = ( a  + b l ,  ..., a  1 + bn),  + i n d i c a t e s  n  
Boolean sum) a r e  : 
( a )  The a l l  z e r o  v e c t o r  i s  n o t  con ta ined  in  
t h e  code .  
t (b)  No code word is  covered by a n o t h e r  code 
word . 
Proof : P a r t  ( a )  of t h e  theorem is  obv ious .  The 
n e c e s s i t y  of P a r t  (b) is c l e a r ,  s i n c e  i f  A ,  B  a r e  
code words and i f  A 3 B, t h e  r e s u l t a n t  v e c t o r  i s  
A ,  hence a  f a i l u r e  t h a t  r e s u l t e d  i n  t h e  a c c e s s i n g  
of A and B would n o t  be d e t e c t e d .  Concerning t h e  
s u f f i c i e n c y  of P a r t  (b)  i f  A and B a r e  code words, 
t h e n  V = A + B  i s  a  code word i f  and on ly  i f  
V 3 A  and V 3  B. 
* 
We a r e  assuming throughout ,  somewhat e r roneous ly ,  t h a t  a l l  of  t h e  words 
s t o r e d  i n  t h e  memory a r e  d i s t i n g u i s h a b l e .  I n  t h e  u n l i k e l y  even t  t h a t  
t h e  two l o c a t i o n s  s imul taneous ly  accessed s h a r e  t h e  same c o n t e n t s ,  t h e  
d e t e c t i o n  of t h e  f a i l u r e  must awai t  a  l a t e r  f e t c h .  
t Vector A i s  s a i d  t o  cover  v e c t o r  B, A 3 B, i f  A has  ones i n  a l l  p o s i -  
t i o n s  where B  h a s  o n e s .  I t  i s  s e e n  t h a t  t h e  weight  of A, w(A), i s  such 
t h a t  w(A) 2 w(B) . 
Of a d d i t i o n a l  i n t e r e s t  i s  t h e  o b s e r v a t i o n  t h a t  a  code t h a t  
s a t i s f i e s  t h e  c o n d i t i o n s  of Theorem 111-1 w i l l  d e t e c t  t h e  s imul taneous  
a c c e s s  of an a r b i t r a r y  number of memory words.  
7 The (n, k) Berger  Codes, o r i g i n a l l y  d e s c r i b e d  f o r  use  on a  
b i n a r y  channe l  t h a t  i n t r o d u c e s  o n l y  one t y p e  of e r r o r ,  e  .g . , 0 -+ 1, 
c o n s i s t  of k  in format ion  o r  d a t a  b i t s ,  and r = n  - k  = ( l o g  (k + 1 ) )  2 
redundant  o r  check b i t s ,  where (x )  s i g n i f i e s  t h e  nex t  i n t e g e r  g r e a t e r  
t h a n  o r  e q u a l  t o  x .  The check b i t s  i n  t h e  code a r e  simply t h e  b i n a r y  
encoding of t h e  number of z e r o s  i n  t h e  in format ion  p o s i t i o n s .  The 
f o l l o w i n g  l i s t  of v e c t o r s  i l l u s t r a t e  t h e  s t r u c t u r e  of t h e  code f o r  
k = 3 ,  r = 2 ,  n = 5 .  
Data B i t s  Check B i t s  
With t h e  a i d  of t h e  above example, it i s  easy  t o  v e r i f y  t h a t  
no code v e c t o r  is  covered by ano ther  code v e c t o r  whence t h e  Berger  Code 
can be used t o  d e t e c t  m u l t i p l e  memory a c c e s s e s .  I t  is a l s o  noted t h a t  
t h e  code w i l l  d e t e c t  t h e  occur rence  of any s i n g l e  b i t - e r r o r  w i t h i n  t h e  
word, such  a s  might r e s u l t  from a  bad c o r e ,  o r  a  d e f e c t i v e  s e n s e  
a m p l i f i e r  . 
The two major a t t r a c t i v e  f e a t u r e s  of t h e  Berger  Code a r e :  
(1 )  The code is s e p a r a b l e ,  i . e  ., t h e  k d a t a  b i t s  
a r e  u n a l t e r e d  by t h e  encoding p r o c e s s .  
S e p a r a b i l i t y  is  p a r t i c u l a r l y  important  i n  
decoding,  s i n c e  i f  i t  h a s  been decided t h a t  
on ly  a  s i n g l e  word was accessed,  t h e  check 
b i t s  a r e  pruned from t h e  v e c t o r ,  and t h e  d a t a  
b i t s  a r e  t r a n s m i t t e d  t o  t h e  p rocess ing  u n i t s .  
(2) The code is v e r y  s imple  t o  implement. The 
encoding can be c a r r i e d  o u t  w i t h  a  combina- 
t i o n a l  coun te r ,  and t h e  decoding ( t o  d e t e r -  
mine i f  more than  one word was accessed)  w i t h  
a  combinat ional  c o u n t e r ,  presumably t h e  same 
one used f o r  encoding,  and r e x c l u s i v e ~ R  
g a t e s .  
I t  appears  n a t u r a l  t o  i n q u i r e  i f  a  s e p a r a b l e  code can be found 
t h a t  i s  more e f f i c i e n t ,  i . e  ., h a s  fewer  check b i t s  f o r  a  g i v e n  number of 
in fo rmat ion  b i t s ,  than  t h e  Berger  Code. Unfor tuna te ly ,  t h e  answer is  no, 
a s  d e s c r i b e d  i n  t h e  fo l lowing  theorem: 
Theorem 111-2: A s e p a r a b l e  code, c o n t a i n i n g  k d a t a  
b i t s ,  i n  which no code word i s  covered by a n o t h e r  
code word, r e q u i r e s  a t  l e a s t  ( l o g  (k + 1 ) )  check 2  
b i t s .  
P r o o f :  Consider  t h e  fo l lowing  k + 1 d a t a  d i g i t  
v e c t o r s ,  of l e n g t h  k :  A = (0, 0, . . ., O), 0 
A = ( 1 , 0 , 0 ,  ..., 0 ) , A 2 = ( 1 , 1 , 0 ,  ..., O), ..., 1 
A = ( 1  1, ..., 1 ) .  S i n c e  A = ) A i ,  j > i, i n  o r d e r  k  j 
t o  p rov ide  code words of l e n g t h  n  such t h a t  no code 
word covers  ano ther  code word, i t  i s  necessa ry  t h a t  
each of t h e  above v e c t o r s  h a s  appended t o  it a  d i f -  
f e r e n t  p a t t e r n  of check symbols. Thus, a t  l e a s t  
( l o g 2  (k  + 1 ) )  check symbols a r e  r e q u i r e d .  
3 .  Constant  Weight Codes 
In  t h i s  s e c t  ion we d i s c u s s  t h e  a p p l i c a t i o n  of c o n s t a n t  weight  
codes  a  c l a s s  of codes  t h a t  is  more e f f i c i e n t  than  t h e  Berger  Codes, 
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t o  t h e  problem of d e t e c t i n g  m u l t i p l e  a c c e s s e s  i n  a  memory system.  The 
c o n s t a n t  weight  codes have been s t u d i e d  q u i t e  e x t e n s i v e l y  f o r  e r r o r  
d e t e c t i o n  purposes  on a  c o n v e n t i o n a l  communication system, and they  
have been sugges ted  by Cohn and  orm man^ f o r  u s e  i n  c e r t a i n  s i g n a l l i n g  
a p p l i c a t i o n s  where a c e n t r a l  s t a t i o n  d e s i r e s  t o  c a l l  s a t e l l i t e  s t a t i o n s  
w i t h  a s i n g l e  minimal l e n g t h  b i t - s t r e a m .  The code words of t h e  
(n, [n/21) c o n s t a n t  weight  code, [x] s i g n i f i e s  t h e  i n t e g e r  p a r t  o f  x ,  
a r e  a l l  of t h e  d i s t i n c t  n - t u p l e s  of weight  Cn/21. I t  is  c l e a r  t h a t  no 
code word c o v e r s  a n o t h e r  code word, whence from Theorem 111-1 t h e  codes  
a r e  a c c e p t a b l e  f o r  t h e  in tended memory a p p l i c a t i o n .  I n  choosing a code 
f o r  a p a r t i c u l a r  d a t a  l e n g t h  requirement ,  k, one f i n d s  t h e  s m a l l e s t  
i n t e g e r  n, such  t h a t  
The number of redundant  symbols is, a s  u s u a l ,  r = n - k .  
An asympto t ic  e x p r e s s i o n  can  be computed f o r  t h e  number of 
in fo rmat ion  symbols, k, i n  an (n,  [n/2]) code.  I t  is  seen t h a t  
S t  i r l  ing  ' s approximat ion,  f o r  n I ,  namely 
can be a p p l i e d  t o  y i e l d  
1 1 1  k > - - l o g 2  2 n + n + - - -  1 2 2 2 2 4n l o g  n - - log2  e 
which i s  approximated f o r  l a r g e  n a s ,  
Hence, t h e  number of check symbols i s  approximately  r = (1/2 l o g  2 n ) .  
I t  is  t h u s  seen  t h a t  t h e  c o n s t a n t  weight  codes  a r e  asympto t i -  
c a l l y  somewhat more e f f i c i e n t  than t h e  Berger  Codes, which r e q u i r e d  
approximately  r - ( log2  n) check symbols.  I t  is  s u r p r i s i n g ,  and p e r -  B - 
haps f o r t u i t o u s ,  c o n s i d e r i n g ,  a s  w i l l  be shown subsequen t ly ,  t h e  d i f f i -  
c u l t y  of implementing c o n s t a n t  weight codes,  t h a t  f o r  v a l u e s  of k  
commonly used f o r  ae rospace  memory systems t h e  Berger  Codes a r e  about 
a s  e f f i c i e n t  a s  a r e  t h e  c o n s t a n t  weight  c o d e s .  For  example, a  24-b i t  
d a t a  l e n g t h  would d i c t a t e  t h e  use  of 5 check b i t s  i n  t h e  c a s e  of a  
Berger Code, and 4 check b i t s  f o r  t h e  c o n s t a n t  weight  code;  t h e  (28, 14) 
code would be u s e d .  
I t  is of i n t e r e s t  t o  determine i f  t h e  c o n s t a n t  weight  codes 
a r e  o p t i m a l l y  e f f i c i e n t  f o r  t h e  in tended memory a p p l i c a t i o n ,  and t h e  
answer i s  yes,  a s  e s t a b l i s h e d  i n  t h e  fo l lowing  theorem: 
Theorem 111-3: Of a l l  codes  of l e n g t h  n f o r  which 
no code word covers  ano ther  code word, t h e  c o n s t a n t  
weight  (n,  [n/21) code h a s  t h e  most code words .  
P r o o f :  The theorem w i l l  be e s t a b l i s h e d  by induc- 
t i o n .  Assume t h a t  we begin  w i t h  an (n,  [n/2 1) 
c o n s t a n t  weight  code .  I f  one code word i s  removed, 
t h e n  i t  is c l e a r  t h a t  o n l y  t h e  replacement  of t h i s  
code word w i l l  y i e l d  a  code t h a t  s a t i s f i e s  t h e  "non- 
cover ing"  requirement  and t h a t  c o n t a i n s  a t  l e a s t  
N = ([n;21) code words .  Assume t h a t  i code words 
a r e  d e l e t e d  from t h e  o r i g i n a l  code and t h a t  on ly  
t h e  replacement  of t h e s e  i d e n t i c a l  code words w i l l  
y i e l d  a  code w i t h  a t  l e a s t  N words .  The i n d u c t i o n  
s t e p  f o l l o ~ v s .  Assume t h a t  ( i  + 1)  code words a r e  
d e l e t e d .  
( a )  Inc lude  an a d d i t i o n a l  v e c t o r  i n  t h e  reduced 
code of weight  [n/21 such t h a t  t h e  noncovering 
c o n d i t i o n  remains s a t i s f i e d .  I t  i s  c l e a r  
t h a t  t h i s  augmenting v e c t o r  is  one of t h e  
( i  + 1 )  v e c t o r s  of weight [n/21 t h a t  were 
removed, t h u s  r e c r e a t i n g  t h e  c o n d i t i o n  where 
i code words were d e l e t e d .  
(b) Inc lude  an a d d i t i o n a l  v e c t o r  i n  t h e  reduced 
code of weight  w # [n/21, i f  a  v e c t o r  e x i s t s ,  
such t h a t  t h e  noncovering c o n d i t i o n  remains  
s a t i s f i e d .  The i n c l u s i o n  of t h i s  v e c t o r  of 
weight w r e s u l t s  i n  v e c t o r s  of 
weight n/2, which w e r e  among t h e  i + 1 code 
words d e l e t e d ,  n o t  be ing  s u i t a b l e  f o r  i n c l u -  
-
s i o n  i n  t h e  code, because  t h e y  do n o t  s a t i s f y  
t h e  noncovering cond it ions  w i t h  t h e  v e c t o r  of 
weight  w .  Moreover, t h e  i n c l u s i o n  of t h e  
v e c t o r  of weight  w does  n o t  permit  t h e  i n -  
c l u s i o n  i n  t h e  code of any a d d i t i o n a l  v e c t o r s  
of weight  # n/2 t h a t  were n o t  pe rmi t t ed  when 
t h e  code con ta ined  N - i v e c t o r s  a l l  of 
weight  n/2 . 
Hence, t h e  i n c l u s i o n  i n  t h e  code of a  v e c t o r  of weight  
w # n/2 and N - i, i = 1, ..., N v e c t o r s  of weight  n/2 
r e s u l t s  i n  a  code t h a t  h a s  fewer code words t h a n  t h e  
c o n s t a n t  weight (n, [n/21) code.  
We have been somewhat g l i b  i n  t o u t i n g  t h e  a t t r a c t i v e  f e a t u r e s  
of t h e  c o n s t a n t  weight  code--pr imari ly  i t s  e f  f  i c  iency--and i g n o r i n g  t h e  
implementat ion of t h e  code .  The l o g i c  network t o  d e t e c t  t h e  occur rence  
of a  m u l t i p l e  word a c c e s s  is  q u i t e  simple--a c o u n t e r  t h a t  s i g n a l s  an 
overf low i f  t h e  count  exceeds  [n/2].  A minor m o d i f i c a t i o n  can a l s o  
e n a b l e  t h e  d e t e c t i o n  of a  s i n g l e  b i t  e r r o r ,  namely a  c o u n t e r  t h a t  a l s o  
s i g n a l s  an underf low i f  t h e  coun t  i s  less t h a n  [n/2]. However, t h e  
major d i f f i c u l t y  is i n  c o n v e r t i n g  t h e  i n p u t  datum t o  be s t o r e d  i n t o  a  
unique c o n s t a n t  weight  code word, and i n  c o n v e r t i n g  a t  t h e  memory o u t -  
pu t  t h e  c o n s t a n t  weight  code word i n t o  t h e  b i n a r y  number. 
I n  Appendix B we d e s c r i b e  a  reasonab ly  e f f i c i e n t  procedure  
f o r  convers ion  invo lv ing  t h e  (12, 6) code, w i t h  t h e  hope t h a t  a d d i t i o n a l  
i n v e s t i g a t i o n  w i l l  y i e l d  a  g e n e r a l  p r o c e d u r e .  I t  is recommended t h a t  
a t t e n t i o n  be g i v e n  t o  t h e  development of such a  procedure ,  and t o  t h e  
i n v e s t i g a t i o n  of codes  t h a t  o f f e r  an e f f i c i e n c y  somewhere between t h a t  
of t h e  Berger  and c o n s t a n t  we igh t  codes ,  and t h a t  o f f e r  implementa t ion 
p o s s i b i l i t i e s  t h a t  a r e  more a t t r a c t i v e  t h a n  t h o s e  of t h e  c o n s t a n t  we igh t  
c o d e s .  I t  would a l s o  be of i n t e r e s t  t o  i n v e s t i g a t e  t h e  performance of  
t h e  s i m p l e  p a r i t y  code i n  t h e  p resence  of  t h e  m u l t i p l e  word a c c e s s e s .  
I t  is recogn ized  t h a t  n o t  a l l  f a i l u r e s  w i l l  be d e t e c t e d ,  b u t ,  on a  
s t a t i s t i c a l  b a s i s ,  t h e  p r o b a b i l i t y  of a  f a i l u r e  remaining unde tec ted  
f o r  many read  c y c l e s  may be e x t r e m e l y  low. 
4 .  Coding Techniques f o r  t h e  D i a g n o s i s  of Memory System F a i l u r e s  
I n  S e c s .  111-E-2 and 111-E-3 t e c h n i q u e s  were d e s c r i b e d  f o r  
t h e  encoding of  t h e  words t o  be s t o r e d  i n  a  memory, such t h a t  a  f a i l u r e  
w i t h i n  t h e  " w o r d - i d e n t i f i c a t i o n "  networks  (which was shown t o  r e s u l t  i n  
t h e  f a i l u r e  of a  word t o  be accessed,  o r  i n  two words be ing  accessed  
s i m u l t a n e o u s l y )  i s  immediately d e t e c t e d .  Once a  f a i l u r e  h a s  been d e -  
t e c t e d ,  it  is  n e c e s s a r y  t o  d iagnose  t h e  memory i n  o r d e r  t o  r e v e a l  t h e  
f a u l t y  a d d r e s s e s  whence one of t h e  memory r e c o n f i g u r a t i o n  t e c h n i q u e s ,  
d e t a i l e d  i n  t h i s  c h a p t e r ,  can be  u t i l i z e d .  
S e v e r a l  d i a g n o s t i c  p rocedures  a r e  a v a i l a b l e  f o r  t h e  r e v e a l i n g  
of f a u l t y  memory a d d r e s s e s  under t h e  double-word a c c e s s  c o n d i t i o n ;  t h e  
d i a g n o s i s  of t h e  zero-word a c c e s s  c o n d i t i o n  can be accomplished s imul-  
t a n e o u s l y  w i t h  t h e  d e t e c t i o n  of such  a  f a i l u r e ,  s i n c e  it i s  assumed 
t h a t  t h e  f a u l t y  a d d r e s s  w i l l  be c o n t a i n e d  i n  t h e  a d d r e s s  r e g i s t e r .  Once 
it h a s  been d e t e c t e d  t h a t  two words a r e  be ing  accessed ,  p o s s i b l y  due  t o  
a  f a u l t y  l i n e  d r i v e r ,  each of t h e  memory a d d r e s s e s  can be ( r e a d )  
accessed  i n  s u c c e s s i o n ,  and t h e  f a u l t y  a d d r e s s  is t h e  one t h a t  r e s u l t s  
i n  o n l y  a  single-word a c c e s s .  
A cod ing  t e c h n i q u e  can be s p e c i f i e d  t h a t  w i l l  i d e n t i f y  t h e  
f a u l t y  a d d r e s s  w i t h i n  one o r  p o s s i b l y  two accesses ,  a l though  a t  t h e  c o s t  
of a  back-up memory p l a n e .  The a c c e s s  s w i t c h e s  and d r i v e r s  a r e  s h a r e d  
by b o t h  t h e  working memory and t h e  back-up memory. A l l  of t h e  words i n  
t h i s  back-up memory a r e  encoded such  t h a t  i f  l o c a t i o n  i i s  accessed and 
t h e  v e c t o r  t h a t  a p p e a r s  is  t h e  Boolean sum of t h e  c o n t e n t s  of i and j, 
then  i n v e s t i g a t i o n  of t h e  r e s u l t a n t  v e c t o r  w i l l  immediately i d e n t i f y  j 
a s  a  f a u l t y  a d d r e s s .  
Cons ider  a  memory w i t h  zk l o c a t i o n s ,  and word l e n g t h  2k .  The 
f i r s t  k  b i t s  of each word i n  t h e  back-up memory w i l l  c o n t a i n  t h e  b i n a r y  
r e p r e s e n t a t i o n  of t h e  l o c a t i o n  a d d r e s s  and t h e  l a s t  k  b i t s  t h e  comple- 
ment of t h i s  a d d r e s s .  The 8 p o s s i b l e  s t o r e d  words f o r  k  = 3  a r e  shown 
below : 
Assume t h a t  l o c a t i o n  6 i s  accessed and t h a t  t h e  v e c t o r  t h a t  appears  is 
1 1 1  
v  = ( 1  1 1  0 1 1 ) .  I t  is t h u s  known t h a t  v  = ( 1  1 0  0  0  1 )  + (x  x  x  x x x  ), 1 2 3 1 2 3  
where t h e  r i g h t m o s t  v e c t o r  c o n s t i t u t e s  t h e  word t h a t  was e r r o n e o u s l y  
summed w i t h  t h e  accessed word.  I t  is t h e n  p o s s i b l e  t o  immediately s o l v e  
I I I I f o r  x  x x namely x  = 1, xl = 0, x2 = 1, i n  which c a s e  it  i s  3' 1' 2' 3  
immediately determined t h a t  5 is t h e  f a u l t y  a d d r e s s .  I t  is q u i t e  c l e a r  
t h a t  t h i s  t y p e  ~f  code, of l e n g t h  2k, coupled w i t h  t h e  above decoding 
procedure  w i l l  a lways e n a b l e  t h e  i d e n t i f i c a t i o n  o f  t h e  f a u l t y  a d d r e s s .  
I t  can be shown t h a t  t h i s  code is  t h e  op t imal  s e p a r a b l e  code, 
bu t  it i s  expected t h a t  more e f f i c i e n t  nonseparab le  codes can be d e r i v e d .  
F .  Summary 
W e  have noted t h e  use  of s e v e r a l  t echn iques  f o r  c o n t r o l  of f a u l t s  
i n  word-access swi tches  of random-access swi tches  of random-access 
memories, i n  p a r t i c u l a r  t e c h n i q u e s  f o r  t h e  d e t e c t i o n ,  d i a g n o s i s ,  and 
accommodation t o  such f a u l t s .  The o b j e c t i v e  h a s  been t o  a l low maximum 
u t i l i z a t i o n  of t h e  a v a i l a b l e  memory c a p a c i t y ,  and we have r e s t r i c t e d  
our  a t t e n t i o n  i n  t h e  development of r e c o n f i g u r a t i o n  t e c h n i q u e s  t o  t h o s e  
c i r c u i t s  t h a t  a r e  n o t  amenable t o  conven t iona l  redundancy methods. 
For  t h e  c a s e  of f a u l t s  t h a t  cause  a  s t eady ,  f a l s e  e x c i t a t i o n  of a  
d r i v e  c i r c u i t ,  use  of f u s i n g  and power-supply swi tch ing  is recommended. 
For  t h e  c a s e  of f a u l t s  t h a t  r e s u l t  i n  an i n a b i l i t y  t o  e x c i t e  a  
d r i v e  c i r c u i t ,  w e  have p resen ted  schemes f o r  employing s p a r e  d r i v e  
c i r c u i t s ,  and f o r  s i m p l i f y i n g  t h e  reprogramming problem when such s p a r e  
c i r c u i t s  have been exhaus ted .  
An important  problem t h a t  w a r r a n t s  a d d i t i o n a l  c o n s i d e r a t i o n  is t h a t  
of e f f e c t i v e  p a r t i t i o n i n g  of t h e  decoder  and d r i v e  c i r c u i t s  s o  a s  t o  
permit  i s o l a t i o n  of f a u l t s  w i t h  minimal l o s s  of memory c a p a c i t y ;  such 
p a r t  it ion ing  t e c h n i q u e s  should be coord ina ted  w i t h  t h e  v a r i o u s  l o g i c a l  
r e c o n f i g u r a t i o n  schemes d e s c r i b e d  h e r e ,  a s  w e l l  a s  w i t h  c o n v e n t i o n a l  
f a u l t  masking and r e c o n f i g u r a t i o n  methods f o r  t h e  a d d r e s s  r e g i s t e r s ,  
power s u p p l i e s ,  and c o n t r o l .  
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I V  COMMUTATION NETWORKS 
A .  I n t r o d u c t i o n  
Network Types 
* 
I t  is  r e c a l l e d  t h a t  t h e  m u l t i p r o c e s s o r  o r g a n i z a t i o n  under  
s t u d y  r e q u i r e s  a  f l e x i b l e  commutation network f o r  t h e  i n t e r c o n n e c t i o n  
of memory and p r o c e s s o r  b l o c k s .  I n  one mode of o p e r a t i o n ,  N-processors  
a r e  t o  be i n t e r c o n n e c t e d  (on a  one-to-one matching) a r b i t r a r i l y  t o  N-  
memories. Complete permutation-complete u t i l i z a t i o n  CCPCU(N) 1 networks ,  
which a r e  c a p a b l e  of e f f e c t i n g  any pe rmuta t ion  of t h e  N-input connec- 
t i o n s  t o  t h e  N-output connec t ions ,  were s y n t h e s i z e d  t o  perform t h e  
i n t e r c o n n e c t i o n  f u n c t i o n .  I n  some a p p l i c a t i o n s  o n l y  M o u t  of t h e  N, 
M < N, memory-processor p a i r s  a r e  r e q u i r e d  t o  be i n  s imul taneous  communi- 
c a t i o n ,  i n  which c a s e  a  complete  permutat ion- incomplete  u t i l i z a t i o n  
[CPIU (N, M) 1 network was r e q u i r e d  . 
Another  f e a t u r e  of t h e  o r g a n i z a t i o n  was t h e  r e a l i z a t i o n  o f  
each  of t h e  memories and p r o c e s s o r s  a s  an i t e r a t i v e  a r r a y  of i d e n t i c a l  
b y t e - s l i c e s ,  where more s l i c e s  were i n i t i a l l y  provided t h a n  r e q u i r e d  t o  
e x e c u t e  c o n v e n t i o n a l  computa t ions .  Assume e a c h  memory and p r o c e s s o r  
c o n t a i n s  n - s l i c e s  and t h a t  o n l y  m, m < n  a r e  r e q u i r e d .  Hence a  memory- 
p r o c e s s o r  p a i r  i n  communication cou ld  be r e p a i r e d  by o n l y  i n t e r c o n n e c t i n g  
m-unfailed s l i c e s .  One network shown t o  be  r e q u i r e d  t o  implement t h e  
r e p a i r  f u n c t i o n  is t h e  incomplete  permutat ion-order  p r e s e r v i n g  [IPOP(n,m) 1 
network.  A l s o  r e q u i r e d  t o  e f f e c t  t h e  r e p a i r  is a  network t h a t  s h u n t s  
t h e  i n t e r s l i c e  s i g n a l s  of a  p r o c e s s o r  around t h e  f a u l t y  s l i c e s .  S h o r t i n g  
networks t o  perform t h i s  f u n c t i o n  were s t u d i e d .  
In  a d d i t i o n  t o  t h e  above f u n c t i o n s ,  commutation f u n c t i o n s  
prove u s e f u l  i n  a  v a r i e t y  of o t h e r  p o s i t i o n s  w i t h i n  a  f l e x i b l e ,  r econ-  
f i g u r a b l e  computer .  For  example, a  redundant  s e t  of r e g i s t e r s  might  
* See Chaps.  I1 and I V  of Ref .  1. 
be p r e s e n t  w i t h i n  a  p r o c e s s o r .  C l e a r l y ,  o n l y  t h o s e  r e g i s t e r s  t h a t  a r e  
f u n c t i o n i n g  p r o p e r l y  cou ld  be c a l l e d  i n t o  s e r v i c e ,  by s e t t i n g  up t h e  
m i c r o i n s t r u c t i o n s  t o  enab le  o n l y  c e r t a i n  d a t a  p a t h s .  However, t h e  
burden of r e c o n f i g u r a t i o n  would be removed from t h e  microprogram con- 
t r o l  u n i t  by p rov id ing  a  commutation network between t h e  r e g i s t e r s  and 
t h e  d a t a  p a t h s .  I n  t h i s  case ,  i f  on ly  m o u t  of n  r e g i s t e r s  a r e  r e q u i r e d ,  
t h e  network f o r  t h i s  t a s k  is an incomplete-permutat ion nonorder -p rese rv ing  
[1pN0P(n,m) 1 t y p e .  Also,  i n  Sec . 111-C-2 a  memory reconf i g u r a t i o n  scheme 
was d e s c r i b e d  t h a t  r e q u i r e d  t h e  s h i f t i n g  of b i t s  between t h e  memory 
a d d r e s s  r e g i s t e r  and an e f f e c t i v e  address  r e g i s t e r .  A commutation n e t -  
work is r e q u i r e d  t o  perform t h i s  f u n c t i o n .  
I n  Ref .  1 a  s e t  of d e s i d e r a t a  was p resen ted  f o r  t h e  commuta- 
t i o n  networks r e l a t i n g  t o  t h e  economy of t h e  r e a l i z a t i o n ,  e a s e  of s e t -  
up, and t h e  r e l i a b i l i t y  of t h e  commutation network i t s e l f .  I t  was found 
t h a t  t h e s e  c r i t e r i a  were r e a s o n a b l y  s a t i s f i e d  i f  t h e  networks were com- 
posed of i n t e r c o n n e c t i o n s  of a  b a s i c  c e l l  ( s e e  F i g .  VI-5) t h a t  behaved 
a s  a  r e v e r s i n g  s w i t c h  under c o n t r o l  of a  memory f l i p  f l o p .  
2 .  Summary of P r i o r  Work 
I n  R e f .  1 network types ,  a l l  based upon t h e  p r i m i t i v e  c e l l ,  
were d e s c r i b e d  t h a t  perform t h e  v a r i o u s  commutation f u n c t i o n s  l i s t e d  
above.  For  t h e  CPCU(N) f u n c t i o n ,  it  is  c l e a r  t h a t  t h e  number of s t a t e s ,  
S(N) , r e q u i r e d  of t h e  network i s  S(N) = N!, which i m p l i e s  t h a t  t h e  
minimum number of c e l l s ,  C (N) , r e q u i r e d  i s  C (N) = l o g  N!  . Networks M M 2  
were d e s c r i b e d  t h a t  f o r  a r b i t r a r y  N r e q u i r e  a  number of c e l l s  s a t i s f y i n g  
I t  can be shown t h a t  C(N) is remarkably c l o s e  t o  CM(N). 
U n f o r t u n a t e l y  f o r  t h e  IPOP(n,m) and IPNOP(n,m) f u n c t i o n s ,  t h e  
lower bound on t h e  number of s t a t e s  is  n o t  a s  p r e c i s e l y  d e f i n e d ;  it is  
shown i n  Appendix C t h a t  f o r  t h e s e  c a s e s  t h e  lower bound l i e s  between (:) and (:)2, I n  any even t ,  networks have been d e r i v e d  f o r  t h e s e  func-  
t i o n s ,  f o r  which t h e  number of c e l l s  approach t h e  lower bound f o r  
r e l a t i v e l y  s m a l l  v a l u e s  of n, s a y  n  * 10, b u t  d i v e r g e  r a p i d l y  from t h e  
bound f o r  l a r g e r  v a l u e s  of n .  
One a t t r a c t i v e  f e a t u r e  of t h e  networks based upon t h e  s i m p l e  
two-input c e l l s ,  i s  t h a t  f a u l t  t o l e r a n c e  is r a t h e r  e a s i l y  i n c o r p o r a t e d  
* 
w i t h i n  t h e  d e s i g n .  A t  a  c o s t  of between p  log2n and p  C2n + l o g Z n l  
a d d i t i o n a l  c e l l s  p e r  n - inpu t  network, t h e  commutation f u n c t i o n  can  be 
main ta ined  d e s p i t e  t h e  o c c u r r e n c e  of f a i l u r e s  w i t h i n  p  c e l l s .  
3 .  Summary of  R e s u l t s  P r e s e n t e d  
I n  S e c .  IV-B below we p r e s e n t  a  d e s i g n  f o r  a  commutation n e t -  
work t h a t  can perform t h e  b i t  s h i f t i n g  f u n c t i o n  r e q u i r e d  by t h e  memory 
r e c o n f i g u r a t i o n  scheme of S e c .  111-42-2. I n  S e c .  IV-C some of t h e  p r e -  
v i o u s l y  d e r i v e d  networks  a r e  extended t o  i n c l u d e  t h e  p o s s i b i l i t y  of a  
s i n g l e  i n p u t  appear ing  on s e v e r a l  o u t p u t s .  An example of t h i s  f u n c t i o n  
is s e v e r a l  p r o c e s s o r s  s h a r i n g  a  memory. S e c t i o n  IV-D s t r e n g t h e n s  some 
of t h e  r e s u l t s  on f a u l t  c o r r e c t i n g  commutation networks,  and S e c .  IV-E 
p r e s e n t s  some improved s h o r t i n g  networks .  
B. Order  P rese rv ing- -Var iab le  Inpu t  Combination Network 
1. I n t r o d u c t i o n  
I n  S e c .  1 1 1 4 - 2  a  hardware memory r e c o n f i g u r a t i o n  scheme was 
d e s c r i b e d  wherein  by a  v e c t o r  mapping and b i t - s h i f t i n g  it was p o s s i b l e  
t o  avo id  t h e  a d d r e s s i n g  of f a u l t y  l o c a t i o n s .  The b i t - s h i f t i n g  i s  p e r -  
formed between t h e  l eng th -n  a d d r e s s  r e g i s t e r  (AR) and t h e  e f f e c t i v e  
a d d r e s s  r e g i s t e r  (EAR), by a  var iable- input-combinat ion-commutat ion 
t 
network, denoted a s  a  VCOMB(n,m) network.  The f u n c t i o n  of a  VCOMB(n,m) 
* 
The lower v a l u e  h a s  been c o n s t r u c t i v e l y  achieved f o r  p  = 1 and s m a l l  
v a l u e s  of n, f o r  t h e  c a s e  of f a i l u r e s  t h a t  cause  t h e  c e l l  t o  be  s t u c k  
i n  one of i t s  two modes. I t  is c o n j e c t u r e d  t h a t  t h i s  v a l u e  is 
a c h i e v a b l e  f o r  a l l  p, n, and more g e n e r a l  f a u l t  t y p e s .  The h i g h e r  
v a l u e  o f  a d d i t i o n a l  c e l l  h a s  been demonstra ted  t o  be a c h i e v a b l e  f o r  a l l  
p, n, and a l l  c e l l  f a u l t  t y p e s .  
t The d i s t i n c t i o n  w i l l  be made c l e a r  between t h e  network t o  be d e s c r i b e d  
and t h e  combinat ion network [COMB(n,m)l, d e s c r i b e d  i n  Chap. I V  of  
Ref .  1. 
network i s  t o  t r a n s f e r  t h e  r, r = 1, . . ., m h i g h e s t  o r d e r  b i t s  of t h e  
AR t o  r s e l e c t e d  p o s i t i o n s  i n  t h e  EAR w i t h  t h e  c o n s t r a i n t  t h a t  t h e  o r d e r  
of t h e  b i t s  be p rese rved  i n  t h e  t r a n s f e r .  The lower o r d e r  n  - r b i t s  of 
t h e  AR can be  t r a n s f e r r e d  t o  t h e  remaining n - r EAR p o s i t i o n s  i n  an 
a r b i t r a r y  o r d e r i n g .  I n  Sec . IV-B-2 below an  upper ( s u f f i c i e n t )  bound 
is d e r i v e d  on t h e  number of s t a t e s  o f  a  permutat ion network such t h a t  
t h e  variable-input-combination-commutation f u n c t i o n  can be r e a l i z e d ,  
and i n  S e c .  IV-B-3 a  network c o n s t r u c t i o n  is  d e s c r i b e d  based upon t h e  
two-input c e l l s .  
2 .  An Upper Bound 
Assume t h a t  an n-input,  n-output network i s  r e q u i r e d  t h a t  i s  
t o  r e a l i z e  a  s u b s e t  of t h e  n! permutat ion of t h e  inpu t  s i g n a l s .  (At 
p r e s e n t  w e  a r e  n o t  assuming t h a t  t h e  network is  c o n s t r a i n e d  t o  be 
-
r e a l i z e d  wi th ,  f o r  example, two-input c e l l s  .) Contained i n  t h i s  s u b s e t  
a r e  t o  be  t h e  (1) permutat ions ,  i = 1, 2, . . ., m, which map a  s e l e c t e d  
s e t  of i o u t  of m i n p u t s  on to  i ou t  of n  o u t p u t s ,  w i t h  t h e  requirement  
t h a t  t h e  o r d e r  of t h e  appearance of t h e  i n p u t s  be p rese rved  a t  t h e  o u t -  
p u t .  S i n c e  t h e r e  a r e  (:) combinat ions  of i o u t  of m i n p u t s  we can  s e -  
l e c t ,  and s i n c e  we a r e  concerned w i t h  a l l  v a l u e s  of i, i = 1, . . ., m, 
t h e  t o t a l  number of pe rmuta t ions ,  T(n,m), t h a t  t h e  network must r e a l i z e  
i s  g i v e n  by: 
The number T(n,m) r e p r e s e n t s  a  s u f f i c i e n t  number of s t a t e s  
f o r  a  VCOMB(n,m) network i n  o r d e r  t h a t  t h e  d e s i r e d  commutation f u n c t i o n  
be r e a l i z e d .  To show t h a t ,  i n  g e n e r a l ,  fewer  s t a t e s  a r e  necessa ry ,  l e t  
n  = 3, m = 2, and d e n o t e  t h e  two h i g h e s t  o r d e r  i n p u t  b i t  p o s i t i o n s  a s  
A ,  B, and t h e  t h r e e  o u t p u t s  by 1, 2, 3 .  A l i s t i n g  of t h e  T(3,2) = 9 
permuta t ions  is  d i s p l a y e d  i n  t h e  f i r s t  ( s u f f i c i e n t )  column of T a b l e  111. 
The Qj's r e p r e s e n t  d o n ' t  c a r e s .  I f  t h e  d o n ' t  c a r e s  a r e  used e f f e c t i v e l y  
and some of t h e  d u p l i c a t e  pe rmuta t ions  a r e  de le ted- - fo r  example, t h e  
Table  I11 
NECESSARY AND SUFFICIENT SETS OF PERMUTATIONS OF 
VCOMB ( n , m) NETWORKS 
permuta t ion  (A,B) -+ (l,cz/) i s  n o t  - r e q u i r e d ,  s i n c e  t h e  permutat ion 
(A,B) -, (1,2) a l r e a d y  t a k e s  c a r e  of A -, 1-- the  9 pe rmuta t ions  can be 
reduced t o  a  minimum of 4, a s  d i s p l a y e d  i n  t h e  necessa ry  column of 
Table  111. The d e r i v a t i o n  of a  g e n e r a l  t i g h t  lower bound on t h e  number 
of pe rmuta t ions  appears  t o  be an ex t remely  d i f f i c u l t  c o m b i n a t o r i a l  
problem--at l e a s t  a s  d i f f i c u l t  a s  t h e  d e r i v a t i o n  of t h e  bound d i s c u s s e d  
i n  Appendix C f o r  t h e  o rder -p rese rv ing  and nonorder-preserving networks-- 
and perhaps  t h e  q u e s t i o n  is  of academic i n t e r e s t  on ly  s i n c e ,  excep t  f o r  
s m a l l  v a l u e s  of n, m, we have no t  been s u c c e s s f u l  i n  s y n t h e s i z i n g  
VCOMB(n,m) networks based upon t h e  two-input c e l l s  t h a t  even a c h i e v e  
t h e  T(n,m) bound. 
3 .  S y n t h e s i s  of VCOMB(n,m) Networks 
* 
I n  F i g .  I V - 1  we d e p i c t  a  VCOMB(n,m) network.  The subnetworks 
S u f f i c i e n t  S e t  
VCOMB(n m 1, VCOMB(n m ) a r e  themselves  v a r i a b l e  i n p u t  combinat ion A' A BY B 
m 
networks,  w i t h  n  
= [;I, nB = (;), mA = [;I, mB = ( 2 ) .  The remaining A 
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FIG. I V - I  CONSTRUCTION OF VCOMB (n, m) NETWORK 
n  - m i n p u t s  t o  t h e  network, which correspond t o  t h e  n - m lowes t -o rde r  
p o s i t i o n s  i n  t h e  AR, a r e  no t  shown, b u t  it  is  recogn ized  t h a t  t h e s e  i n -  
p u t s  w i l l  be  t r a n s f e r r e d  t o  t h e  n  - m "unse lec ted"  o u t p u t s  by t h e  n e t -  
work. The s t r u c t u r e  of t h e  network f o r  m = 1, is  i n  t h e  form of  a 
decoding t r e e ,  a s  shown i n  F i g .  IV-2  f o r  n = 6 .  I t  i s  c l e a r  i n  t h i s  
l a t t e r  network t h a t  t h e  i n p u t  Y h a s  a c c e s s  t o  any of t h e  6 o u t p u t s .  
FIG. IV-2 CONSTRUCTION OF VCOMB (n, 1) NETWORK 
A c o n s t r u c t i v e  proof t h a t  t h e  network of F i g .  I V - 1  i s  c a p a b l e  
of t r a n s f e r r i n g  t h e  r, r = 1, . . ., m, h ighes t -o rder  i n p u t s ,  Y1, Y2, . .., 
Yr, t o  any s e l e c t e d  S e t  of r o u t p u t s ,  w i t h  t h e  o r d e r  p rese rved  is  a s  
f o l l o w s .  L e t  t h e  f i r s t  s e l e c t e d  o u t p u t  be Xil, and s e t  t h e  o u t p u t  c e l l  
t h a t  s e r v e s  t h i s  s i g n a l  t o - t h e  p r o p e r  mode s o  t h a t  X i s  connected t o  
il 
t h e  upper subnetwork (A)--for u l t i m a t e  connec t ion  t o  Y I f  t h e  second 1 ' 
s e l e c t e d  o u t p u t  i s  Xi2 = X i l + l ,  t h e n  it w i l l  be a u t o m a t i c a l l y  connected 
t o  t h e  subnetwork B f o r  u l t i m a t e  connec t ion  t o  Y 2 .  I f  Xi2  # Xiltl ,  t h e n  
s e t  t h e  ou tpu t  c e l l  t h a t  s e r v e s  X t o  t h e  p roper  mode s o  t h a t  X i s  
i2 i2 
connected t o  subnetwork B .  T h i s  procedure  is cont inued a l t e r n a t e l y  
d i r e c t i n g  t h e  s e l e c t e d  o u t p u t s  between subnetworks A and B u n t i l  a l l  
o u t p u t  c e l l s  a r e  s e t  t h a t  s e r v e  t h e  r - s e l e c t e d  o u t p u t s .  T h i s  p a t h  
b u i l d i n g  procedure  is  then  con t inued  f o r  t h e  subnetworks A and B them- 
s e l v e s ,  e t c . ,  whence it i s  c l e a r  t h a t  t h e  procedure  w i l l  never  be f o r c e d  
t o  s t o p  because of t h e  l a c k  of c o n n e c t i o n .  
The number of c e l l s  r e q u i r e d  f o r  t h e  network can be e v a l u a t e d  
by t h e  s o l u t i o n  o f  a  r e c u r s i o n  s i m i l a r  t o  those  d e s c r i b e d  i n  Chap. I V  of 
Ref .  1. The procedure  f o r  s e t t i n g  up t h e  network is a l s o  s i m i l a r  t o  
t h a t  d e s c r i b e d  p r e v i o u s l y .  
C . S h a r i n g  of I n p u t s  i n  a  Commutation Network 
I n  some m u l t i p r o c e s s o r  a p p l i c a t i o n s  it i s  d e s i r a b l e  f o r  s e v e r a l  
p r o c e s s o r s  t o  s h a r e  a  memory, a  c o n d i t i o n  t h a t  is n o t  r e a l i z e d  w i t h  t h e  
CPCU ( f u l l  permutat ion)  network d e s c r i b e d  p r e v i o u s l y  t h a t  e f f e c t s  a  one- 
to-one t r a n s f o r m a t i o n  of t h e  i n p u t s  and o u t p u t s .  The s i t u a t i o n  can be 
e a s i l y  remedied by merely  appending an e x t r a  set of inpu t  networks t o  
t h e  CPCU network . 
Assume t h a t  N-memories a r e  t o  be in te rconnec ted  w i t h  N-processors 
such t h a t  ( a s  b e f o r e )  an a r b i t r a r y  permutat ion t o  t h e  i n p u t s  (memories) 
can be e f f e c t e d ,  and such  t h a t  up t o  rn p r o c e s s o r s  can  be i n  simul- 
t aneous  communication w i t h  a  s i n g l e  memory. I n  F i g .  IV-3 we d i s p l a y  
t h e  schemat ic  o f  a  network t h a t  can r e a l i z e  t h i s  f u n c t i o n .  I t  i n c l u d e s  
a  f u l l  pe rmuta t ion  network c o n t a i n i n g  N-inputs, preceded by m combina- 
t i o n  networks o f  t h e  t y p e  d e s c r i b e d  i n  Chap. I V  of Ref .  1. I t  is 
N - 
PERMUTER 
FIG. IV-3 CONSTRUCTION OF PERMUTATION 
NETWORK TO ACCOMMODATE INPUT 
SHARING 
r e c a l l e d  t h a t  t h e  f u n c t i o n  of a  combinat ion [COMB(N,m.)] network s e r v i n g  
1 
N i n p u t s  and m m .  5 N, o u t p u t s  i s  t o  t r a n s f e r  any s e l e c t e d  combinat ion i7 I. 
o f  m .  o u t  of N i n p u t s  t o  t h e  m .  o u t p u t s  w i t h o u t  r egard  t o  t h e  o r d e r  i n  
1 1 
which t h e  i n p u t s  a r e  t r a n s f e r r e d .  That  i s  t h e  combination network i s  
f u n c t i o n i n g  a s  in tended  i f  each of t h e  s e l e c t e d  i n p u t s  can be connected 
t o  one  of t h e  m outputs- -a  p a r t i c u l a r  assignment o r  o r d e r i n g  is n o t  i 
r e q u i r e d  t o  be s a t i s f i e d .  
R e f e r r i n g  back t o  F i g .  I V - 3  each COMB(N,~.)  network r e c e i v e s  t h e  
1 
same s e t  of N i n p u t s ,  and t h e  pa ramete r s  of t h e  COMB(N,m.) networks  a r e  
- 1 
such t h a t  mi i s  e i t h e r  ( ~ / m )  o r  [N/m], and 3 m = N .  A compara t ive ly  
i=l i 
s i m p l e  r u l e  can be s p e c i f i e d  f o r  t h e  assignment of  i n p u t s  t o  the  v a r i o u s  
combinat ion ne tworks .  Assume t h a t  i n  t h e  pe rmuta t ion  t o  be r e a l i z e d  
i n p u t  X .  j = 1, ..., N is  t o  appear  on n  o u t p u t s ,  n  < m w i t h  
N J '  j j +. C n  . = N .  The assignment r u l e  i s  then  a s  f o l l o w s :  
j =1 J 
L e t  na = max n  . . Assign t h e  r e p l i c a s  of i n p u t  
a l l  j J 
X t o  any a r b i t r a r y  s e t  of n  combination networks  
a (Y 
( f o r  u l t i m a t e  connec t ion  t o  one of o u t p u t s  of each 
of t h e  s e l e c t e d  combinat ion ne tworks ) .  Le t  
max n  . . Assign t h e  r e p l i c a s  of i n p u t  
n@ ' a11 j+a J  
X t o  n  combination networks such t h a t  t h e r e  i s  B P 
maximum d u p l i c a t i o n  w i t h  t h e  combination networks 
s e l e c t e d  i n  t h e  f i r s t  s t e p .  The procedure  is con- 
t i n u e d  u n t i l  a l l  i n p u t s  a r e  ass igned and a t  each  
s t e p  t h e  i n p u t  s e l e c t e d  f o r  assignment h a s  a  number 
of r e p l i c a s  a t  l e a s t  a s  l a r g e  a s  any remaining i n -  
p u t .  The combinat ion networks t o  which t h i s  
"maximum" i n p u t  i s  ass igned  a r e  s e l e c t e d  such t h a t  
t h e y  d u p l i c a t e  a  maximum number of p r e v i o u s l y  s e -  
l e c t e d  networks .  The assignment is, of course ,  
s u b j e c t  t o  t h e  c o n s t r a i n t  t h a t  no network can be 
ass igned  more i n p u t s  t h a n  it h a s  o u t p u t s  a v a i l a b l e .  
We have n o t  d i s c u s s e d  t e c h n i q u e s  f o r  a c t u a l l y  s e t t i n g  up  t h e  com- 
b i n a t i o n  networks,  s i n c e  t h i s  i t em was adequa te ly  d e s c r i b e d  i n  t h e  
p rev ious  r e p o r t .  
An o u t s t a n d i n g  problem i s  t h e  computation of a  t i g h t  bound on t h e  
number o f  s t a t e s  r e q u i r e d  of a  network t o  perform t h e  combined permuta- 
t i o n ,  inpu t - shar ing  f u n c t i o n ,  and t h e  r e a l i z a t i o n  o f  networks t h a t  
approximately  ach ieve  t h i s  bound. 
D . F a u l t - T o l e r a n t  Commutat ion  Networks 
I n  Chap. I V  of Ref .  1 we performed an i n i t i a l  i n v e s t i g a t i o n  of r e -  
dundant commutation networks f o r  which t h e  redundant  c e l l s  of t h e  n e t -  
work can be s e t  t o  bypass  any f a u l t y  c e l l s  and s t i l l  m a i n t a i n  t h e  d e s i r e d  
commutation f u n c t i o n .  I t  was shown t h a t  any s i n g l e  g a t e  f a i l u r e  w i t h i n  
a  two-input c e l l  r e s u l t e d  i n  e i t h e r  t h e  c e l l  being permanently s e t  i n  
one of i t s  two modes ( s t u c k - f u n c t i o n  f a i l u r e )  o r  one o u t p u t  of t h e  c e l l  
being permanently i n  e r r o r  (bad-output f a i l u r e ) .  Network c o n s t r u c t i o n s  
were p r e v i o u s l y  p resen ted  t h a t  e f f e c t i v e l y  combat e i t h e r  t y p e  of f a i l u r e .  
I n  t h i s  s e c t i o n  we d e s c r i b e  an improved v e r s i o n  of t h e  s i n g l e  bad-output 
f a i l u r e  c o r r e c t i n g  network and demons t ra te  t h a t  t h i s  network can a l s o  
s e r v e  f o r  s i n g l e  s t u c k - f u n c t i o n  c o r r e c t i o n .  
C o r r e c t i o n  of Bad-Output F a i l u r e s  
I n  F i g .  IV-4 we d i s p l a y  a  c o n s t r u c t i o n  t h a t  p e r m i t s  t h e  c o r r e c -  
t i o n  of s i n g l e  bad-output f a i l u r e s  i n  a  complete permutat ion network.  
The c o n s t r u c t i o n  c o n s i s t s  of t h e  i n i t i a l  permutat ion network of N-inputs 
(4  i l l u s t r a t e d  i n  t h e  f i g u r e )  f l anked  on t h e  inpu t  and ou tpu t  by " ladder"  
networks .  I t  i s  s e e n  t h a t  2N c e l l s  a r e  r e q u i r e d  i n  a d d i t i o n  t o  t h e  
number r e q u i r e d  f o r  t h e  permuter;  a  p rev ious  c o n s t r u c t i o n  r e q u i r e d  
2N + ( l o g 2 ( ~  + 1 ) )  redundant c e l l s .  
4 - PERMUTER 
FIG. IV-4 CORRECTION OF SINGLE BAD-OUTPUT FAILURE - -  
FAILURE WITHIN N-PERMUTER 
Assume f i r s t  t h a t  a  bad-output f a i l u r e  h a s  occur red  w i t h i n  t h e  
main permuter .  A s  a  f i r s t  s t e p ,  t h e  c e l l s  of t h e  i n p u t  and o u t p u t  
l a d d e r s  a r e  a l l  s e t  t o  t h e  "cross-mode" and t h e  c e l l s  of t h e  main p e r -  
muter  a r e  s e t  t o  r e a l i z e  t h e  d e s i r e d  permuta t ion .  I t  is  r e c a l l e d  t h a t  
a  s i n g l e  bad-output f a i l u r e  w i t h i n  a  c e l l  r e s u l t s  i n  an e r r o r  on one 
p a t h  of t h e  permutat ion network; i n  F i g .  IV-4 it i s  assumed t h a t  t h e  
p a t h  connec t ing  D t o  2 of t h e  permutat ion network is i n  e r r o r ,  i n  which 
c a s e  t h e  e r r o r  would be t r a n s f e r r e d  t o  ou tpu t  Y  of t h e  complete network.  2  
The procedure  t o  combat t h i s  f a u l t  i s  t o  r e s e t  t h e  s i n g l e  c e l l  of t h e  
i n p u t  l a d d e r  t o  t h e  "bend-mode" t h a t  connec t s  t o  t h e  i n p u t  p a r t  of t h e  
pa th  i n  e r r o r  such t h a t  t h e  dummy i n p u t  @ connec t s  t o  t h e  permutat ion 
network o u t p u t  i n  e r r o r ,  and u l t i m a t e l y  t o  t h e  dummy ou tpu t  D .  I t  i s  
then  seen,  i n  F i g .  IV-4; t h a t  i n p u t  X which p r e v i o u s l y  appeared on t h e  4' 
bad-path,  i s  now shunted around t h e  bad-path v i a  t h e  l a d d e r  networks f o r  
connec t ion  t o  i t s  d e s t i n e d  o u t p u t ,  Y 2  ' 
I f  t h e  network i s  t o  be e f f e c t i v e ,  i t  must a l s o  permit  t h e  
c o r r e c t i o n  of s i n g l e  bad-output f a i l u r e s  w i t h i n  t h e  inpu t  l a d d e r  n e t -  
work; it i s  c l e a r  t h a t  f a i l u r e s  w i t h i n  t h e  o u t p u t  l a d d e r  network cannot  
be c o r r e c t e d  by t h e  o v e r a l l  network, and hence must be t r e a t e d  t h e  same 
a s  a  f a i l u r e  i n ,  f o r  example, t h e  p r o c e s s o r  t h a t  t h e  permutat ion network 
s e r v e s .  R e f e r r i n g  t o  F i g .  IV-5, assume t h a t  t h e  inpu t  l a d d e r  c e l l -  
o u t p u t  connec t ing  t o  inpu t  B of t h e  permutat ion network h a s  f a i l e d .  The 
4 - PERMUTER 
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FIG. IV-5 CORRECTION OF SINGLE BAD-OUTPUT FAILURE - -  
FAILURE WITHIN INPUT LADDER 
c o r r e c t i o n  procedure  is  a s  f o l l o w s :  S e t  t h e  f a i l e d  c e l l  t o  t h e  bend- 
mode a long  w i t h  t h e  t o p  c e l l  of t h e  o u t p u t  l a d d e r  network.  S e t  a l l  
c e l l s  above t h e  f a i l e d  c e l l  t o  t h e  cross-mode and a s s i g n  t h e  bad s i g n a l  
i n p u t  (B) t o  o u t p u t  1, whence t h e  dummy i n p u t  $ is  connected t o  t h e  
dummy o u t p u t  D .  Inpu t  X is t h e n  d i r e c t e d ,  a s  shown, e x c l u s i v e l y  th rough  2  
l a d d e r  c e l l s  t o  i t s  d e s t i n e d  o u t p u t  Y4.  A l l  i n p u t s  t h a t  a r e  d e s t i n e d  
f o r  o u t p u t s  above Y a r e  ass igned  t o  permutat ion network o u t p u t s  one 4  
u n i t  below t h e i r  ou tpu t ,  whence t h e y  a r e  d i r e c t e d  t o  t h e i r  d e s t i n e d  o u t -  
p u t s  by t h e  o u t p u t  l a d d e r  network.  A l l  i n p u t s  t h a t  a r e  d e s t i n e d  f o r  
o u t p u t s  below Y4 (none e x i s t  i n  t h e  i l l u s t r a t i o n )  a r e  ass igned  t o  p e r -  
muta t ion  network o u t p u t s  t h a t  a r e  t h e  same a s  t h e i r  d e s t i n e d  o u t p u t s  
whence t h e  o u t p u t  l a d d e r  c e l l s  t o  which t h e y  connect  a r e  a l l  p laced  i n  
t h e  cross-mode . 
2 .  C o r r e c t  ion of Stuck-Funct ion F a i l u r e s  
I t  is r e c a l l e d  t h a t  a  s i n g l e  s t u c k - f u n c t i o n  f a i l u r e  of a  c e l l  
w i t h i n  a  pe rmuta t ion  network r e s u l t s  i n  no more damage t h a n  t h e  i n t e r -  
changing of two ass ignments .  The obvious  procedure  t o  c o r r e c t  t h i s  
f a i l u r e  is  t o  p rov ide  an a n c i l l a r y  network t h a t  i n t e r c h a n g e s  t h e  two 
i n p u t s  a f f e c t e d  and t a k e s  no a c t i o n  on t h e  remaining i n p u t s .  The 
f l a n k i n g  of a  pe rmuta t ion  network by two l a d d e r s  can perform t h i s  
i n t e r c h a n g e .  
Cons ider  t h e  4-permuter of F i g .  IV-6 s e t u p  t o  r e a l i z e  t h e  
pe rmuta t ion  (XI, X2,  X3, X4) (Y3, Y2, Y4, Y ) excep t  t h a t  t h e  d e s i r e d  1 
p a t h s  (shown a s  bold l i n e s )  B ' 2, and C -+ 4  a r e  in te rchanged .  The 
p rocedure  f o r  c o r r e c t i n g  t h i s  f a u l t  u t i l i z i n g  t h e  l a d d e r  network and 
t h e  dummy i n p u t  and o u t p u t  i s  a s  f o l l o w s :  S e t  t h e  i n p u t  and o u t p u t  
l a d d e r  c e l l s  t h a t  s e r v e  "good" p a t h s  a l l  t o  t h e  cross-mode; i n  F i g .  IV-6 
t h e  good p a t h s  a r e  A " 3, and D + 1. S e t  t h e  a p p r o p r i a t e  l a d d e r  c e l l s  
s o  t h a t  t h e  dummy i n p u t  @ is d i r e c t e d  t o  ou tpu t  D a long t h e  upper  bad 
pa th ,  i . e . ,  t h e  bad p a t h  t h a t  emanates h i g h e r ;  t h e  upper bad p a t h  i n  
F i g .  IV-6 is  C -+ 2 .  Use t h e  lower bad p a t h  t o  c a r r y  t h e  upper a f f e c t e d  
i n p u t ,  i n p u t  X i n  t h e  i l l u s t r a t i o n ,  and u s e  t h e  l a d d e r  c e l l s  exc lu -  2 
s i v e l y  t o  c a r r y  t h e  lower a f f e c t e d  i n p u t .  
4 - PERMUTER 
FIG. IV-6 CORRECTION OF STUCK-FUNCTION FAILURE - -  
FAILURE WITHIN N-PERMUTER 
E . Networks f o r  S h o r t i n g  
I t  is  r e c a l l e d  t h a t  a  proposed  method of r e p a i r i n g  an  a r i t h m e t i c  
l o g i c  u n i t  i n v o l v e s  i t s  r e a l i z a t i o n  a s  a n  i t e r a t e d  a r r a y  of i d e n t i c a l  
b y t e - s l i c e  modules, w i t h  p r o v i s i o n  f o r  some s p a r e  modules .  I n  e f f e c t i n g  
t h e  r e p a i r ,  a  set of  s w i t c h e s  is  r e q u i r e d  t o  r o u t e  i n t e r m o d u l e  s i g n a l s ,  
e . g . ,  c a r r y  o r  s h i f t  i n f o r m a t i o n  around f a u l t y  modules .  I n  Chap.  IV o f  
R e f .  1 a  r e a l i z a t i o n  was p r e s e n t e d  f o r  t h e s e  bypass  ne tworks  based upon 
t h e  two- input  r e v e r s i n g  c e l l  and r e q u i r i n g  n  o f  t h e s e  c e l l s  f o r  an n -  
module a r r a y .  
I n  t h i s  s e c t i o n  we c o n s i d e r  t h e  form and minimum amount o f  s w i t c h i n g  
r e q u i r e d  t o  bypass  any of  f a u l t y  modules, w i t h  a  ne twork  composed of  
s i n g l e - p o l e  s w i t c h e s  (SPST) a s  p r i m i t i v e  e l emen t s ,  t o  d e t e r m i n e  i f  t h e  
r e a l i z a t i o n s  o f f e r  any a d v a n t a g e s  compared w i t h  t h e  c e l l  r e a l i z a t i o n s ;  
e a c h  r e v e r s i n g  c e l l  can  b e  viewed a s  a  2 X 2 c r o s s b a r  o r  a s  an a r r a y  of 
4 SPST s w i t c h e s .  Hence, t h e  c e l l  b y p a s s i n g  ne tworks  can  be viewed a s  
composed of  4n s w i t c h e s ,  i ndependen t  of  q .  
We w i l l  s u b s e q u e n t l y  show t h a t  t h e r e  is n o t h i n g  t o  be g a i n e d  by 
a l l o w i n g  t h e  o r d e r  of  t h e  modules  i n  t h e  c a s c a d e  t o  be  changed;  t h e  by- 
p a s s  s w i t c h i n g  ne twork  r e q u i r e d  is minimal even  when t h e  o r i g i n a l  f a u l t -  
f r e e  o r d e r i n g  is  p r e s e r v e d .  A l so ,  t h i s  same s w i t c h i n g  ne twork  a l l o w s  
any number o f  modules up  t o  q  t o  b e  bypassed .  
We c o n s i d e r  t h e  case  i n  which e a c h  module is  connec ted  o n l y  t o  i t s  
immediate l e f t  and r i g h t  n e i g h b o r s ,  and h a s  no  e x t e r n a l  i n p u t s  o r  o u t -  
p u t s ,  a s  d e p i c t e d  i n  F i g .  IV-7. T h i s  a r r a y  may be r e p r e s e n t e d  by a  
FIG. IV-7 ITERATIVE ARRAY OF MODULES 
g r a p h  c o n t a i n i n g  n  + 2 nodes ,  one  f o r  e a c h  module, and two more f o r  t h e  
i n p u t  t e r m i n a l  and o u t p u t  t e r m i n a l .  The g r a p h  h a s  a  b ranch  between e a c h  
p a i r  of  nodes  (modules o r  t e r m i n a l s )  t h a t  a r e  d i r e c t l y  i n t e r c o n n e c t e d ,  
a s  shown i n  F i g .  I V - 8 .  Each such  i n t e r m o d u l e  c o n n e c t i o n  c o u l d  a c t u a l l y  
FIG. IV-8 GRAPH REPRESENTATION OF MODULE 
ARRAY 
* 
c o n s i s t  of  a  b u n d l e  o f  l e a d s ,  b u t  o n l y  one l e a d  w i l l  be assumed h e r e ,  
s i n c e  t h e  s w i t c h i n g  ne twork  f o r  t h e  p-lead c a s e  c o n s i s t s  of  j u s t  p  
c o p i e s  o f  t h a t  f o r  t h e  s i n g l e - l e a d  c a s e .  
I t  i s  now d e s i r e d  t o  i n c o r p o r a t e  i n  t h e  c a s c a d e  a  minimum number 
N(n,q)  o f  s w i t c h e s ,  s o  a r r a n g e d  i n  a  network o f  i n t e r c o n n e c t i o n s  between 
modules t h a t  any s u b s e t  c o n t a i n i n g  q  of t h e  n  modules may be d i s c o n n e c t e d  
* Some of t h e s e  l e a d s  may even  be  o r i e n t e d  i n  t h e  o p p o s i t e  d i r e c t i o n .  
from t h e  rest of  t h e  c a s c a d e .  Note t h a t  merely s h u n t i n g  ou t  a  d e f e c t i v e  
module i s  n o t  enough; r a t h e r ,  each d e f e c t i v e  module must be comple te ly  
bypassed.  (The s h u n t i n g  problem h a s  a  t r i v i a l  s o l u t i o n :  N = n . )  Con- 
s e q u e n t l y ,  each  of t h e  branches  i n  t h e  g raph  of F i g .  IV-8 must c o n t a i n  
a  s w i t c h  ( e . g . ,  a  c o n t a c t ,  o r  a  g a t e )  t o  a l low t h e  corresponding connec- 
t i o n  t o  be broken, and new branches  must be added, each w i t h  i t s  own 
switch,  t o  e n a b l e  r e c o n f i g u r a t i o n  t o  t a k e  p l a c e .  
Suppose f i r s t  t h a t  no new c i r c u i t  nodes a r e  t o  be added ( e . g . ,  on 
t h e  grounds of r e l i a b i l i t y  of t h e  swi tch ing  network) .  That is, t h e  
graph i s  t o  be augmented w i t h  on ly  e x t r a  branches ,  and no t  e x t r a  nodes .  
I f  a s  many a s  q modules may be f a u l t y ,  t h e n  t h e  o u t p u t  node must be 
connected t o  a t  l e a s t  q + 1 o t h e r  nodes, i n  o r d e r  t o  guaran tee  t h a t  a t  
l e a s t  one of i t s  p r e d e c e s s o r s  is n o n f a u l t y .  Every node ( i n c l u d i n g  t h e  
i n p u t  node) t h a t  is n o t  connected t o  t h e  o u t p u t  node must be connected 
-
w i t h  an ou tgo ing  branch t o  a t  l e a s t  q  + 1 o t h e r  nodes, f o r  e s s e n t i a l l y  
t h e  same r e a s o n .  In  a d d i t i o n ,  each  p a i r  of nodes t h a t  is connected t o  
t h e  o u t p u t  node must be jo ined by a  branch,  t o  a l low f o r  t h e  c a s e  when 
a l l  such nodes e x c e p t  t h i s  p a i r  a r e  f a u l t y .  Counting up t h e  number of 
branches  r e q u i r e d ,  we have s o  f a r  f o r  t h i s  s p e c i a l  c a s e :  
From nonoutput-  Between To ou tpu t  
connected nodes o u t p u t -  node 
connected 
nodes 
Tha t  t h i s  number of s w i t c h e s  is adequate  is i n d i c a t e d  by t h e  example 
of t h e  g raph  f o r  q  = 2 shown i n  F i g .  IV-9. I n  g e n e r a l ,  bypass connec- 
t i o n s  a r e  provided around each s i n g l e  node, each p a i r  of a d j a c e n t  nodes, 
e t c . ,  up t o  each s t r i n g  of q  c o n s e c u t i v e  nodes .  Thus, any s u b s e t  of 
nodes arranged i n  s t r i n g s  no l o n g e r  t h a n  q may be bypassed, and t h e  lower 
FIG. IV-9 BYPASSING TECHNIQUE - -  NO INTRODUCTION OF ADDITIONAL 
NODES 
bound d e r i v e d  above i s  a l s o  an upper  bound; hence, 
Note a l s o  t h a t  a l though  it was assumed t h a t  e x a c t l y  q modules were 
t o  be  bypassed,  t h e  s o l u t i o n  ob ta ined  a l s o  a l l o w s  any number 1, 2, ..., 
-
q  t o  be bypassed .  Thus, i t  i s  t h e  maximum number of f a u l t y  modules t h a t  
d e t e r m i n e s  t h e  complexi ty  of t h e  s w i t c h i n g  network.  
Cons ide r  n e x t  t h e  g e n e r a l  case ,  i n  which e x t r a  c i r c u i t  nodes a r e  
al lowed i n  t h e  s w i t c h i n g  network.  The graph shown i n  F i g .  IV-10 i l l u s -  
t r a t e s  a  c o n f i g u r a t i o n  t h a t  a l lows  - any number of nodes t o  be bypassed,  
t h e r e b y  e s t a b l i s h i n g  t h a t ,  independent of q, 
(The added nodes a r e  c i r c l e d . )  T h i s  arrangement may be seen  t o  have t h e  
form of a  d i r e c t  p a t h  from inpu t  t o  o u t p u t ,  th rough  n  swi tches ,  e a c h  of 
which may be  opened t o  a l low t h e  p a t h  t o  be d i v e r t e d  through one of t h e  
n  o r i g i n a l  nodes (modules) .  
FIG. IV-10 BYPASSING TECHNIQUE - -  INTRODUCTION OF 
ADDITIONAL NODES 
When q  = 1, t h e  above bound is  o b v i o u s l y  poor, s i n c e  t h e  p r i o r  c a s e  
y i e l d e d  a  l e s s e r  va lue ,  N ( n , l )  = 2n + 1. Moreover, t h i s  low v a l u e  0  
cannot  be improved, even when e x t r a  nodes a r e  al lowed, s i n c e  t h e  i n p u t  
node and e v e r y  i n t e r n a l  node excep t  two must go e i t h e r  d i r e c t l y  o r  
through a  unique added node t o  two o t h e r  nodes;  bo th  of t h e s e  a l t e r n a -  
t i v e s  r e q u i r e  a t  l e a s t  two ou tgo ing  b ranches  p e r  node.  Three more 
branches  a r e  needed f o r  t h e  remaining two i n t e r n a l  nodes .  Thus, 
and t h e  network form shown i n  F i g .  IV-9 i s  minimal when q  = 1. 
When q 2 2, t h e  i n p u t  node and every  i n t e r n a l  node excep t  t h r e e  
must go e i t h e r  d i r e c t l y ,  o r  through a  unique added node, t o  a t  l e a s t  
t h r e e  o t h e r  nodes .  The former a l t e r n a t i v e  r e q u i r e s  a t  l e a s t  t h r e e  o u t -  
go ing  branches  from t h e  node i n  q u e s t i o n .  The l a t t e r  a l t e r n a t i v e  re- 
q u i r e s  t h a t  t h e  added node f a n  o u t  i n  t u r n  t o  a t  l e a s t  two o t h e r  o r i g i n a l  
nodes, o r  t o  one o t h e r  o r i g i n a l  node p l u s  a  second added node. I n  any 
c a s e ,  a t  l e a s t  t h r e e  ou tgo ing  branches  a r e  r e q u i r e d  f o r  each  o r i g i n a l  
node.  The l a s t  t h r e e  i n t e r n a l  nodes must have f a n o u t s  of a t  l e a s t  
t h r e e ,  two, and one, r e s p e c t i v e l y ,  s o  t h a t  a  t o t a l  of a t  l e a s t  s i x  
branches  is r e q u i r e d ,  whether  o r  not  added nodes a r e  employed. Conse- 
q u e n t l y ,  N(n,q) 2 3(n - 2) + 6 = 3x1, and t h e r e f o r e  
N ( n , q ) = 3 n  f o r  q z 2  
Thus, t h e  network of F i g .  IV-10 i s  minimal when q  2 2 .  
The t o t a l  number of swi tches  i n  s e r i e s  is r a t h e r  l a r g e  f o r  t h e  
network of F i g .  IV-10; it v a r i e s  from 2n t o  2n - q a s  t h e  number of 
f a u l t y  nodes i n c r e a s e s  from 0 t o  q .  Th i s  number may be reduced some- 
what by grouping t o g e t h e r  r a d j a c e n t  nodes a t  a  t ime, a s  i n d i c a t e d  i n  
F i g .  IV- l l (a )  and IV-l l (b)  f o r  r = 2 and r = 3, r e s p e c t i v e l y .  (The 
l a s t  group may c o n t a i n  fewer  than r nodes.)  The t o t a l  number of 
s w i t c h e s  r e q u i r e d  i n  t h i s  c a s e  may be r e a d i l y  c a l c u l a t e d ,  and when r ! n  
t u r n s  o u t  t o  be 
FIG. IV-11 REDUCTION OF SERIES CONNECTED SWITCHES 
For  example, N (n,q) = 3n ( t h e  same a s  be fo re )  and N (n ,q)  = 10/3  n  2  3  
( a  l i t t l e  l a r g e r )  . The maximum number of s e r i e s  swi tches  i s  now 
n ( r  + l ) / r ;  t h a t  is, it is reduced from 2n t o  v a l u e s  of 3n/2 and 4n/3, 
f o r  r = 2  and r = 3, r e s p e c t i v e l y .  
Note i n  p a r t i c u l a r  t h a t  t h e  minimal networks and t h e  v a l u e s  of N 0  
and N d e r i v e d  above have been ob ta ined  w i t h o u t  any p r i o r  assumption t h a t  
t h e  nodes a r e  t o  be k e p t  i n  t h e i r  o r i g i n a l  o r d e r  under a l l  bypass  c o n d i -  
t i o n s .  Never the less ,  t h i s  o r d e r i n g  p r o p e r t y  was achieved a u t o m a t i c a l l y  
by t h e  c o n s t r u c t i o n  employed. Hence, no f u r t h e r  s i m p l i f i c a t i o n s  a r e  
p o s s i b l e  by a l lowing  t h e  o r d e r  of t h e  modules i n  t h e  cascade  t o  be  
changed d u r i n g  r e c o n f i g u r a t i o n .  
Thus, we have shown t h a t  t h e  c o s t  of t h e  s h o r t i n g  o r  bypass ing  n e t -  
work, a s  measured i n  t e rms  of t h e  number of SPST swi tches ,  can be r e -  
duced from 4n t o  3n by n o t  i n s i s t i n g  t h a t  t h e  p r i m i t i v e  s y n t h e s i s  e lement  
be  t h e  b a s i c  i n p u t  c e l l .  We have n o t  y e t  i n v e s t i g a t e d  t h e  s e t u p  o r  
f a u l t  t o l e r a n c e  p r o p e r t i e s  of t h e  SPST r e a l i z a t i o n s .  
Another o u t s t a n d i n g  problem i n v o l v e s  t h e  c a s e  when t h e  n  modules 
a r e  t o  be connected i n  p a r a l l e l  t o  n  - q inpu t /ou tpu t  l i n e s ,  i n s t e a d  of 
i n  cascade ,  a s  assumed h e r e .  
F . Concluding Remarks 
I n  t h i s  c h a p t e r  we have p resen ted  some a d d i t i o n a l  r e s u l t s  on t h e  
d e s i g n  of commutation networks t h a t  a r e  a  component of t h e  v a r i o u s  r e -  
c o n f i g u r a t i o n  schemes. R e a l i z a t i o n s  were p resen ted  f o r  two new commu- 
t a t i o n  func t ions - - the  v a r i a b l e  i n p u t  combination f u n c t i o n  and t h e  
permutat ion f u n c t i o n  w i t h  i n p u t  s h a r i n g .  In  a d d i t i o n ,  r e a l i z a t i o n s  
were p resen ted  f o r  t h e  s h o r t i n g  f u n c t i o n  and f o r  f a u l t  t o l e r a n t  commu- 
t a t  ion networks .  
One major o u t s t a n d i n g  q u e s t i o n  is concerned w i t h  t h e  d e s i g n  of 
commutation networks  based upon t h e  two-input c e l l s  t h a t  ach ieve  t h e  
lower bound. Except f o r  t h e  complete permutat ion network, t h e  number 
of c e l l s  i n  a l l  of t h e  r e a l i z a t i o n s  d i v e r g e s  r a p i d l y  from t h e  asympto t ic  
lower bound. I t  might be f r u i t f u l  t o  r e l a x  t h e  requirement  t h a t  o n l y  
two-input c e l l s  be used,  and c o n s i d e r  s i n g l e - p o l e  s ing le - th row s w i t c h e s  
a s  t h e  p r i m i t i v e  e lement ,  a s  i n  Sec . IV-E, o r  p o s s i b l y  c e l l s  w i t h  more 
than  two i n p u t s .  I t  might be  emphasized t h a t  f o r  a  smal l  number of i n -  
p u t s ,  (510) t h e  r e a l i z a t i o n s  based on two-input c e l l s  a r e  q u i t e  eco- 
nomical  compared w i t h  t h e  minimum number of c e l l s  t h a t  is a t t a i n a b l e .  
W e  c o n j e c t u r e  t h a t  p o r  fewer  c e l l  f a i l u r e s  i n  an N-input pe rmuta t ion  
network can be accommodated w i t h  an a d d i t i o n a l  c o s t  of p  l o g  N, however 2  
a l l  f a u l t  t o l e r a n t  r e a l i z a t i o n s  p r e s e n t l y  a v a i l a b l e  r e q u i r e  2pN a d d i -  
t i o n a l  c e l l s .  A d d i t i o n a l  work is r e q u i r e d  h e r e  t o  i n v e s t i g a t e  t h i s  con- 
j e c t u r e ,  bu t  perhaps  some p r e l i m i n a r y  work should be done f i r s t  t o  
de te rmine  lower bounds on t h e  number of redundant  c e l l s .  Some a d d i t i o n a l  
work is  recommended on t h e  s y n t h e s i s  of nonblocking networks .  
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V PROGRAMMING FOR RELIABILITY 
A .  I n t r o d u c t o r y  Comments 
Computer sys tem d e s i g n s  t h a t  ach ieve  h igh  e f f e c t i v e  r e l i a b i l i t y  
through t h e  u s e  of hardware redundancy can employ a  wide spect rum of  
methods.  Among t h e s e ,  t h e  s o - c a l l e d  mass ive  redundancy schemes ( e . g . ,  
t r i p l i c a t i o n  o f  components a t  t h e  g a t e  l e v e l  w i t h  v o t i n g )  a r e  p robab ly  
t h e  l e a s t  f l e x i b l e  from a  programming s t a n d p o i n t .  In  such  fau l t -mask ing  
d e s i g n s ,  a  "phi losophy" of combined f a u l t  d e t e c t i o n  and c o r r e c t i o n  is  
wired i n  a t  t h e  o u t s e t .  T y p i c a l l y  it is n o t  p o s s i b l e  t o  e f f e c t  any 
subsequent  rearrangement  of t h e  redundant  components t o  cope w i t h  
p a r t i c u l a r  hardware d e f e c t s  a s  t h e y  a r i s e .  A s  a  consequence,  t h e  i d e a  
of a  d i a g n o s t i c  program t o  d i s c l o s e  hardware f a u l t s  is  w i t h o u t  much 
u t i l i t y  i n  t h i s  s i t u a t i o n ,  s i n c e  i n d i v i d u a l  f a u l t s  a t  t h e  g a t e  l e v e l  
a r e  n o t  normal ly  d i s c o v e r a b l e  when s u c c e s s f u l l y  masked by t h e i r  a s s o -  
c i a t e d  redundan t  p a r t n e r s .  Fur thermore ,  i f  a  d i a g n o s a b l e  d e f e c t  should  
appear  i n  t h i s  t y p e  of o r g a n i z a t i o n ,  u s u a l l y  n o t h i n g  can  be done about  
it! A s  t h e  a p p l i c a t i o n  of redundancy becomes l e s s  l o c a l - - t h a t  is, 
r e p l i c a t i o n  of hardware o c c u r s  a t  t h e  l e v e l  of r e g i s t e r s ,  memory modules, 
p r o c e s s o r s ,  e t c . - - t h e n  t h e  u s e  of t h e  e x t r a  hardware  becomes more 
a c c e s s i b l e  t o  program c o n t r o l .  In  t h e  m u l t i p r o c e s s o r  approach we have 
been s tudy ing ,  where enough p a r t s  e x i s t  t o  "assemble" more than  one 
working system, t h e n  t h e  concept  of r e a r r a n g i n g  t h e  computer t o  avoid  
t h e  u s e  of f a u l t y  e lements  becomes f e a s i b l e .  A s  we have f r e q u e n t l y  
no ted ,  t h e  l a t t e r  s t r a t e g y  r e q u i r e s  t h e  u s e  of a t  l e a s t  t h r e e  t y p e s  of 
s p e c i a l  programs o r  programming f e a t u r e s .  D i a g n o s t i c  programs a r e  r e -  
q u i r e d  t o  d i s c o v e r  and l o c a l i z e  f a u l t  c o n d i t i o n s .  Reconf i g u r a t i o n  
programs a r e  r e q u i r e d  t o  s p e c i f y  and "assemble" a  f a u l t - f r e e  working 
sys tem.  F i n a l l y ,  r e c o v e r y  programs a r e  n e c e s s a r y  t o  c a p t u r e  t h e  s t a t e  
of t h e  computer p r i o r  t o  t h e  occur rence  of a  f a u l t y  c o n d i t i o n  and t o  
subsequen t ly  r e s t a r t  t h e  execu t ion  of t h e  working program n e a r  i t s  
p o i n t  of i n t e r r u p t i o n .  
The r e s t  of t h i s  c h a p t e r  i s  o rgan ized  i n  a  manner t h a t  p roceeds  
from a  d i s c u s s i o n  of g e n e r a l  t o p i c s  t o  an a n a l y s i s  of some p a r t i c u l a r  
r e c o v e r y  schemes.  S e c t i o n  V-B c o n t a i n s  a  c l a s s i f i c a t i o n  of t h e  f a u l t -  
t y p e s  c o n s i d e r e d .  S e c t i o n  V-C d e s c r i b e s  t h e  t e c h n i q u e s  a v a i l a b l e  f o r  
d i s c o v e r i n g  t h e  p resence  of f a u l t s  o r  e r r o r s  and t h e  c o r r e c t i v e  measures 
t h a t  can be  t a k e n .  I n  S e c .  V-D w e  d i s c u s s  some p a r t i c u l a r  hardware 
r e q u i r e m e n t s  t h a t  a r e  e i t h e r  n e c e s s a r y  o r  v e r y  conven ien t  t o  programming 
f o r  r e l i a b l e  o p e r a t i o n .  I n  S e c .  V-E s t r a t e g i e s  f o r  r e c o v e r y  from 
f a i l u r e  c o n d i t i o n s  a r e  i n s p e c t e d  i n  some d e t a i l ,  w i t h  emphasis on 
"massive" t r a n s i e n t  c o n d i t i o n s .  S e c t  ion  V-F summarizes o u r  c o n c l u s i o n s  
and S e c .  IV-G a t t e m p t s  t o  i d e n t i f y  t h o s e  a r e a s  r e q u i r i n g  more s t u d y  a s  
f u t u r e  r e s e a r c h  t o p i c s .  
B. C l a s s i f i c a t i o n  of F a u l t s  
We w i l l  assume t h a t  t h e  "working system" c o n s i s t s  of a  r e c o n f i g u r a b l e  
m u l t i p r o c e s s o r  and a  c o l l e c t i o n  of jobs  o r  "working programs" t h a t  must 
be execu ted  r e l i a b l y  d u r i n g  an e x t e n s i v e  r e a l - t i m e  p e r i o d .  To d o  t h i s ,  
a t  l e a s t  t h e  f o l l o w i n g  s e v e r a l  t y p e s  of f a u l t  c o n d i t i o n s  must be a n t i c i -  
pa ted  and e i t h e r  prevented o r  s u r v i v e d .  
(1) Mis takes  i n  working programs ( s o f t w a r e  f a u l t s ) .  
(2)  M i s t a k e s  i n  s u p e r v i s o r y  ( e x e c u t i v e )  programs. 
(3)  Corrupted d a t a  a s  i n p u t  t o  programs. 
(4) T r a n s i e n t  er rors- -produced by no i se ,  e l e c t r o m a g n e t i c  
i n t e r f e r e n c e ,  temporary over loads ,  e t c .  
( 5 )  Component f a i l u r e s - - i n t e r m i t t e n t  o r  permanent f a u l t s  
caused by damaged o r  d e f e c t i v e  system components. 
Under program m i s t a k e s  we may lump t o g e t h e r  a l l  of t h o s e  s o f t w a r e  
f a u l t s  t h a t  could  c a u s e  a  program t o  f a i l  i n  e x e c u t i o n  even though t h e  
hardware c o n f i g u r a t i o n  on which it is run  i s  comple te ly  b l a m e l e s s .  Some 
m i s t a k e s  i n  working programs might be  r e l a t i v e l y  ha rmless  (and t h e r e f o r e  
p robab ly  remain u n d e t e c t e d ) .  F o r  example, poor numerical  a n a l y s i s  might 
l e a d  t o  o c c a s i o n a l  i n a c c u r a c i e s  i n  computing numbers t h a t  a r e  subsequen t ly  
recomputed from d a t a  f a l l i n g  i n  a  r ange  where t h e  a l g o r i t h m  produces  
b e t t e r  accuracy .  On t h e  o t h e r  hand, a  program mis take  might produce 
t h e  s e r i o u s  mal func t ion  of p u t t i n g  t h e  p r o c e s s o r  i n t o  an i n d e f i n i t e  
l o o p  o r  t h e  even more c a t a s t r o p h i c  mal func t ion  of  "c rash ingv  t h e  
o p e r a t i n g  sys tem.  The l a t t e r  p o s s i b i l i t y  would o n l y  be expected t o  
occur  i f  t h e  program somehow succeeds  i n  w r i t i n g  d a t a  i n t o  a  p a r t  o f  
memory t h a t  is  supposed t o  be i n a c c e s s i b l e .  For  o r d i n a r y  working pro-  
grams i t  may be f a i r l y  e a s y  t o  p rov ide  p r o t e c t i o n  a g a i n s t  such  i l l e g a l  
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s t o r e  commands. For  s u p e r v i s o r y  programs t h a t  have e x e c u t i v e  s t a t u s  
and need a c c e s s  t o  p r i v i l e g e d  a r e a s  of memory, however, t h e  p r e v e n t i o n  
of "bugs" of  t h e  above t y p e  i s  e q u a l l y  e s s e n t i a l ,  b u t  may p r e s e n t  s p e c i a l  
d i f f i c u l t i e s .  
The problems involved i n  c r e a t i n g  u l t r a r e l i a b l e  programs have 
I.. 
a l r e a d y  been cons ide red  a t  some l e n g t h  i n  I n t e r i m  S c i e n t i f i c  Repor t  2, 1 
where many s u g g e s t i o n s  were made f o r  improved p r a c t i c e s  t h a t  would con- 
t r i b u t e  t o  t h e  achievement of m i s t a k e - f r e e  s o f t w a r e .  Consequently,  we 
w i l l  n o t  e l a b o r a t e  f u r t h e r  on t h i s  t o p i c .  I n  t h e  s e q u e l  we w i l l  assume 
whenever n e c e s s a r y  t h a t  w e  know how t o  do  r e l i a b l e  programming--as d i s -  
t ingu i shed  from programming f o r  r e l i a b i l i t y ,  which i n v o l v e s  t h e  u s e  of 
programming t e c h n i q u e s  t o  c u r e  hardware m a l a d i e s .  
Cor rup ted  d a t a  used a s  i n p u t  t o  programs can n a t u r a l l y  be expec ted  
t o  produce e i t h e r  a  f a i l u r e  of t h e  working system o r  meaningless  compu- 
t a t i o n s .  The adage "garbage i n ,  ga rbage  o u t "  is  g e n e r a l l y  a p p l i c a b l e .  
The appearance of bad d a t a  w i l l  u s u a l l y  r e s u l t  from one of t h e  f a u l t  
t y p e s  4 o r  5 above i n  e i t h e r  p e r i p h e r a l  equipment o r  a p p a r a t u s  whol ly  
e x t e r n a l  t o  t h e  computer.  Q u i t e  p o s s i b l y ,  i n c o r r e c t  d a t a  might o r i g i n a t e  
i n  d e f e c t i v e  s e n s o r s ,  a  c o n d i t i o n  t h a t  cannot  be blamed on t h e  computer .  
More t o  t h e  p o i n t ,  an a t t empt  t o  r e l o a d  a  program from a  bulk  s t o r a g e  
dump might f a i l  because  of bad d a t a ,  and t h a t  would be c l e a r l y  a  com- 
p u t e r  sys tem d e f e c t .  
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T h i s  s o r t  of p r o t e c t i o n  can  be a f f o r d e d  by e r r o r  d e t e c t i n g  codes  used 
on a d d r e s s  f i e l d s  and a l s o  by c i r c u i t r y  t h a t  d i s a b l e s  t h e  w r i t e  capa-  
b i l i t y  f o r  p a r t s  of memory t h a t  working programs should  no t  be a b l e  t o  
a l t e r .  
A s  f a u l t  t y p e s ,  t r a n s i e n t  e r r o r s  and component f a i l u r e s  r e q u i r e  no 
s p e c i a l  comment e x c e p t  t o  observe t h a t  w e  w i l l  be p a r t i c u l a r l y  concerned 
w i t h  recovery  from s e v e r e  t r a n s i e n t  shocks t h a t  may d e s t r o y  most o r  a l l  
of t h e  in format ion  s t o r e d  i n  t h e  r e g i s t e r s  and l o g i c  c i r c u i t s  of t h e  
v a r i o u s  p r o c e s s o r s .  According t o  our  d e f i n i t i o n ,  t r a n s i e n t  s i g n a l s  
produce no permanent damage t o  t h e  hardware .  I n t e r m i t t e n t  f a i l u r e s  a r e  
c l a s s i f i e d  w i t h  component f a i l u r e s ,  s i n c e  t h e y  w i l l  u s u a l l y  p e r s i s t  
long enough t o  be diagnosed and a r e  presumed t o  be ev idence  of a  r e a l  
o r g a n i c  d e f e c t  i n  hardware .  
C . E r r o r  Diagnos i s  and C o r r e c t  ion  Techniques 
1. Genera l  Approach 
I t  is d i f f i c u l t  t o  g i v e  a  n e a t  c a t e g o r i z a t i o n  of programming 
techn iques  f o r  e r r o r  p r o t e c t i o n .  Usefu l  i d e a s  can be found a t  a l l  
l e v e l s  of t h e  program h i e r a r c h y ,  bu t  t h e r e  is a  f l a v o r  of expediency 
about most of them t h a t  seems t o  r e s i s t  a t t e m p t s  a t  broad c l a s s i f i c a -  
t i o n .  Without a t t e m p t i n g  t o  be t o o  p r e c i s e ,  some g e n e r a l  o b s e r v a t i o n s  
can be made. F i r s t ,  t h e r e  i s  a  tendency f o r  t h e  problem and remedies  
involved i n  r e l i a b l e  programming t o  be  e x p r e s s i b l e  i n  terms of h i g h e r  
l e v e l  language c o n s t r u c t s  t h a t  a r e  l a r g e l y  machine independent .  There  
a r e  e x c e p t i o n s  t o  t h i s  s t a tement ,  of c o u r s e .  For  example, t h e  rounding 
and t r u n c a t i o n  r u l e s  r e q u i r e d  t o  s a t i s f y  p a r t i c u l a r  accuracy r e q u i r e -  
ments i n  numerical  a n a l y s i s  may d i c t a t e  ve ry  e x p l i c i t  s t r u c t u r e  i n  t h e  
a r i t h m e t i c  u n i t .  F o r  t h e  most p a r t ,  however, good s o f t w a r e  d e s i g n  can 
e x i s t  independen t ly  of machine implementat i o n .  
C o n d i t i o n s  produced by t r a n s i e n t  o r  permanent component f a i l u r e  
invo lve  q u a l i t a t i v e l y  d i f f e r e n t  programming problems. S i n c e  f a u l t y  
hardware i s  d i r e c t l y  involved,  t h e  programming remedies  tend t o  be  v e r y  
hardware dependen t .  Never the less ,  we may expec t  ( o r  hope) t h a t  t h e  
s o f t w a r e  t e c h n i q u e s  des igned f o r  f a u l t  d i a g n o s i s  and c o r r e c t i o n  of one 
machine o r g a n i z a t i o n  may have more t h a n  marg ina l  a p p l i c a b i l i t y  t o  a  
machine of d i f f e r e n t  a r c h i t e c t u r e .  
Whatever t h e  machine o r g a n i z a t i o n ,  t h e  one p r i n c i p a l  t o o l  f o r  
e r r o r  c o r r e c t i o n  (and very  l i k e l y  t h e  on ly  weapon i n  t h e  a r s e n a l )  is 
t h e  e x p l o i t a t i o n  of redundancy.  A l l  of t h e  f o l l o w i n g  t y p e s  can be ex- 
t r emely  u s e f u l ,  i f  p r o p e r l y  employed: 
(1) Hardware redundancy 
( 2 )  Time redundancy 
(3)  In fo rmat ion  redundancy 
(4) Program redundancy.  
A s  p r e v i o u s l y  remarked, t h e  u s e  of hardware redundancy becomes more 
a c c e s s i b l e  t o  program c o n t r o l  a s  t h e  s i z e  of t h e  r e p l i c a t e d  u n i t  be- 
comes l a r g e r .  Even a t  t h e  component l e v e l ,  however, t h e  use  of e x t r a  
hardware  t o  e n s u r e  ext reme r e l i a b i l i t y  o f ,  say ,  an  i n s t r u c t i o n  c o u n t e r  
may e a s e  t h e  burden of t h e  r e c o n f i g u r a t i o n  and r e c o v e r y  programs. 
Time redundancy used whenever we e x e c u t e  t h e  same p i e c e  of  
program more t h a n  once on t h e  same d a t a ,  r e p e a t  a  f e t c h  o r  s t o r e ,  o r  
r e p e a t  a  m i c r o i n s t r u c t i o n .  The purpose  is t y p i c a l l y  t o  compare t h e  re- 
s u l t s  of two presumably i d e n t i c a l  sequences  of o p e r a t i o n s  t o  check con- 
s i s t e n c y  of hardware b e h a v i o r  o r  t o  r e e x e c u t e  o p e r a t i o n s  t h a t  have been 
i n t e r f e r e d  w i t h  by t r a n s i e n t  d i s t u r b a n c e s .  
In fo rmat ion  redundancy is  e s s e n t i a l  i f  we wish  t o  make u s e  of 
e r r o r  d e t e c t i n g  and/or c o r r e c t i n g  codes  i n  t h e  r e p r e s e n t a t i o n  and a r i t h -  
m e t i c  manipu la t ion  of i n f o r m a t i o n .  The most v a l u a b l e  t echn ique  f o r  d i s -  
c o v e r i n g  t h a t  an  e r r o r  of any t y p e  h a s  occur red  is  t o  encode a l l  program 
-
and d a t a  i n  such a  manner t h a t  ma l func t ions  have a  h i g h  p r o b a b i l i t y  of 
producing an i l l e g a l  word i n  t h e  chosen d a t a  r e p r e s e n t a t i o n .  I n  add i -  
t i o n  t o  coding methods, t h e  s imple  r e p l i c a t i o n  of s t o r e d  in fo rmat ion  i n  
more t h a n  one memory l o c a t i o n  is  conven ien t ,  and p o s s i b l y  e s s e n t i a l ,  i f  
t h e  memories a r e  d e s t r u c t i v e - r e a d - o u t  and t h e r e f o r e  v u l n e r a b l e  t o  l o s s  
of i n f o r m a t i o n  due t o  t h e  o c c u r r e n c e  of a  t r a n s i e n t  c o i n c i d i n g  w i t h  t h e  
r e a d  o p e r a t i o n .  F u r t h e r  d i s c u s s i o n  on t h i s  p o i n t  w i l l  be found i n  S e c s .  
V-D and V-E. 
Program redundancy may be e x p l o i t e d  i n  s e v e r a l  ways.  The con- 
c u r r e n t  o r  s e q u e n t i a l  e x e c u t i o n  of two programs t h a t  c a l c u l a t e  t h e  same 
r e s u l t s  by d i f f e r e n t  a l g o r i t h m s  may be  used a s  a  s o r t  of macrocons i s t ency  
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c h e c k .  The u s e  of redundant  check ing  p rocedures  w i t h i n  a  s i n g l e  program 
is  a l s o  p o s s i b l e .  To i l l u s t r a t e ,  a  program t h a t  makes a  p rocedure  c a l l  
such  a s  x  +- s i n ( y )  may f o l l o w  t h i s  w i t h  t h e  c a l c u l a t i o n  z  + a r c s i n ( x )  and 
t h e n  a  check on e q u a l i t y  of z and y .  Another  i n t e r e s t i n g  p o s s i b i l i t y  is 
employment o f  a  redundant  s e t  of  microprogramming i n s t r u c t i o n s .  The 
i d e a  h e r e  is  t h a t  some assembly language o p e r a t i o n s  such a s  m u l t i p l y  i n -  
v o l v e  sequences  of m i c r o s t e p s  t h a t  a r e  no t  u n i q u e l y  d e f i n e d  w i t h  r e s p e c t  
t o  e i t h e r  t y p e  o r  sequence.  Consequent ly ,  t h e  f a i l u r e  of some p a r t i c u l a r  
c a p a b i l i t y  i n ,  say ,  an a r i t h m e t i c  u n i t  might be " r e p a i r e d "  by s u b s t i t u t i n g  
a  d i f f e r e n t  sequence of o p e r a t i o n s  t h a t  can s t i l l  be  c a r r i e d  o u t  by t h e  
d e f e c t i v e  p r o c e s s o r .  I n  t h e  i n t e r p r e t i v e  mode one s e r i e s  of microprogram 
s t e p s  would be r e p l a c e d  by ano the r ,  accord ing  t o  a  p r e v i o u s l y  p repared  
t a b l e  of e q u i v a l e n t  o p e r a t i o n s .  Two p r i m i t i v e  i l l u s t r a t i o n s  of how t h i s  
microprogram redundancy might o p e r a t e  a r e ' a s  fo l lo \vs :  Suppose t h e r e  is  
a  f a i l u r e  i n  t h e  a b i l i t y  of  a  r e g i s t e r  t o  s h i f t  l e f t  one b i t .  An e q u i -  
v a l e n t  s e r i e s  of mic ros teps ,  c o n s i s t i n g  of i n s t r u c t i o n s  t o  s h i f t  r i g h t  
(end around) f o r  a  number of b i t s  e q u a l  t o  one l e s s  t h a n  t h e  word l e n g t h ,  
might have been prepared f o r  t h i s  con t ingency .  I f  t h e s e  i n s t r u c t i o n s  
cou ld  s t i l l  be executed by t h e  d e f e c t i v e  r e g i s t e r ,  then  t h e y  would 
e f f e c t i v e l y  r e p l a c e  t h e  s i m p l e r  s h i f t - l e f t  i n s t r u c t i o n s .  A second and 
more r e a l i s t i c  example might invo lve  some d e f e c t  such a s  t h e  f a i l u r e  o f  
t h e  c a r r y  o p e r a t i o n  between two b y t e s  of an a r i t h m e t i c  r e g i s t e r .  I n  
t h i s  c a s e ,  one  might have prepared an i n t e r p r e t i v e  sequence of micro-  
i n s t r u c t i o n s  t h a t  would a t t empt  t o  o b t a i n  a  c o n s i s t e n c y  check ( i . e . ,  an 
al lowed numer ica l  v a l u e  among a  s e t  of e r r o r - d e t e c t i n g  code words) by 
adding t h e  v a l u e  one t o  t h e  l e a s t  s i g n i f i c a n t  b i t  of t h e  n e x t  nondefec-  
-
t i v e  b y t e .  I f  t h i s  remedy works, t h e  new augmented m i c r o i n s t r u c t i o n  
sequence c a n  r e p l a c e  t h e  o l d e r  s i m p l e r  one a s  t h e  a p p r o p r i a t e  assembly 
language i n s t r u c t i o n  f o r  t h i s  p a r t i c u l a r  f a u l t y  r e g i s t e r .  
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T h i s  t e c h n i q u e  h a s  been c o n s i d e r e d  i n  a  s p e c i a l i z e d  form by Knowlton, 2 
who was concerned more w i t h  t h e  p roduc t ion  of r e l i a b l e  programs than  
w i t h  t h e  d e t e c t i o n  of o t h e r  t y p e s  of e r r o r  s i t u a t i o n s .  
2 .  Spec i f  i c  E r r o r  De tec t ion  Techniques 
a .  Hardware Cons i s tency  Checks 
The concept  of an " e r r o r "  t h a t  we have been c a r r y i n g  
a long t o  t h i s  p o i n t  i s  r e a l l y  t o o  broad t o  c o n s i d e r  i n  t h e  kind of de-  
t a i l  it d e s e r v e s .  I n  p a r t i c u l a r ,  we would l i k e  t o  abandon f u r t h e r  d i s -  
c u s s i o n  o f  d e t e c t i o n  of e r r o r s  i n  programs ( i . e . ,  f a i l u r e  t o  a c h i e v e  
r e l i a b l e  programs) and i n s t e a d  c o n s i d e r  t h e  k i n d s  of e r r o r s  t h a t  a r i s e  
from hardware m a l f u n c t i o n s .  D e t e c t i o n  of such e r r o r s  w i l l  n a t u r a l l y  
invo lve  some s o r t  of "cons i s tency  checks , "  which w i l l  (hopefu l ly )  r e -  
v e a l  t h e  p resence  o f ,  and p o s s i b l y  t h e  e x a c t  l o c a t i o n  o f ,  d e f e c t i v e  
hardware d e v i c e s .  These i n t e r n a l l y  implemented checks  can be accom- 
p l i s h e d  by b u i l t - i n  hardware t h a t  examines t h e  c o n t e n t s  of a l l  p r o c e s s o r  
r e g i s t e r s  ( o r  t h e  d a t a  channe l s  between them) t o  de te rmine  whether  t h e  
numbers r e s i d i n g  i n  t h e s e  l o c a t i o n s  a r e  " l e g a l "  members of a  s p e c i f i c  
s e t  of code words belonging t o  a  p a r t i c u l a r  coding scheme. Use of such  
a  coding a l g o r i t h m  does  n o t  o f f e r  i n f a l l i b l e  d e t e c t i o n  of e r r o r s - - i t  i s  
a  compromise between t h e  two extreme approaches of (1) t r y i n g  t o  d o  a l l  
f a u l t  d e t e c t i o n  by e x e c u t i o n  of d i a g n o s t i c  s o f t w a r e  r o u t i n e s  and (2) 
f u r n i s h i n g  e l a b o r a t e  redundant hardware t o  check l o g i c a l  c o n s i s t e n c y  a t  
t h e  g a t e  l e v e l .  I n  s e l e c t i n g  a  coding scheme, t h e  p r i n c i p a l  t r a d e - o f f  
weighs e x t r a  hardware complexi ty  a g a i n s t  d e g r e e  of p r o t e c t i o n  a g a i n s t  
e r r o r  e s c a p i n g  n o t i c e .  I t  appears  t h a t  some form of e a s i l y  implemented 
coding scheme f o r  a l l  numerical  q u a n t i t i e s  ( d a t a ,  i n s t r u c t i o n s ,  a d d r e s s e s )  
w i l l  be a b s o l u t e l y  e s s e n t i a l  t o  programming f o r  r e l i a b i l i t y .  The c h o i c e  
of t h e  coding method d e s e r v e s  c a r e f u l  s t u d y .  
I n  t h e  JPL-STAR computer, ~ v i z i e n i s ~  h a s  s e l e c t e d  t h e  
w e l l  known "product- res idue"  t y p e  of coding scheme. T h i s  c h o i c e  is  
hard t o  improve on, f o r  a t  l e a s t  two r e a s o n s :  
(1) The l e g a l  code words, formed by m u l t i p l y i n g  
a l l  d a t a  words by a  c o n s t a n t  f a c t o r  (15 i n  
t h e  c a s e  mentioned above) have t h e  p r o p e r t y  
t h a t  l e g a l  codes  a r e  preserved i n  t h e  
o p e r a t i o n s  of add it ion  and mult  i p l i c a t  ion,  
a  v e r y  v a l u a b l e  c o n d i t i o n  t o  m a i n t a i n  f o r  
e r r o r  c h e c k i n g .  
(2 )  With j u d i c i o u s  c h o i c e  of m u l t i p l i e r  (m) , 
t h e  checking a l g o r i t h m  becomes s i m p l e r  
t h a n  a  d i v i s i o n  by m .  I n  p a r t i c u l a r ,  when 
- 
numbers a r e  expressed  i n  a  b i n a r y  r e p r e -  
s e n t a t  ion ,  c e r t a i n  d i v i s i b i l i t y  r u l e s  be- 
come p a r t i c u l a r l y  s i m p l e .  Many of t h e s e  
r u l e s  a r e  v e r y  o ld ,  b u t  n o t  v e r y  w e l l  
known. A f u l l e r  account  (worth s t u d y )  
may be found i n  B a l l  .4 
b .  T r a n s i e n t  D e t e c t i o n  
Assuming t h e  e x i s t e n c e  of  a  coding scheme t h a t  p e r m i t s  
c o n c u r r e n t  c o n s i s t e n c y  check ing  of a l l  program and d a t a  in fo rmat ion ,  
one may be f a i r l y  s u r e  of d e t e c t i n g  t h a t  something h a s  gone wrong w i t h  
hardware a f t e r  one o r  two machine c y c l e s .  To f u r t h e r  d i s t i n g u i s h  be- 
tween t r a n s i e n t  f a u l t s  and hardware f a i l u r e ,  one  might proceed by moni- 
t o r i n g  t h e  suspec ted  p r o c e s s o r  a t  s e v e r a l  s u c c e s s i v e  p o i n t s  i n  t ime  t o  
s e e  whether  t h e  observed i n c o n s i s t e n c i e s  p e r s i s t  . By t h e  t ime  t h i s  
judgment is made, t h e  sys tem w i l l  have gone th rough  a  number of machine 
c y c l e s ,  and t h e  problem of r e c a p t u r i n g  an e a r l i e r  c o r r e c t  s t a t e  of t h e  
machine and g e t t i n g  r e s t a r t e d  ( p o s s i b l y  i n  a  new c o n f i g u r a t i o n )  may be 
q u i t e  i n v o l v e d .  Another  approach would be t o  i n t e r r u p t  e x e c u t i o n  of 
t h e  working program a t  t h e  f i r s t  s i g n  of an i n c o n s i s t e n c y  and t o  beg in  
t h e  running of a  d i a g n o s t i c  program on t h e  same p r o c e s s o r .  I f  t h e  
d i a g n o s t i c  program e x e c u t e s  c o r r e c t l y ,  t h e n  t h e  problem was p robab ly  
t r a n s i e n t  i n  n a t u r e ,  and one c a n  resume e x e c u t i o n  of t h e  working program 
a f t e r  a  l e s s  compl icated r o l l - b a c k  procedure  ( t o  be d i s c u s s e d  l a t e r ) .  
S t i l l  a n o t h e r  approach is t o  u s e  t e c h n i q u e s  des igned t o  s p e c i f i c a l l y  
d e t e c t  o r  evade t r a n s i e n t  c o n d i t i o n s ,  r e s e r v i n g  d i a g n o s t i c  programming 
f o r  s i t u a t i o n s  where r e p e a t e d  f a i l u r e  s u g g e s t s  a hardware m a l f u n c t i o n .  
The l a t t e r  p o l i c y  may be p r e f e r r e d  i f  t h e  t ime l o s t  i n  e x e c u t i n g  d i a g -  
n o s t  i c  programs canno t  be a f f o r d e d  . 
There is  an o p p o r t u n i t y  t o  d e t e c t  t r a n s i e n t  c o n d i t i o n s  
d i r e c t l y  wi thou t  examining t h e  s t a t e  of t h e  machine o r  i n t e r r u p t i n g  pro-  
gram e x e c u t i o n .  One could  have a  s p e c i a l  hardware organ designed t o  
s imul taneous ly  moni tor  t h e  dc  l e v e l s  of a l l  important  power s u p p l i e s  and 
main in format ion  b u s s e s .  T h i s  could  be a  r e l a t i v e l y  s imple  and u l t r a -  
r e l i a b l e  subsystem, because some form of i n d u c t i v e  coup l ing  w i t h  l i n e a r  
summation of t h e  r e s p e c t i v e  s i g n a l s  and one o r  a  few t h r e s h o l d  d e v i c e s  
cou ld  probably  be employed. Such a  t r a n s i e n t  d e t e c t o r  ( p o s s i b l y  one 
a s s o c i a t e d  w i t h  each p rocessor )  could  f u r n i s h  an i n t e r r u p t  s i g n a l  t h a t  
would h a l t  e x e c u t i o n  of a  program b e f o r e  t h e  nex t  machine c y c l e .  At tempts  
t o  r e s t a r t  could  t h e n  be i n i t i a t e d  from a  machine s t a t e  one c y c l e  p r i o r  
t o  t h e  occurrence of t h e  suspec ted  t r a n s i e n t .  Again we d e f e r  u n t i l  S e c .  
V-E, a  d i s c u s s i o n  of how t h i s  r ecovery  may be accomplished.  
S t i l l  a n o t h e r  t echn ique  making use  of t ime  redundancy 
might be u s e f u l  i n  s imply evading t h e  consequences of minor t r a n s i e n t  
c o n d i t i o n s .  T h i s  p o s s i b i l i t y  i s  examined i n  t h e  f o l l o w i n g  s e c t i o n .  The 
d i s c o v e r y  of an a c t u a l  hardware f a u l t ,  e . g . ,  through t h e  r e p e a t e d  f a i l u r e  
of c o n s i s t e n c y  checks,  w i l l  r e q u i r e  t h e  " s e r v i c e s "  of an e x e c u t i v e  pro- 
gram t h a t  c a r r i e s  o u t  r e c o n f i g u r a t i o n  of t h e  m u l t i p r o c e s s o r .  More on 
t h i s  con t ingency  w i l l  a l s o  be found i n  S e c .  V-E. 
3 .  F a u l t  C o r r e c t i n g  Tools  
a .  E r r o r  C o r r e c t i n g  Codes 
One of t h e  a r e a s  of a  computer sys tem t h a t  is h i g h l y  
v u l n e r a b l e  t o  e r r o r  i s  t h e  equipment a s s o c i a t e d  w i t h  bu lk  s t o r a g e  of 
in fo rmat ion  and t h e  d a t a  channe l s  used i n  t r a n s f e r r i n g  b l o c k s  of d a t a  
i n  and o u t  of f a s t  a c c e s s  memory ( c o r e ) .  The use  of e r r o r  d e t e c t i n g  
codes  ( e  .g ., p a r i t y  checking)  is a l r e a d y  customary i n  r e c o r d i n g  i n f o r -  
mat ion on t a p e s ,  d i s c s ,  drums, e t c .  Some of t h e  newer computer o r g a n i z a -  
t i o n s  a r e  now employing e r r o r  c o r r e c t i n g  codes i n  s t o r a g e .  One such  
machine is t h e  3 6 0 / 8 5 .  
I n  a  r e l i a b l e  m u l t i p r o c e s s o r  s u b j e c t e d  t o  p o s s i b l e  
"massive" t r a n s i e n t  i n t e r f e r e n c e ,  one can e a s i l y  v i s u a l i z e  s i t u a t i o n s  
where r a p i d  r e l o a d i n g  of program and d a t a  from bu lk  s t o r a g e  backup would 
be e s s e n t i a l .  E r r o r s  i n  t h i s  phase of o p e r a t i o n  b r i n g  o r d i n a r y  computer 
sys tems t o  a  g r i n d i n g  h a l t .  A s e n s i b l e  measure t o  t a k e  i n  p r o t e c t i o n  
a g a i n s t  t h i s  e v e n t u a l i t y  i s  t h e  use  of e r r o r . c o r r e c t i n g  codes  i n  a l l  
* 
NDRO s t o r a g e  media, such a s  d i s c s  o r  t a p e .  S i n c e  f o r  l o g i c a l  and 
a r i t h m e t i c  o p e r a t i o n s  we p r e f e r  a  d i f f e r e n t  coding scheme t h a t  is e r r o r  
d e t e c t i n g  b u t  - n o t  e r r o r  c o r r e c t i n g  ( e . g . ,  t h e  r e s i d u e  t y p e ) ,  t h e r e  i s  a  
n e c e s s i t y  t o  t r a n s l a t e  from one code t o  a n o t h e r .  I t  may be n e c e s s a r y  t o  
c o n s t r u c t  s p e c i a l  u l t r a r e l i a b l e  equipment a t t a c h e d  t o  each such d a t a  
channel  t o  h a n d l e  t h i s  convers ion  job.  
b  . Time -Redund a n t  Methods 
Redundancy i n  t ime may be employed w i t h  a  cor responding  
p e n a l t y  i n  computat ion speed t o  evade o r  "mask" some t r a n s i e n t  e r r o r s .  
The s imple  programming idea  involved is t o  p rov ide  f o r  a  b u i l t - i n  repe-  
t i t i o n  of t h o s e  o p e r a t i o n s  t h a t  f a i l  a  c o n s i s t e n c y  check.  The con- 
s i s t e n c y  checks  involved need n o t  be t h e  hardware-implemented ones  t h a t  
t e s t  f o r  l e g a l i t y  of codes  bu t  may i n s t e a d  be comparison o r  i d e n t i t y  of 
r e s u l t  i n  t h e  repea ted  program sequence.  An example o r  two should make 
t h i s  c l e a r .  Suppose t h a t  t h e  source  language of t h e  working program 
c o n t a i n s  an assignment s t a tement  of t h e  t y p e :  
Normally on compi la t ion  t h i s  s t a tement  would be unraveled i n t o  a  sequence 
of assembly language i n s t r u c t i o n s  t h a t  d e s c r i b e  t h e  nex t  lower l e v e l  de -  
t a i l s ,  such  a s  f e t c h  5, put  it i n  r e g i s t e r  A,  f e t c h  b, e t c .  These 
- 
commands (which may themselves  be i n t e r p r e t i v e l y  c a r r i e d  o u t  i n  t e rms  of 
some even more e lementa ry  microprogram i n s t r u c t i o n s )  c o n s t i t u t e  an irre- 
dundant d e s c r i p t i o n  of t h e  machine s t e p s  n e c e s s a r y  t o  sum a  and b and 
- - 
a 
T h i s  t o p i c  h a s  been d i s c u s s e d  i n  S e c .  111-B of F i n a l  Report--Phase I 
( C o n t r a c t  NAS 12-33, SRI P r o j e c t  5580) and i n  Chap, I11 of t h e  p r e s e n t  
r e p o r t .  
s t o r e  t h e  r e s u l t  i n  t h e  memory l o c a t i o n  belonging t o  x .  Now i n s t e a d  o f  
- 
making a  d i r e c t  compi la t ion  of t h e  s o u r c e  language c o n s t r u c t  i n  t h e  
above manner, we might choose t o  t r a n s l a t e  it f i r s t  i n t o  a  redundant  
but e q u i v a l e n t  s t a t e m e n t  i n  t h e  same language ( o r  p o s s i b l y  a  d i f f e r e n t  
i n t e r m e d i a t e  l a n g u a g e ) .  Using ALGOL a s  an i n t e r m e d i a t e  language,  we 
might t r a n s l a t e  x  + a  + b  i n t o :  
a g a i n :  x : = a + b  ; 
IF x # b + a  THEN GOT0 aga in  . 
Compila t ion of t h e  above s t a t e m e n t s  w i l l  r e s u l t  i n  about  t h r e e  t i m e s  a s  
much o b j e c t  code a s  t h e  s imple  assignment s t a tement ,  w h i l e  e x e c u t i o n  of 
t h e  code w i l l  be s lower  by about t h e  same f a c t o r .  I n  execu t ion  t h e  sum 
a  + b  i s  computed t w i c e .  I f  d u r i n g  e i t h e r  of t h e s e  computat ions  a  
t r a n s i e n t  were t o  c a u s e  an i n c o r r e c t  r e s u l t  t o  occur ,  t h e  p a i r  of s t a t e -  
* 
ments w i l l  be re-executed v i a  t h e  c o n d i t i o n a l  jump t o  t h e  l a b e l  a g a i n .  
Thus, a  prolonged t r a n s i e n t  c o n d i t i o n  a f f e c t i n g  a r i t h m e t i c  r e g i s t e r s  
might c a u s e  t h e  s t a t e m e n t  p a i r  t o  be executed many t i m e s .  I f  c o n t r o l  
passes  from t h e  second s t a t e m e n t  t o  t h e  n e x t  i n s t r u c t i o n ,  however, i t  
means t h a t  an a r i t h m e t i c  check h a s  been ob ta ined ,  and t h e  t r a n s i e n t  
c o n d i t i o n  h a s  v e r y  probably  been surv ived  w i t h  no f u r t h e r  c o r r e c t i v e  
a c t  ion r e q u i r e d  . 
Not ice  t h a t  i n  t h e  example above, t h e  permanent f a i l u r e  
of one of t h e  a r i t h m e t i c  r e g i s t e r s  would cause  t h e  execu t ion  of t h e  
program t o  l o o p  i n d e f i n i t e l y .  A more e l a b o r a t e  expansion of x +- a  + b  
t h a t  avo ids  t h i s  c o n d i t i o n  through t h e  u s e  of a  ( r e l i a b l e ! )  l o o p  c o u n t e r  
i s  a s  f o l l o w s :  
* 
I t  is, of course ,  p o s s i b l e  t h a t  a  t r a n s i e n t  might a f f e c t  both  summa- 
t i o n s  and n e v e r t h e l e s s  produce i d e n t i c a l  r e s u l t s .  F o r  t h i s  r eason ,  t h e  
second summation i s  done i n  t h e  o r d e r  b  + a  r a t h e r  t h a n  a  + b .  T h i s  
a r t i f i c e  r e v e r s e s  t h e  r e g i s t e r s  occupied by a  and b .  I t  is  v e r y  un- 
l i k e l y  t h a t  a  t r a n s i e n t  would produce i d e n t i c a l  sums under t h e s e  
c i r c u m s t a n c e s .  
count  : = 0 ; 
aga in  : count  := count  + 1 2 
IF coun t  > 5  THEN GOTO e r r o r :  ; 
I n  t h i s  l i t t l e  program segment, t h e  f a i l u r e  t o  o b t a i n  an 
a r i t h m e t i c  check on t h e  sum a  + b  a f t e r  f i v e  t r ies c a u s e s  t r a n s f e r  of 
c o n t r o l  t o  a  hardware d i a g n o s t i c  program beginning a t  t h e  l o c a t i o n  
l a b e l e d  e r r o r .  S i m i l a r  s o f t w a r e  t echn iques  can be employed, no t  t o  
evade t r a n s i e n t  e r r o r s ,  b u t  t o  c a t c h  p a r t i c u l a r  t y p e s  of hardware f a u l t s ,  
e . g . ,  
IF 1 5  + 1 = 1 6  AND 1 + 1 5  = 1 6  THEN 
x :=  a  + b ELSE GOT0 e r r o r  
The e f f e c t  of t h e  above t r a n s l a t i o n  of x  - a  + b  i s  t o  
f i r s t  check t o  s e e  whether  t h e  c a r r y  o p e r a t i o n  seems t o  be working 
p r o p e r l y  i n  t h e  l e a s t  s i g n i f i c a n t  b y t e  of a  4 -b i t  b y t e  a r i t h m e t i c  u n i t .  
I f  t h e  t e s t  is passed,  t h e  s t a t e m e n t  x  - a  + b  is  execu ted ;  o t h e r w i s e  
c o n t r o l  i s  t r a n s f e r r e d  t o  a  p o i n t  c a l l e d  e r r o r .  
Programming t e c h n i q u e s  l i k e  t h o s e  i n  t h e  above examples 
a r e  w a s t e f u l  of program s t o r a g e  space  and slow i n  e x e c u t i o n .  However, 
t h e y  have t h e  advantage of g r e a t  f l e x i b i l i t y  . The scheme w i l l  be recog- 
n i z e d  a s  e q u i v a l e n t  t o  having t h e  freedom t o  d e f i n e  m a c r o - i n s t r u c t i o n s  
i n  t h e  s o u r c e  language.  Thus, a b i l i t y  t o  i n v e n t  and implement s p e c i a l  
t r a n s i e n t - e v a d i n g  o r  f a u l t  d e t e c t i n g  t o o l s  i n  a  conven ien t  h i g h - l e v e l  
language could  b e  most v a l u a b l e .  I n  p a r t i c u l a r ,  it would o f f e r  t h e  
o p p o r t u n i t y  t o  program f o r  d i f f e r e n t  d e g r e e s  of r e l i a b i l i t y .  Very 
c r i t i c a l  programs o r  c r i t i c a l  p o r t i o n s  of one program could be provided 
w i t h  more p r o t e c t i o n  a g a i n s t  f a i l u r e  by e x t r a  s o f t w a r e  embel l ishments  
of t h e  above t y p e .  
The redundant microprograms dev i sed  by ~eckelman '  c o n t a i n  
checking f e a t u r e s  t h a t  a r e  s i m i l a r  t o  t h o s e  suggested above.  H i s  work 
r e v e a l s  a  number of p o s s i b l y  u s e f u l  i d e a s  t h a t  a r e  d i r e c t e d  more toward 
e r r o r  d e t e c t i o n  t h a n  c o r r e c t i o n  of t r a n s i e n t  f a u l t s .  The g e n e r a l  
approach i s  t o  r e p l a c e  t h e  low-level  assembly language c o n s t r u c t s  
( r a t h e r  than  t h e  h i g h - l e v e l  ones)  w i t h  microprograms c o n t a i n i n g  s e l f -  
checking o p e r a t i o n s .  A s  he  p o i n t s  o u t ,  i f  t h e  speed of computation is  
memory-bound, one may be a b l e  t o  a f f o r d  t o  execu te  t h e  more complicated 
microprograms wi thou t  n e c e s s a r i l y  i n c u r r i n g  a  speed p e n a l t y .  A t y p i c a l  
one of h i s  microprograms might,  by way of i l l u s t r a t i o n ,  compare t h e  r e -  
s u l t s  of an add i n s t r u c t i o n  w i t h  t h e  r e s u l t  of an add executed on t h e  
- -
same arguments s h i f t e d  one b i t  t o  t h e  r i g h t  i n  bo th  r e g i s t e r s .  A check 
on t h e  c o n s i s t e n c y  ( e q u a l i t y )  of t h e  two r e s u l t s  would r e v e a l  many t y p e s  
of hardware a s  w e l l  a s  t r a n s i e n t  f a u l t s .  Compared w i t h  t h e  h i g h - l e v e l  
language schemes p r e v i o u s l y  d i s c u s s e d ,  t h e s e  t echn iques  o f f e r  t h e  ad- 
van tage  of g r e a t e r  speed a t  t h e  c o s t  of some f l e x i b i l i t y  i n  programming. 
c .  Permanent F a u l t  C o r r e c t i o n  
Assume t h a t  e i t h e r  a  permanent f a u l t  h a s  appeared i n  t h e  
sys tem o r  t h a t  an e x t e n s i v e  t r a n s i e n t  t h a t  was n o t  evaded by one of t h e  
s imple  methods d e s c r i b e d  above h a s  o c c u r r e d .  The two main problems a r e  
(1) t o  r e c o n f i g u r e  a  working system and (2 )  t o  g e t  r e s t a r t e d  i n  a  f a u l t -  
f r e e  s t a t e  of t h e  working programs. The v a r i o u s  d i a g n o s t i c  t o o l s  w e  
have d i s c u s s e d  should s u f f i c e  t o  l o c a l i z e  d e f e c t s  a t  l e a s t  down t o  t h e  
p r o c e s s o r  o r  memory block l e v e l .  F u r t h e r  d i a g n o s i s  down t o  say  t h e  
r e g i s t e r  o r  t h e  b y t e  l e v e l  w i l l  o f t e n  be a u t o m a t i c a l l y  provided by s q y  
r e s i d u e  checking hardware .  With d e f e c t i v e  hardware i d e n t i f i e d ,  t h e  
problem of r e c o n f i g u r a t i o n  should be t h e  r e s p o n s i b i l i t y  of an e x e c u t i v e  
o r  superv i sory- type  program, which must i t s e l f  have a  p r o c e s s o r  t o  u s e  
i n  i t s  own e x e c u t i o n  and a  block of memory f o r  t h e  s t o r a g e  of i t s  own 
d a t a  and program. The l a t t e r  hardware may o r  may n o t  have t o  p o s s e s s  
s p e c i a l i z e d  u l t r a r e l i a b l e  f e a t u r e s .  Management of t h e  r e c o n f i g u r a t i o n  
p r o c e s s  appears  t o  r e q u i r e  a  few r e l a t i v e l y  s imple  bu t  u l t r a r e l i a b l e  
programs. The o r g a n i z a t i o n  and c o n t e n t  of t h e s e  programs ( a s  w e l l  a s  
t h e i r  mode of e x e c u t i o n )  is  a  t o p i c  t h a t  should  be c a r e f u l l y  thought  
o u t .  We have n o t  y e t  made such a  s tudy,  bu t  w i l l  aga in  r e f e r  t o  it a s  
a  sugges ted  s u b j e c t  f o r  f u t u r e  r e s e a r c h  i n  S e c .  V-F. C u r r e n t l y  more 
a t t e n t i o n  h a s  been g iven  t o  t h e  problem of recovery  and r e s t a r t  of p ro-  
grams a f t e r  occur rence  of r e c o n f i g u r a t i o n  o r  t r a n s i e n t s .  S e c t i o n  V-D 
d i s c u s s e s  hardware requ i rements  f o r  e f f e c t i v e  recovery  p rocedures ;  S e c .  
V-E d e s c r i b e s  s e v e r a l  methods i n  d e t a i l .  
D .  System Hardware Requirements f o r  Recovery 
A c o n s i d e r a t i o n  of t h e  requirements  of v a r i o u s  s t r a t e g i e s  f o r  re- 
c o v e r i n g  from a  sys tem mal func t ion  r e v e a l s  s e v e r a l  a r e a s  of weakness 
i n  r o u t i n e  hardware d e s i g n .  P r i n c i p a l  s o u r c e s  of t r o u b l e  can be t r a c e d  
t o  l a c k  of i n t e g r i t y  of s t o r e d  in format ion  and v u l n e r a b i l i t y  t o  d e s t r u c -  
t i o n  of in fo rmat ion  through t r a n s i e n t  o r  hardware f a u l t  c o n d i t i o n s .  
These d i f f i c u l t i e s  a r e  aggravated by poor s o f t w a r e  p r a c t i c e s ,  which can 
a l low e r r o r s  t o  escape  n o t i c e  and p ropaga te  w i t h  u l t i m a t e l y  d i s a s t r o u s  
e f f e c t .  The main reason  f o r  t a k i n g  p a i n s  t o  p rov ide  ro l l -back  and re- 
s t a r t  c a p a b i l i t i e s  i s  t o  t r y  t o  avoid t h e  l a s t - d i t c h  remedy of r e l o a d i n g  
t h e  program and s t a r t i n g  from t h e  beginning--an o p t i o n  t h a t  may be o u t  
of t h e  q u e s t i o n  i n  r e a l - t i m e  s i t u a t i o n s .  Consequently,  i n  p lann ing  
v a r i o u s  recovery  schemes, one must c o n t i n u a l l y  ask  t h e  q u e s t i o n :  i f  
t h i s  o r  t h a t  f a i l s ,  w i l l  we have t o  s t a r t  a l l  o v e r  aga in  a t  a  much 
e a r l i e r  p o i n t  i n  t h e  e x e c u t i o n  of t h e  working programs? I f  t h e  answer 
t o  t h i s  q u e s t i o n  is  yes ,  t h e n  t h e  contemplated f a u l t  c o n d i t i o n  demands 
e x t r a  a t t e n t i o n  from t h e  hardware r e l i a b i l i t y  s t a n d p o i n t .  Examples of 
t h e  hardware r e l i a b i l i t y  f e a t u r e s  t h a t  need implementation a r e  l i s t e d  
below. 
1. Transient-Immune S t o r a g e  
Bulk s t o r a g e  d e v i c e s  of t h e  NDRO type,  such a s  t a p e  o r  d i s c  
f i l e s ,  a l r e a d y  p o s s e s s  a  v e r y  h i g h  d e g r e e  of immunity t o  t r a n s i e n t  
d i s t u r b a n c e s .  I t  appears  necessa ry  t o  assume e q u a l l y  high t r a n s i e n t  
immunity f o r  i n f o r m a t i o n  r e s i d i n g  p a s s i v e l y  i n  d e s t r u c t i v e - r e a d o u t  ( c o r e )  
s t o r a g e .  Otherwise  any l a r g e  t r a n s i e n t  could  "c lobber"  l a r g e  p o r t i o n s  
of d a t a  and program. There a r e  f e a s i b l e  t e c h n i q u e s  f o r  l i m i t i n g  t h e  
surge  c u r r e n t s  t h a t  cou ld  appear  on c o r e  w i r i n g ,  s o  it does  no t  seem 
unreasonab le  t o  demand r e l i a b l e  p r o t e c t i o n  o f  t h i s  n a t u r e .  The problem 
of t r a n s i e n t  immunity d u r i n g  t h e  r e a d / w r i t e  o p e r a t i o n  w i l l  be commented 
on s e p a r a t e l y ,  
2 .  E r r o r  C o r r e c t i o n  on Bulk Data T r a n s f e r  
T r a n s f e r s  of d a t a  i n  b locks  from t a p e  o r  o t h e r  NDRO bulk  
s t o r a g e  t o  random a c c e s s  c o r e  must be p r o t e c t e d  a g a i n s t  d a t a  c o r r u p t i o n .  
I t  i s  n o t  enough i n  t h i s  i n s t a n c e  t o  be a b l e  t o  d e t e c t  e r r o r s ,  because ,  
u n l e s s  a  c o r r e c t  program (and d a t a )  can be loaded, e x e c u t i o n  is  i m -  
p o s s i b l e .  I t  i s  t r u e  t h a t  o c c a s i o n a l  e r r o r s  i n  incoming d a t a  ( i . e . ,  
i n p u t s  from s e n s o r s )  might be coped w i t h  i n  t h e  same way a s  t r a n s i e n t  
f a u l t s ,  but  e r r o r s  i n  t h e  load ing  o r  i n  t r a n s f e r  of programs t o  a  new 
c o r e  l o c a t  ion cannot  be r e c t i f i e d  w i t h o u t  r e l o a d i n g .  P o s s i b l e  remedies  
c o n s i s t  of t h e  use  of e r r o r - c o r r e c t i n g  codes i n  d a t a  t r a n s f e r ,  a s  men- 
t i o n e d  i n  S e c .  V-C, and, a l t e r n a t i v e l y ,  t h e  complete  redundant r e p l i c a -  
t i o n  of program-binary i n  d i f f e r e n t  a r e a s  of bu lk  and c o r e  memory. 
3 .  Read-Onlv Memorv 
Hardware means should be provided f o r  d i s a b l i n g  t h e  w r i t e  
c a p a b i l i t y  i n  c e r t a i n  a r e a s  of core ,  p a r t i c u l a r l y  where program is  
s t o r e d .  A l l  r e l i a b l e  programs should be w r i t t e n  i n  r e - e n t r a n t  code 
t h a t  i s  never  modif ied d u r i n g  execu t ion  ( a s  recommended i n  I n t e r i m  
Report  2 ' )  . By p r e v e n t i n g  t h e  p o s s i b i l i t y  of over -wr i t ing  p a r t  of t h e  
program w i t h  a  "wild" s t o r e  command, an important  s o u r c e  of i r r e c o v e r a b l e  
e r r o r  is e l i m i n a t e d .  Implementation of t h i s  f e a t u r e  w i l l  be f a c i l i t a t e d  
i f  s o f t w a r e  is  des igned  t o  a l l o c a t e  s e p a r a t e  a r e a s  of memory t o  program 
and d a t a ,  a  p r e c a u t i o n  t h a t  makes t h e  g e n e r a t i o n  of an i l l e g a l  a d d r e s s  
l e s s  l i k e l y .  
4 .  Hardware Cons i s tency  Checks 
Other  than  s p e c i a l  hardware s e n s o r s  f o r  d e t e c t i n g  t r a n s i e n t  
c o n d i t i o n s ,  t h e  o n l y  way of c a t c h i n g  e r r o r s  b e f o r e  t h e i r  p ropaga t ion  
induces  a  program f a i l u r e  is  through t h e  use of checks  on t h e  l e g a l i t y  
of number r e p r e s e n t a t i o n .  Use of some form of "product- res idue"  coding 
of a l l  machine words ( a l a  A v i z i e n i s )  is recommended. Whatever t h e  
cod ing  scheme, however, t h e  redundancy should app ly  t o  a d d r e s s  and 
i n s t r u c t i o n  f i e l d s  a s  w e l l  a s  t o  d a t a .  The codes used i n  a r i t h m e t i c  
o p e r a t i o n s  should be p rese rved  under t h e  b i n a r y  a r i t h m e t i c  o p e r a t o r s  
s o  t h a t  p roper  rounding and t r u n c a t i o n  r u l e s  must be implemented. The 
use  of b a s i c  op-code sets t h a t  pe rmi t  s i n g l e  c h a r a c t e r  manipu la t ion  o r  
s i n g l e  b i t  o p e r a t i o n  ( a s  i n  Boolean e x p r e s s i o n s )  should be d i s c o u r a g e d .  
F l a g  b i t s  of v a r i o u s  k inds ,  i n c l u d i n g  t y p e  d e s i g n a t o r s ,  should  be r e -  
dundan t ly  encoded. 
5 .  R e l i a b l e  R e g i s t e r s  
I t  may be necessa ry  t o  t a k e  s p e c i a l  redundant hardware measures 
t o  e n s u r e  r e l i a b l e  o p e r a t i o n  of t h e  P - r e g i s t e r  ( t h e  program i n s t r u c t i o n  
c o u n t e r )  and t h e  2 - r e g i s t e r  ( t h e  c o r e  memory in format ion  b u f f e r ) .  An 
e r r o r  i n  t h e  c o n t e n t s  of t h e  P - r e g i s t e r  can send t h e  program o f f  on a  
"wild goose chase , "  where it may e x e c u t e  i n s t r u c t i o n s  f o r  some t i m e  
w i t h o u t  v i o l a t i n g  any c o n s i s t e n c y  c h e c k s .  The t ime l o s t  b e f o r e  some 
d e t e c t a b l e  e r r o r  shows up may be s e r i o u s .  
The 2 - r e g i s t e r  has  a  s i m i l a r  c r i t i c a l  r o l e  t h a t  is r e l a t e d  t o  
t h e  f a c t  t h a t  c o r e  memory u n f o r t u n a t e l y  i s  n o t  NDRO. During t h e  p e r i o d  
between a  read  o p e r a t i o n ,  which p l a c e s  t h e  c o n t e n t s  of a  c o r e  word i n t o  
t h e  Z - r e g i s t e r ,  and t h e  r e w r i t e  o p e r a t i o n ,  which r e s t o r e s  t h e  word i n  
c o r e ,  t h e  in format ion  t h a t  was i n  t h e  c o r e  ce l l  r e s i d e s  o n l y  i n  t h e  Z -  
r e g i s t e r .  I f ,  f o r  example, a  t r a n s i e n t  c l o b b e r s  t h e  2 - r e g i s t e r  d u r i n g  
t h i s  c r i t i c a l  i n t e r v a l  i n  t h e  r e a d - r e s t o r e  c y c l e ,  t h e  cor responding  i n -  
fo rmat ion  is i r r e t r i e v a b l y  l o s t .  I f  t h e  memory c e l l  l o s t  happened t o  
c o n t a i n  i n s t r u c t i o n s ,  t h i s  would f o r c e  a  r e l o a d  of program from backup. 
An a l t e r n a t i v e  t o  b u i l d i n g  an u l t r a r e l i a b l e  Z - r e g i s t e r  would be t o  have 
two c o p i e s  of e v e r y  word i n  c o r e  s t o r a g e .  The r e a d - r e s t o r e  c y c l e  would 
t h e n  read  one copy of a  word and perform a  c o n s i s t e n c y  check on t h e  
c o n t e n t s  of 2  b e f o r e  r e s t o r e .  Fol lowing t h i s ,  2  would be checked a g a i n  
and, i f  s t i l l  a p p a r e n t l y  f a u l t  f r e e ,  no f u r t h e r  a c t i o n  would be neces -  
s a r y .  I f  2  f a i l s  i t s  c o n s i s t e n c y  check e i t h e r  on read  o r  r e s t o r e ,  a  
second copy of t h e  word i s  a v a i l a b l e  t o  read  and r e s t o r e  i n  both  
-
l o c a t i o n s .  I f  t h e  t r o u b l e  p e r s i s t s  th rough  t h e  second read  o p e r a t i o n ,  
however, t h e  in format ion  is  gone.  
E . Recoverv Procedures  
W e  w i l l  d i s c u s s  s e v e r a l  d i f f e r e n t  ways of g e t t i n g  a  working program 
r e s t a r t e d  a f t e r  it  h a s  been d i scovered  t h a t  a  system mal func t ion  h a s  
o c c u r r e d .  These procedures  w i l l  i n v o l v e  an i n t e r r u p t i o n  of t h e  working 
program(s),  p o s s i b l y  followed by t h e  e x e c u t i o n  of d i a g n o s t i c  programs 
and perhaps  a  r e c o n f i g u r a t i o n ,  t h e  l a t t e r  under c o n t r o l  of an e x e c u t i v e  
sys tem.  S i n c e  we have n o t  y e t  s t u d i e d  d i a g n o s t i c  and reconf  i g u r a t i o n  
programming i n  any d e t a i l ,  i t  w i l l  be assumed t h a t  fo l lowing  d e t e c t i o n  
of a  f a u l t  c o n d i t i o n  t h e s e  a c t i v i t i e s  have been c a r r i e d  o u t  when neces -  
s a r y .  The problem t h e n  becomes one of g e t t i n g  programs running a g a i n  
on a  sys tem t h a t  may be t r e a t e d  a s  momentari ly f a u l t  f r e e .  
To a  l a r g e  e x t e n t  t h e  e a s e  o r  d i f f i c u l t y  of program recovery  d e -  
pends on how much t ime  one i s  w i l l i n g  t o  l o s e  i n  r e c a p t u r i n g  a p r i o r  
s t a t e  of t h e  sys tem.  I f  t ime i s  of no p a r t i c u l a r  importance and d a t a  
i s  s t a t i c ,  programs t h a t  a r e  caught  i n  a  mal func t ion  may s imply be re- 
loaded and s t a r t e d  from t h e  beg inn ing .  On t h e  o t h e r  hand, where a  r e a l -  
t ime  d a t a  s t ream i s  being processed,  it may be c r u c i a l  t o  g e t  r e s t a r t e d  
a t  a  p o i n t  i n  t ime  v e r y  c l o s e  t o  t h e  f i r s t  s i g n  of mal func t ion .  The 
l a t t e r  con t ingency  may invo lve  e l a b o r a t e  p r e c a u t i o n s  t o  minimize t h e  
e x t e n t  of r o l l - b a c k  r e q u i r e d .  W e  w i l l  c o n s i d e r  some schemes t h a t  might  
be used i n  v a r i o u s  s i t u a t i o n s  w i t h  d i f f e r e n t  d e g r e e s  of urgency.  
Slow T r a n s i e n t  D e t e c t i o n  
Mention was made i n  S e c .  V-C of s p e c i a l  hardware des igned  t o  
d e t e c t  t h e  p resence  of t r a n s i e n t  c o n d i t i o n s .  Where t r a n s i e n t s  c o n s i s t  
of compara t ive ly  low frequency f l u c t u a t i o n s  i n  power s u p p l i e s  o r  o t h e r  
v o l t a g e  o r  c u r r e n t  r e f e r e n c e  l e v e l s  i n  t h e  system, a  t r a n s i e n t  d e t e c t o r  
can i s s u e  an i n t e r r u p t ,  warning t h a t  marg ina l  c o n d i t i o n s  w i l l  soon o c c u r .  
During t h e  nex t  few microseconds t h e  p r o c e s s o r  can h a l t  e x e c u t i o n  of t h e  
working program and s t o r e  t h e  c o n t e n t s  of i t s  r e g i s t e r s  i n  core ,  where 
t h i s  i n f o r m a t i o n  w i l l  be s a f e l y  h e l d  u n t i l  t h e  t r a n s i e n t  c o n d i t i o n  
a b a t e s .  The d e t a i l s  a r e  e s s e n t i a l l y  t h e  same a s  t h o s e  implemented a s  
power-off i n t e r r u p t s  on some commercial machines, such a s  t h e  CDC-3100. 
The in format ion  s t o r e d  i n  c o r e  fo l lowing  t h e  i n t e r r u p t  amounts 
t o  o n l y  a  few words, c o n s i s t i n g  of t h e  c o n t e n t s  of t h e  A ,  B, and X 
r e g i s t e r s ,  t h e  P r e g i s t e r  ( i n s t r u c t i o n  c o u n t e r ) ,  and a  few b y t e s  of 
s t a t u s  in format ion  r e c o r d i n g  t h e  c o n d i t i o n  of r e q u e s t s  f o r  inpu t /ou tpu t  
dev ices ,  e t c .  The s u c c e s s f u l  "capture"  of t h i s  in fo rmat ion  i n  non- 
v o l a t i l e  s t o r a g e  ( t o g e t h e r  w i t h  t h e  c u r r e n t  c o r e  images of program and 
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d a t a )  comple te ly  d e s c r i b e s  t h e  i n s t a n t a n e o u s  s t a t e  of t h e  p r o c e s s o r  a t  
t h e  moment of i n t e r r u p t .  F u r t h e r  e x e c u t i o n  of t h e  program may now be 
delayed i n d e f i n i t e l y ,  i f  t h e  i n t e g r i t y  of t h e  in format ion  r e s i d i n g  i n  
c o r e  is p r e s e r v e d .  The above procedure  is  a lmost  e x a c t l y  t h e  same a s  
t h a t  used i n  " p u t t i n g  a  program t o  s l eep1 '  i n  a  t ime-shar ing system en- 
vironment (TSS). Minor d i f f e r e n c e s  i n c l u d e  t h e  p o s s i b i l i t y  t h a t  TSS 
systems may a l s o  need t o  s t o r e  some pseudo- re labe l ing  i n f o r m a t i o n  t h a t  
d e s i g n a t e s  r e l a t i v e  a d d r e s s  p o s i t i o n s  of v a r i o u s  program segments.  
The "wake-up," o r  r e s t a r t  procedure ,  might b e s t  be implemented 
by a  s e p a r a t e  hardware d e v i c e  t h a t  makes p e r i o d i c  a t t e m p t s  t o  d i sa rm 
t h e  t r a n s i e n t  i n t e r r u p t .  The c o n d i t i o n s  of t h e  i n t e r r u p t  f l a g  being 
determined by t h e  Boolean v a l u e  of R & ( n o t  T),  where R i s  t h e  r e s e t  
p u l s e  and T  is t h e  s t a t e  of t h e  t r a n s i e n t  d e t e c t o r .  The reason  f o r  
hand l ing  r e s t a r t  i n  t h i s  way i s  t h a t  t h e  number of r e s t a r t  a t t e m p t s  may 
be counted (by t h e  s p e c i a l  hardware),  and, i f  t h e  count  exceeds  some 
preass igned  l i m i t ,  d i f f i c u l t i e s  of an i n t e r m i t t e n t  n a t u r e  may have been 
uncovered.  I f  a  s imple  t r a n s i e n t  c o n d i t i o n  h a s  occur red ,  t h e  i n t e r r u p t  
w i l l  soon b e  disarmed and a  s m a l l  machine language s u b r o u t i n e  w i l l  be 
c a l l e d  t h a t  r e l o a d s  t h e  A,  B, X, and P r e g i s t e r s  from t h e i r  d e d i c a t e d  
c o r e  l o c a t i o n s  and r e s t a r t s  t h e  execu t ion  of t h e  program beginning a t  
t h e  n e x t  c l o c k  c y c l e .  
I n  t h e  absence of any s p e c i a l  means f o r  d e t e c t i n g  slow t r a n -  
s i e n t s ,  o r  i n  c a s e  f a s t  t r a n s i e n t s  (e .g  ., high  f requency  n o i s e )  occur ,  
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S p e c i f i c a t i o n  of t h e  s t a t e  of t h e  m u l t i p r o c e s s o r  sys tem a s  a  whole w i l l  
r e q u i r e  some a d d i t i o n a l  c o n f i g u r a t i o n  in format ion  t h a t  should  a l r e a d y  
r e s i d e  i n  p r o t e c t e d  memory. 
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t h e n  c o n s i s t e n c y  checks  on d a t a  w i l l  have t o  s e r v e  a s  means f o r  i s s u i n g  
i n t e r r u p t s  t h a t  c a l l  d i a g n o s t i c  and/or r e c o n f i g u r a t i o n  programs. 
2 .  P e r i o d i c  Dumps 
I t  can be arranged t h a t  one of t h e  f u n c t i o n s  of t h e  e x e c u t i v e  
sys tem i s  t o  p e r i o d i c a l l y  i n t e r r u p t  t h e  execu t ion  of a  working program 
and c a u s e  a  "dump" of t h e  d a t a  f i l e  and c o n t e n t s  of t h e  aforementioned 
( A ,  B, X ,  P, e t c . )  p r o c e s s o r  r e g i s t e r s  t o  NDRO s t o r a g e  ( e . g . ,  a  t a p e  
f i l e ) .  Such a  dump might be a u t o m a t i c a l l y  i n i t i a t e d  a t  r e g u l a r  p e r i o d s ,  
say  once every  second.  For  a  t y p i c a l  program, anywhere from 2 o r  3  per-  
c e n t  t o  perhaps  30 p e r c e n t  of t h e  a v a i l a b l e  p r o c e s s o r  t ime might be r e -  
q u i r e d  t o  r e c o r d  t h e s e  i n t e r m e d i a t e  s t a t e s  of t h e  c a l c u l a t i o n .  Although 
it should n o t  be s t r i c t l y  n e c e s s a r y  t o  dump programs a s  w e l l  a s  d a t a  a t  
t h e s e  check-points ,  it might be w i s e  p o l i c y  t o  do so ,  s i n c e  program- 
b i n a r y  can be c o r r u p t e d  by a  w i l d  s t o r e  command o r  a  f a u l t y  r e s t o r e  
a f t e r  a  s imple  f e t c h .  The obvious  s t r a t e g y  is  t o  keep two, o r  p o s s i b l y  
t h r e e ,  c o n s e c u t i v e  r e c o r d s  of t h e  s t a t e  of a  program's  e x e c u t i o n  on d i s c  
( o r  t a p e ) .  Roll-back and r e c o v e r y  a f t e r  d e t e c t i o n  of a  f a u l t  c o n d i t i o n  
s imply r e q u i r e s  r e l o a d i n g  of t h e  p r o c e s s o r  and i ts  d a t a  f i l e s  from t h e  
most r e c e n t  copy of i t s  t o t a l  s t a t e  c o n f i g u r a t i o n .  Should t r o u b l e  pe r -  
sist, one can  r e l o a d  from a  s t i l l  e a r l i e r  s t a t e .  
The above v e r y  s imple  scheme can be recommended a s  a  good 
g e n e r a l  p r o t e c t i o n  method where dumps may be i n i t i a t e d  under program 
c o n t r o l ,  r a t h e r  t h a n  a t  f i x e d  p e r i o d i c  i n t e r v a l s  . The p r i n c i p a l  d i s -  
advantage of t h e  procedure  is  t h a t  r e s t a r t  of  programs from a  p o i n t  i n  
r e a l - t i m e  one o r  more seconds  i n  t h e  p a s t  may i n  some i n s t a n c e s  be use -  
l e s s .  I f ,  f o r  i n s t a n c e ,  inpu t  d a t a  r a t e s  exceed t h e  a v a i l a b l e  b u f f e r i n g  
c a p a b i l i t i e s  o r  t h e  a b i l i t y  of t h e  working program t o  "ca tch  up," t h e n  
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t h e  i n f r e q u e n t  o r  p e r i o d i c  dump may n o t  be a  f e a s i b l e  recovery  method. 
* 
One s o l u t i o n  t o  t h e  inpu t  b u f f e r i n g  problem i s  t o  p rov ide  a  m u l t i p r o -  
grammed c a p a b i l i t y ,  s o  t h a t  a s  each inpu t  datum appears ,  t h e  CPU, o r  a  
p e r i p h e r a l  u n i t ,  performs, on a  " c y c l e - s t e a l i n g "  b a s i s ,  any n e c e s s a r y  
o p e r a t i o n s  on t h e  datum and s t o r e s  it  i n  an a v a i l a b l e  memory. The 
"output"  problem i s  p r i m a r i l y  one of e s t a b l i s h i n g  an a p p r o p r i a t e  p o l i c y  
of checking on i n i t i a t i o n  and completion of ou tpu t  f u n c t i o n s ;  however, 
more s t u d y  of ways t o  recover  from i r r e v e r s i b l e  a c t i o n  on t h e  p a r t  of 
t h e  sys tem i s  needed.  
A s i m i l a r  problem a r i s e s  i f  t h e  program h a s  i n i t i a t e d  some i r r e v e r s i b l e  
a c t i o n ,  e . g . ,  a  maneuver of t h e  space  v e h i c l e  d u r i n g  t h e  pe r iod  subse-  
quen t  t o  t h e  l a s t  dump. Here a  r e e x e c u t i o n  of program loaded from t h e  
l a s t  dump cou ld  l e a d  t o  s e r i o u s  c o n f l i c t s  between s t o r e d  d a t a  and t h e  
a c t u a l  s p a c e c r a f t  c o n d i t i o n .  Such "ou tpu tH problems a r i s e  i n  any r o l l -  
back scheme, bu t  t h e y  a r e  e a s i e r  t o  cope w i t h  i f  r e s t a r t  can be e f f e c t e d  
a t  a  program p o i n t  v e r y  n e a r  i n  r e a l - t i m e  t o  t h e  occur rence  of e r r o r .  
For  t h e  l a t t e r  r easons ,  o t h e r ,  more a g i l e  recovery techniques ,  such a s  
t h e  fo l lowing ,  may a l s o  be r e q u i r e d .  
3 .  I n t r i n s i c  Time-Sharing 
The i d e a  involved i n  t h i s  scheme f o r  recovery from e r r o r  
s i t u a t i o n s  i s  t o  have more than  one v e r s i o n  of t h e  same program i n  con- 
c u r r e n t  e x e c u t i o n  on t h e  same p r o c e s s o r .  A s  i s  t h e  c a s e  w i t h  most TSS 
systems, t h e s e  programs would n o t  a c t u a l l y  execu te  any i n s t r u c t i o n s  
s i m u l t a n e o u s l y .  I n s t e a d ,  one program is  allowed t o  proceed f o r  a  
s p e c i f i e d  i n t e r v a l  of t ime, and then  it is  "put t o  s l e e p v  and a n o t h e r  
program v e r s i o n  is  reawakened and p e r m i t t e d  access  t o  t h e  p rocessor  
d u r i n g  a  s h o r t  t ime  s l o t .  I n  normal TSS o p e r a t i o n ,  t h e  d i f f e r e n t  pro-  
grams a r e  comple te ly  u n r e l a t e d .  I n  t h e  c a s e  of i n t e r e s t  t o  us ,  t h e s e  
t ime-shared programs a r e  a c t u a l l y  t h e  same program a t  s l i g h t l y  d i f f e r e n t  
p o i n t s  i n  t i m e  of e x e c u t i o n .  For  example, we might s t a r t  s e v e r a l  iden-  
t i c a l  v e r s i o n s  of t h e  same program a t  t i m e s  s e p a r a t e d  by, say,  a  few 
m i l l i s e c o n d s .  These programs would proceed t o  u t i l i z e  t ime on one 
p r o c e s s o r  accord ing  t o  a  r o t a t i n g  p r i o r i t y  schedu le  t h a t  would t r e a t  
each program i n  t h e  same way. Thus, t h e  l a t e s t  s t a r t i n g  program would 
p e r i o d i c a l l y  c a t c h  up t o  t h e  e a r l i e r  one.  
I n  t h e  e v e n t  of d e t e c t i o n  of an e r r o r  c o n d i t i o n ,  it  would be 
presumed t h a t  t h e  programs p r e s e n t l y  a s l e e p  s t i l l  r e p r e s e n t e d  a  c o r r e c t  
s t a t e  of t h e  memory p l u s  p rocessor  a t  t h e  t ime  an e r r o r  was encounte red .  
Two t y p e s  o f  c o r r e c t i v e  a c t i o n  can  be under taken a t  t h i s  p o i n t .  
( a )  Whichever v e r s i o n s  of t h e  programs (now a s l e e p )  
s u r v i v e  may be regarded a s  c o r r e c t  s t a r t i n g  
s t a t e s  from which t o  r e i n i t i a t e  a TSS mode of 
o p e r a t i o n  a s  be fore ,  but  w i t h  e x e c u t i o n  of 
t h e  f a u l t y  program now d i s c o n t i n u e d .  
(b) The p r e c a u t i o n  may be t aken  of f i r s t  copying 
t h e  s u r v i v i n g  s t a t e  of a  s l e e p i n g  program 
o n t o  t h e  memory a r e a  occupied by t h e  f a u l t y  
program b e f o r e  TSS o p e r a t i o n  is resumed. 
S i n c e  t h e  s e v e r a l  programs may a c t u a l l y  
s h a r e  t h e  same read-only program s t o r a g e  
a rea ,  t h e  l a t t e r  copying f u n c t i o n  w i l l  i n -  
vo lve  o n l y  t h o s e  d e l a y s  involved i n  t r a n s -  
f e r r i n g  d a t a  i n  c o r e  t o  ano ther  a r e a  of 
c o r e  belonging t o  t h e  d e f e c t i v e  program. 
A l t e r n a t i v e  ( a )  i s  f a s t e r  bu t  i n v o l v e s  t h e  r i s k  t h a t  s e v e r a l  c o n s e c u t i v e  
t r a n s i e n t  s i t u a t i o n s  may c l o b b e r  d a t a  belonging t o  a l l  programs. A l t e r -  
n a t i v e  (b) i n v o l v e s  a  d e l a y  i n  con t inued  program e x e c u t i o n  o f  t h e  o r d e r  
of a  few t o  a  few hundred m i l l i s e c o n d s .  When t h e  cho ice  of ( a )  o r  (b)  
can be s p e c i f i e d  by a  s u p e r v i s o r y  program t h a t  h a s  knowledge of t h e  
p e n a l t y  f o r  f a i l u r e  i n  recovery,  t h e  above TSS t y p e  of o p e r a t i o n  may be 
q u i t e  e f f i c i e n t  . 
4 .  Time-Phased P r o c e s s i n g  
An a l t e r n a t i v e  t o  t h e  TSS mode of o p e r a t i o n  d e s c r i b e d  above 
t h a t  invo lves  q u i t e  s i m i l a r  n o t i o n s  is  a s  f o l l o w s .  Assuming a  system 
c o n t a i n i n g  s e v e r a l  independent p r o c e s s o r s  t h a t  can communicate w i t h  a  
common program s t o r a g e  a r e a ,  we can aga in  a s s i g n  t h e  same program t o  
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more t h a n  one p rocessor ,  e i t h e r  i n  a  s imul taneous  mode of execu t ion  o r  
i n  such a  f a s h i o n  t h a t  t h e  p r o c e s s o r s  a r e  involved i n  execu t ing  v e r s i o n s  
of t h e  program t h a t  a r e  s l i g h t l y  d i s p l a c e d  i n  t i m e .  The p r i c e  paid  f o r  
t h i s  s o r t  of o p e r a t i o n  is f a i r l y  h i g h .  I n  t h e  f i r s t  p lace ,  each v e r s i o n  
of t h e  program r e q u i r e s  i ts  own s e p a r a t e  d a t a - s t o r a g e  a r e a ,  s o  t h a t  
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I n  t h i s  case ,  s imul taneous  may n o t  be q u i t e  t h e  a c c u r a t e  t e rm.  I f  
d i f f e r e n t  p r o c e s s o r s  need a c c e s s  t o  b locks  of memory t h a t  s h a r e  t h e  
same a c c e s s  c i r c u i t r y ,  i t  w i l l  be n e c e s s a r y  t o  honor f e t c h  and s t o r e  
commands on an i n t e r l e a v e d  b a s i s .  
t h e r e  is a  c o n s i d e r a b l e  (and w a s t e f u l )  redundancy i n  recorded  i n f  orma- 
t i o n .  Second, t h e  use  of a  common r e - e n t r a n t  program a r e a  f o r  a l l  
p a r t i c i p a t i n g  p r o c e s s o r s  exposes  t h i s  p o r t i o n  of code t o  p o s s i b l e  
c l o b b e r i n g  by any of t h e  p r o c e s s o r s  having a c c e s s  t o  i t .  T h i s  means 
t h a t  it would probably  be n e c e s s a r y  t o  e i t h e r  s t o r e  program i n  a  
p r o t e c t e d - w r i t e  ( o r  NDRO) s t o r e  o r  t o  r e p l i c a t e  program-binary f o r  each  
p r o c e s s o r  u s e d .  The l a t t e r  d e c i s i o n  would r e p r e s e n t  t h e  complete  dup- 
1 i c a t  ion  of program-processor f u n c t i o n s .  
The advantage of  t h e  m u l t i p r o c e s s o r  e x e c u t i o n  of a  working 
program is t h a t  t h e  appearance of a  f a u l t  i n  one p r o c e s s o r  need n o t  
h i n d e r  t h e  con t inued  e x e c u t i o n  i n  a  companion p r o c e s s o r .  I f  we con- 
s i d e r  t h e  p o s s i b l e  e f f e c t s  of a  v e r y  "global ,"  o r  widespread,  t r a n s i e n t  
c o n d i t i o n ,  i t  appears  e s s e n t i a l  t o  have arranged t h e  t i m i n g  of t h e  exe-  
c u t i o n  of t h e  s e v e r a l  v e r s i o n s  of t h e  source  program t o  be s u f f i c i e n t l y  
f a r  a p a r t  i n  t ime  s o  t h a t  t h e  d u r a t i o n  of one such t r a n s i e n t  s i t u a t i o n  
w i l l  n o t  span t h e  i n t e r v a l  of d e l a y  between cor respond ing  i n s t r u c t i o n s  
i n  t h e  f i r s t  and l a s t  v e r s i o n s  of t h e  program i n  p r o c e s s .  With t h e  
l a t t e r  r e s t r i c t i o n ,  t h e  recovery  p r o c e s s  c o n s i s t s  of two k i n d s  of  
g e n e r a l  p rocedure .  F i r s t ,  i f  t h e  f a u l t  is  d e t e c t e d  and l o c a l i z e d  t o  
one p a r t i c u l a r  p rocessor ,  program e x e c u t i o n  on t h e  d e f e c t i v e  u n i t  can 
be d i s c o n t i n u e d  ; o r ,  w h i l e  o t h e r  p r o c e s s o r s  c o n t i n u e  r e a l - t i m e  e x e c u t i o n  
of t h e  program, r e c o n f i g u r a t i o n  programs can s e l e c t  a  replacement  
p r o c e s s o r  and a s s o c i a t e d  memory b l o c k .  Fol lowing t h i s ,  t h e  new processor  
can  r e l o a d  memory from a  p r e v i o u s  dump of one of t h e  o t h e r  o p e r a t i v e  
p r o c e s s o r s  and c o n t i n u e  t o  run ,  a l b e i t  a t  a  somewhat de layed  p o i n t  i n  
program e x e c u t i o n .  A second a l t e r n a t i v e  a p p r o p r i a t e  t o  t h e  "massive" 
t r a n s i e n t  c o n d i t i o n  t h a t  d e s t r o y s  t h e  c o n t e n t s  of a l l  v o l i t i v e  r e g i s t e r s  
would be t h e  i n t e r r u p t i o n  o f  a l l  program e x e c u t i o n  w h i l e  t h e  "slower" 
p r o c e s s o r s  r e c o n s t r u c t e d  t h e  c o r r e c t  s t a t e  of t h e  computat ion by exami- 
. n a t i o n  of  t h e  s t a t e  of t h e  " f a s t e r "  p r o c e s s o r  d a t a  a r e a s .  The l a t t e r  
type  of r e c o v e r y  mechanism c a n  be  v e r y  f a s t ,  i f  t h e  c o n t e n t s  of t h e  
i n d i v i d u a l  program c o u n t e r s  a r e  a l s o  p rese rved  i n  c o r e .  A d i s a d v a n t a g e  
of  t h e  s e v e r a l  p o s s i b l e  v e r s i o n s  of t h e  above scheme is t h a t  t h e  amount 
of t o t a l  hardware redundancy r e q u i r e d  is  q u i t e  l a r g e  f o r  t h e  d e g r e e  of 
program p r o t e c t  ion  s e c u r e d .  
5 .  Back t rack ing  Methods 
An a t t r a c t i v e  and q u i t e  f l e x i b l e  scheme f o r  e f f e c t i n g  r o l l -  
back and recovery  of a  p r i o r  s t a t e  of a  computat ion can  be based on t h e  
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n o n d e t e r m i n i s t i c  programming t e c h n i q u e  r e p o r t e d  by F loyd .  I n  h i s  paper  
Floyd d e s c r i b e s  a  s e t  of p u r e l y  mechanical  r u l e s  by which one can  a u t o -  
m a t i c a l l y  p r e s e r v e  t h e  n e c e s s a r y  i n f o r m a t i o n  (and compi le  t h e  n e c e s s a r y  
i n s t r u c t i o n s )  t o  move backward a s  w e l l  a s  forward i n  e x e c u t i o n  of t h e  
s o u r c e  program. Although t h e s e  r u l e s  were s p e c i f i c a l l y  developed t o  a i d  
i n  t h e  mechan iza t ion  and v i s u a l i z a t i o n  of t r e e  s e a r c h i n g  programs, t h e  
methods involved a r e  g e n e r a l l y  a p p l i c a b l e  t o  any program t h a t  i s  exe-  
c u t e d  on a  s e r i a l  p r o c e s s o r .  
To unders tand  t h e  i d e a s  involved,  it i s  h e l p f u l  t o  imagine 
t h a t  t h e  program t o  be executed is  r e p r e s e n t e d  by a  d e t a i l e d  f low c h a r t  
of  t h e  f a m i l i a r  type  i n  which independent  e l ementa ry  program segments 
a r e  d e p i c t e d  a s  boxes connected by arrows showing t h e  sequence of execu-  
t i o n .  Using t h i s  s t a n d a r d  p i c t o r i a l  r e p r e s e n t a t  ion ,  i t  is  p o s s i b l e  t o  
d e s c r i b e  e s s e n t i a l l y  any program w i t h o u t  u s i n g  more t h a n  about a  dozen 
d i f f e r e n t  k i n d s  of boxes o r  f  low-char t  j u n c t i o n s .  T y p i c a l  boxes may 
c o n t a i n  such  i n s t r u c t i o n s  a s  s e t  coun t  = count  + 1, c a l l  s u b r o u t i n e  A, 
x  .- f  ( y ) ,  r e a d  z ,  t e s t  Boolean f l a g ,  s t a r t ,  and f i n i s h .  Flow-chart  
j u n c t i o n s  i n c l u d e  u n c o n d i t i o n a l  branches ,  c o n d i t i o n a l  branches ,  and 
p o i n t s  of conf luence  of two o r  more program sequences .  
For  each box o r  j u n c t i o n  used,  i t  is  p o s s i b l e  t o  d e c i d e  i n  
advance e x a c t l y  what in fo rmat ion  must be saved i n  o r d e r  ( i f  d e s i r e d )  
t o  r e v e r s e  t h e  e f f e c t s  of t h e  program s t e p  i n  q u e s t i o n .  To g i v e  some 
examples, a  f u n c t i o n  c a l l  such a s  x  e- f ( y )  r e q u i r e s  t h a t  t h e  v a l u e  of  x  
p r i o r  t o  i t s  replacement  by f  (y)  be s t o r e d  i n  a  l o c a t i o n  where it c a n  
be recovered  i f  t h e  e f f e c t s  of x  +- f ( y )  need t o  be r e v e r s e d .  On en- 
c o u n t e r i n g  a  conf luence  p o i n t  where s e v e r a l  program sequences  r e j o i n ,  
a  number ( p o i n t e r )  must be s t o r e d  t h a t  t e l l s  which program sequence 
was b e i n g  execu ted  a t  t h e  t ime  of a r r i v a l  a t  t h e  j u n c t i o n .  A c o n d i t i o n a l  
branch,  on t h e  o t h e r  hand, c a u s e s  no l o s s  of d a t a  and r e q u i r e s  no back- 
t r a c k i n g  i n f o r m a t i o n  t o  be s t o r e d .  I t  is conven ien t  t o  p l a c e  t h e  accu- 
mula t ion  of in fo rmat ion  r e q u i r e d  f o r  b a c k t r a c k i n g  i n  one o r  more push- 
down s t a c k s ,  where it can  be  recovered  i n  a  l a s t - i n - f i r s t - o u t  manner. 
F o r  e a c h  box o r  j u n c t i o n  one may a l s o  ( a c c o r d i n g  t o  t h e  r u l e s  
l a i d  o u t  by Floyd)  g e n e r a t e  t h o s e  " inverse"  program s t e p s  n e c e s s a r y  t o  
r e c o v e r  t h e  s t o r e d  b a c k t r a c k  in fo rmat ion  and u s e  it t o  s t e p  backward 
th rough  t h e  program. Sometimes recovery  of in fo rmat ion  w i l l  be  un- 
n e c e s s a r y .  A d i r e c t  program s t e p  of t h e  t y p e  n  +- n  + 1 may i n  t h e  i n -  
v e r s e  program be rep laced  by n  +- n  - 1. The n e t  r e s u l t  of t h e s e  
mechanical  c o m p i l a t i o n  r u l e s  is  t h e  p roduc t ion  of a  program t h a t  may 
l i t e r a l l y  be  run  forward o r  backward i n  t i m e .  
Use of t h e  above t e c h n i q u e s  i n  c o m p i l a t i o n  and e x e c u t i o n  of  
working programs could  o f f e r  a  h i g h  d e g r e e  of f l e x i b i l i t y  i n  d e v i s i n g  
r o l l - b a c k  and recovery  schemes, w i t h o u t  paying a  cor respond ing  h i g h  
p r i c e  i n  hardware redundancy o r  speed of e x e c u t i o n .  In  w r i t i n g  t h e  
working program, t h e  programmer h a s  t h e  o p t i o n  of u s i n g  a  mix tu re  of 
f a u l t  d e t e c t i o n  methods.  He may r e l y  on t h e  g e n e r a t i o n  of i n t e r r u p t s  
from hardware c o n s i s t e n c y  checks  on t h e  c o n t e n t s  of r e g i s t e r s  and d a t a  
b u s s e s  t o  e f f e c t  branching t o  t h e  i n v e r s e  program t h a t  does  t h e  r o l l -  
back.  He may a l s o  i n s e r t  check ing  f e a t u r e s  of h i s  own i n v e n t i o n  a t  
any p o i n t  i n  t h e  program. A t y p i c a l  check of t h e  l a t t e r  k ind might be 
t o  f o l l o w  a  c a l l  of a  f u n c t i o n  o r  s u b r o u t i n e  w i t h  a  c a l c u l a t i o n  of t h e  
i n v e r s e  f u n c t i o n  and a  comparison of t h e  r e s u l t  w i t h  t h e  o r i g i n a l  argu-  
m e n t ( ~ ) .  The e x t e n t  of r o l l - b a c k  from each  check p o i n t  and t h e  number 
of t imes  r o l l - b a c k  would be a t tempted from t h e  same p o i n t  may a l s o  be 
s p e c i f i e d  i n  t h e  s o u r c e  program. T h i s  c o n t r o l  can  be  ob ta ined  by r e -  
c o r d i n g  a  s m a l l  amount of in fo rmat ion  on each e x i t  t o  t h e  i n v e r s e  p ro -  
gram and a t  each  r e e n t r y  t o  t h e  main program. The programmer may wish 
t o  h a n d l e  t h i s  i n  h i s  own way, b u t  a  u s e f u l  p a i r  of numbers t o  s t o r e  on 
b ranch ing  o u t  of t h e  main program a r e  t h e  number of t imes  e x i t  h a s  been 
made a t  t h i s  p o i n t  and t h e  a d d r e s s  of t h e  p o i n t  of l a s t  r e e n t r y  t o  t h e  
main program. Using t e s t s  on t h e s e  q u a n t i t i e s  a t  each check p o i n t ,  one 
may, f o r  i n s t a n c e ,  d e c i d e  whether  t h e  program i s  l o o p i n g  i n  an a t t e m p t  
t o  r e c o v e r  o r  whether  r o l l - b a c k  h a s  proceeded s o  f a r  t h a t  some o t h e r  
a c t i o n  should  be t aken ,  such  a s  r e l o a d i n g  from a  p r e v i o u s  dump. 
Recovery schemes based on t e c h n i q u e s  s i m i l a r  t o  t h o s e  j u s t  
d e s c r i b e d  appear  q u i t e  a t t r a c t i v e ,  e s p e c i a l l y  i f  used i n  c o n j u n c t i o n  
w i t h  s i m p l e r  p r o t e c t i o n s  l i k e  p r o g r a m - i n i t i a t e d  dumps (when t h e  t i m e  
can be a f f o r d e d ) .  One p r e c a u t i o n  t h a t  should  be observed i n  programming 
F l o y d - l i k e  a l g o r i t h m s  is t o  make s u r e  t h a t  t o o  much back- t rack informa-  
t i o n  d o e s  n o t  accumula te .  Some program t y p e s  could  g e n e r a t e  q u i t e  l a r g e  
s t a c k s  o f  p r i o r  v a l u e s  of program v a r i a b l e s .  F o r  t h i s  r eason  i t  may be 
n e c e s s a r y  t o  i n c l u d e  i n  t h e  working programs some "housekeeping" p ro -  
c e d u r e s  t h a t  g e t  r i d  of o l d  s t a c k  in fo rmat ion  t h a t  was s t o r e d  b e f o r e  
some s a f e l y  remote p o i n t  i n  t h e  e a r l i e r  e x e c u t i o n  of t h e  program. 
F .  Summary and Conc lus ions  
T h i s  c h a p t e r  h a s  been p r i m a r i l y  concerned w i t h  t h e  t y p e s  of programs 
and programming p o l i c i e s  needed t o  e n s u r e  r e l i a b l e  computer performance.  
However, t h e  s o f t w a r e  t e c h n i q u e s  t h a t  appear  d e s i r a b l e  f o r  t h i s  purpose  
depend on a  number of machine d e s i g n  f e a t u r e s  t h a t  c a l l  f o r  s p e c i a l  
hardware t r e a t m e n t .  Consequent ly ,  program d e s i g n  and hardware d e s i g n  
a r e  n o t  r e a d i l y  s e p a r a b l e  t o p i c s .  An e f f e c t i v e  sys tem of programming 
f o r  r e l i a b i l i t y  must be a b l e  t o  p rov ide  t h r e e  c a p a b i l i t i e s :  r a p i d  d e -  
t e c t i o n  of e r r o r  c o n d i t i o n s ,  p r e s e r v a t i o n  o r  r e s t o r a t i o n  of  v i t a l  d a t a ,  
and means f o r  r e c o n s t r u c t i n g  a  c o r r e c t  s t a t e  of t h e  sys tem from which 
e x e c u t i o n  of programs can be resumed. Some g e n e r a l  c o n c l u s i o n s  on e a c h  
of t h e s e  requ i rements  a r e  b r i e f l y  a s  f o l l o ~ v s .  
Rapid e r r o r  d e t e c t i o n  is a c h i e v a b l e  th rough  t h e  u s e  of s p e c i a l  
hardware t h a t  c a r r i e s  o u t  c o n s i s t e n c y  checks  on d a t a  r e s i d i n g  i n  
r e g i s t e r s  o r  t r a n s m i t t e d  over  d a t a  b u s s e s .  Such checks  could  c o n s i s t  
of cycle-by-cycle  compar isons  of t h e  s t a t e  of two i d e n t i c a l  p r o c e s s o r s  
e x e c u t i n g  i d e n t i c a l  programs, bu t  a  more economical  a l t e r n a t i v e  can  be  
based on t h e  redundan t  cod ing  of a l l  in fo rmat ion  ( d a t a ,  addresses ,  i n -  
s t r u c  t i o n s )  . Hardware checks  then  invo lve  d e t e r m i n i n g  whether  words i n  
t h e  machine d a t a  r e p r e s e n t a t i o n  a r e  l e g a l  members of a  code s e t .  
Hardware d e t e c t i o n  of some t r a n s i e n t  e r r o r  cond i t i ons  ( e  .g . , power 
supply surges)  i s  a l s o  p o s s i b l e .  The programmer can use t h e  warning 
generated by t r a n s i e n t  d e t e c t o r s  t o  "capture" t h e  s t a t e  of t h e  program 
and preserve  it in  a  transient-immune memory. 
Preserva t ion  of programs and da ta  r e q u i r e s  very c a r e f u l  t rea tment ,  
because of t h e  p o s s i b i l i t y  of e r r o r s  ( e .g .  t he se  t h a t  escape d e t e c t i o n  
by hardware checks) propagat ing f o r  a  r e l a t i v e l y  long time before  d i s -  
covery. Redundant programming techniques t h a t  t r a d e  time f o r  repea ted  
execut ion of code can he lp  prevent  propagat ion of t r a n s i e n t  e r r o r s .  
Program cons is tency  checks can a l s o  i d e n t i f y  some cases  where t h e  pro- 
gram i s  genera t ing  f a l s e  r e s u l t s .  From t h e  hardware s tandpoin t ,  s e v e r a l  
requirements seem imperat ive.  F i r s t ,  we need t o  a s su re  t h a t  program 
code and da ta  r e s id ing  pas s ive ly  i n  random acces s  ( co re )  memory a r e  
immune from t r a n s i e n t  d i s tu rbances .  Second, i t  i s  d e s i r a b l e  t o  compile 
a l l  programs i n  r e - en t r an t  ( read-only)  code, and t o  l o c a t e  t h i s  code 
i n  read-only s to rage ,  This  might be accomplished by providing means 
t o  d i s a b l e  w r i t e  c i r c u i t r y  i n  segments of memory assigned t o  program 
s to rage .  Third, s p e c i a l  a t t e n t i o n  should be given t o  providing u l t r a -  
r e l i a b l e  ope ra t i on  i n  program counters  and i n  memory information b u f f e r  
r e g i s t e r s .  F a i l u r e s  i n  t he se  devices  produce two types  of e r r o r s  t h a t  
may no t  be discovered f o r  some time, t h a t  is, "wild" program jumps and 
i n c o r r e c t  da ta  r e s t o r e s .  F ina l ly ,  bulk NDRO s to rage  of t he  tape  o r  
drum type is probably r equ i r ed  t o  s t o r e  backup copies  of programs, data ,  
and t h e  r e s u l t s  of p e r i o d i c  dumps of cu r r en t  machine con f igu ra t i on  t h a t  
may occas iona l ly  be needed t o  r e s t a r t  t h e  system. The da ta  t r a n s f e r  
channels from NDRO memory t o  core  need some form of e r ro r - co r r ec t i ng  
encoding t o  p r o t e c t  a g a i n s t  re loading  e r r o r s .  
Procedures f o r  e f f e c t i n g  recovery from an e r r o r  condi t ion  a r e  a l l  
based on s t r a t e g i e s  t h a t  p reserve  information about t he  machine s t a t e  
con f igu ra t i on  a t  c e r t a i n  check p o i n t s .  Schemes vary i n  complexity, de-  
pending on t h e  degree of urgency involved i n  r e s t a r t i n g  t h e  program a t  
a  po in t  very  near  i n  rea l - t ime  t o  i t s  de tec ted  f a i l u r e .  The s imp le s t  
method is  t o  p e r i o d i c a l l y  dump t h e  con ten t s  of memory and a l l  machine 
r e g i s t e r s  o n t o  a  backup s t o r a g e  d e v i c e .  More a g i l e  methods i n v o l v e  
e i t h e r  c o n c u r r e n t  e x e c u t i o n  of t h e  same program on more t h a n  one 
p r o c e s s o r  o r  a  s i m u l a t i o n  of t h i s  p r o c e s s  by a  t ime-shar ing  mode of 
e x e c u t i o n  of i d e n t i c a l  programs. A v e r y  e l e g a n t  scheme t h a t  mechanizes  
t h e  d e t a i l s  of program r o l l - b a c k  can be based on t h e  n o n d e t e r m i n i s t i c  
programming methods of Floyd ( e x p l a i n e d  more f u l l y  i n  t h e  p reced ing  
s e c t i o n )  . 
G .  Suggested Topics  f o r  F u t u r e  Research 
Our p r e s e n t  s t u d y  h a s  r e v e a l e d  a  number of a r e a s  t h a t  should  re- 
c e i v e  f u r t h e r  a t t e n t i o n  because  of t h e i r  a n t i c i p a t e d  v a l u e  o r  n e c e s s i t y  
t o  an  u l t r a r e l i a b l e  m u l t i p r o c e s s o r  sys tem.  Some of t h e s e  a r e  l i s t e d  
below, t o g e t h e r  w i t h  b r i e f  e x p l a n a t  i o n s .  Sof tware  problems a r e  mentioned 
f i r s t ,  fo l lowed  by some r e l a t e d  hardware r e q u i r e m e n t s .  
1. High-Level Language Des ign .  I t  seems impor tan t  t o  
d e v i s e  a  h i g h - l e v e l  programming language a p p r o p r i a t e  
t o  m u l t i p r o c e s s o r  sys tems and c o n t a i n i n g  f e a t u r e s  
t h a t  permit  macroexpansions i n s t e a d  of s u b r o u t i n e  
c a l l s  (when d e s i r e d ) ,  r e - e n t r a n t  ( read-only)  code, 
e a s y  program segmentat  ion,  and s e l f  -documentation.  
Execu t ive  Program Design.  More s t u d y  of how t o  
manage s u p e r v i s o r y  programs is r e q u i r e d .  In  par-  
t i c u l a r ,  programs such a s  t h o s e  involved i n  r e -  
c o n f i g u r a t i o n  must be f o o l p r o o f  and y e t  r e t a i n  
a c c e s s  t o  p r i v i l e g e d  p o r t i o n s  of memory from which 
o r d i n a r y  working programs would be " locked-out ."  
The p o s s i b i l i t y  t h a t  some e x e c u t i v e  program func-  
t i o n s  should  be implemented w i t h  "wired-in" l o g i c  
shou ld  be g i v e n  c o n s i d e r a t i o n .  
3 .  Algor i thm Des ign .  Some though t  should  be g iven  t o  
t h e  q u e s t i o n  of implementing needed " i n t r i n s i c "  
f u n c t i o n s  w i t h  a l g o r i t h m s  t h a t  a r e  e r r o r  t o l e r a n t .  
For  example, t h e  u s u a l  i t e r a t i v e  p rocess  f o r  
square - roo t  e x t r a c t i o n  w i l l  e v e n t u a l l y  converge even 
when t r a n s i e n t  e r r o r s  occur  i n  t h e  p a r t i a l  r e s u l t s .  
S i m i l a r  o p p o r t u n i t i e s  t o  u s e  e i t h e r  i t e r a t i v e  o r  
table- look-up a l g o r i t h m s  e x i s t  f o r  o t h e r  f r e q u e n t l y  
used f u n c t i o n s .  Some of t h e s e  'methods could  have a  
h i g h  d e g r e e  of b u i l t - i n  e r r o r  immunity. 
4 .  Redundant Coding Schemes. More i n v e s t i g a t i o n  is 
i n d i c a t e d  toward redundant  coding methods t h a t  pro-  
v i d e  e r r o r  d e t e c t i o n  ( f o r  f a u l t  d i s c o v e r y )  and e r r o r  
c o r r e c t i o n  f o r  bu lk  d a t a  t r a n s f e r .  P a r t i c u l a r l y  i m -  
p o r t a n t  a r e  d a t a  r e p r e s e n t a t i o n s  t h a t  p r e s e r v e  t h e  
code under t h e  u s u a l  a r i t h m e t i c  o p e r a t i o n s  of add, 
m u l t i p l y ,  and d i v i d e .  Also  of importance would be 
v a r i a b l e  l e n g t h  coding schemes t h a t  might permit  r e -  
l i a b l e  character-mode o r  bit-mode o p e r a t i o n s  wi thou t  
r e q u i r i n g  a  f u l l  word of s t o r a g e  f o r  t h e  operands .  
Codes of the  l a t t e r  t y p e  may be a  n e c e s s i t y  i n  inpu t /  
o u t p u t  d a t a  c h a n n e l s .  
5 .  Machine Language I n s t r u c t i o n s .  I t  is  q u i t e  important  
t o  s e l e c t  a  good s e t  of machine language i n s t r u c t i o n s  
t h a t  w i l l  be compat ible  w i t h  redundant coding of d a t a  
a d d r e s s e s  and i n s t r u c t i o n s .  A good c h o i c e  of pro- 
gramming t e c h n i q u e s  a t  t h i s  l e v e l  w i l l  c o n t r i b u t e  t o  
b e t t e r  f a u l t  d e t e c t i o n  and d i a g n o s i s  and l e a d  t o  s i m -  
p l i f  i ed  hardward d e s i g n .  Such machine i n s t r u c t i o n s  
should p robab ly  be k e p t  t o  a  minimum i n  number and be 
t a i l o r e d  t o  o p e r a t e  on a  r i g i d l y  s p e c i f i e d  word f o r m a t .  
6 .  Management of Program Outpu ts .  During t h e  e x e c u t i o n  
of a  program, c e r t a i n  o u t p u t  f u n c t i o n s  such a s  t h e  
i n i t i a t i o n  of v e h i c l e  maneuvers may o c c u r .  I f  such 
e v e n t s  a r e  i r r e v e r s i b l e ,  i t  might be d i f f i c u l t  o r  i m -  
p o s s i b l e  t o  r e c a p t u r e  an e a r l i e r  s t a t e  of t h e  program 
from which t o  r e c o v e r  from a  f a u l t  c o n d i t i o n .  One 
programming e x p e d i e n t  would be t o  r e c o r d  i n i t i a t i o n  
of  a l l  o u t p u t  f u n c t i o n s  j u s t  b e f o r e  t h e i r  execu t ion ,  
s o  t h a t  t h e  r e s t a r t e d  program w i l l  "know" t h a t  t h e  
o u t p u t  h a s  o c c u r r e d .  T h i s  i s  not  a  foo lp roof  d e v i c e ,  
however, and m0r.e s t u d y  i s  needed t o  d e t e r m i n e  good 
ways of h a n d l i n g  t h i s  problem. 
NDRO Memory O r g a n i z a t i o n .  C e r t a i n  a r e a s  of d a t a  and 
program s t o r a g e  a r e  p a r t i c u l a r l y  s e n s i t i v e  t o  p o s s i b l e  
l o s s  of i n f o r m a t i o n  through t r a n s i e n t s  o r  a c c i d e n t a l  
d e s t r u c t i v e  r e a d  o p e r a t i o n s .  More though t  should  be 
g i v e n  t o  t h e  d i f f e r e n t  ways i n  which NDRO backup 
s t o r a g e  and NDRO random a c c e s s  s t o r a g e  can c o n t r i b u t e  
t o  r e l i a b l e  program e x e c u t i o n .  In  p a r t i c u l a r ,  what 
t y p e s  of  backup memory ( t a p e ,  drum, e t c . )  a r e  e ssen-  
t i a l ?  Would a  s m a l l  b u t  ex t remely  r e l i a b l e  p r o t e c t e d  
memory be v a l u a b l e  i n  r ecovery  t echn iques?  
8 .  T r a n s i e n t  D e t e c t o r s .  What is  t h e  b e s t  way t o  hand le  
recovery  from a  g l o b a l  t r a n s i e n t  c o n d i t i o n ?  Hardware 
implementa t ion of t r a n s i e n t  d e t e c t i o n  on some o r  a l l  
d a t a  c h a n n e l s  may be f a s t e r  and more r e l i a b l e  than  
a t t e m p t s  t o  r e l y  on c o n s i s t e n c y  check ing .  
During t h e  n e x t  phase  of e f f o r t  i t  is  sugges ted  t h a t  i t e m s  2, 5, 
and 6 above r e c e i v e  p r i o r i t y .  I t e m  6  i s  a  c r i t i c a l  problem t h a t  h a s  
n o t  y e t  been examined i n  d e t a i l .  I tems 2 and 5 r e p r e s e n t  b a s i c  pro- 
gramming requ i rements  t h a t  have a  s t r o n g  i n f l u e n c e  on t h e  d e s i g n  of a l l  
sys tem s o f t w a r e  . 
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V I  TESTING AND DIAGNOSIS OF NETWORKS I N  A RECONFIGURABLE PROCESSOR 
A .  I n t r o d u c t i o n  
I n  t h e  p r e v i o u s  s c i e n t i f i c  r e p o r t s  i t  was concluded t h a t  a  m u l t i -  
p r o c e s s o r  o r g a n i z a t i o n  t h a t  pe rmi t s  f l e x i b l e  i n t e r c o n n e c t i o n  of memories 
and p r o c e s s o r s  provided an a t t r a c t i v e  framework f o r  t h e  implementat ion 
of r e c o n f i g u r a t i o n  a t  a  h i g h  system l e v e l .  I t  was a l s o  concluded t h a t  
t h e  r e a l i z a t i o n  of t h e  memories and p r o c e s s o r s  a s  an i t e r a t i v e  a r r a y  
of i d e n t i c a l  b y t e  s l i c e s ,  w i t h  t h e  p r o v i s i o n  f o r  redundant b y t e  s l i c e s ,  
provided an a t t r a c t i v e  framework f o r  t h e  implementation of r e c o n f i g u r a -  
t i o n  a t  a lower system l e v e l .  The l a t t e r  conc lus ion  i s  based upon t h e  
s i m p l i c i t y  of t h e  commutation networks t h a t  can r e a l i z e  t h e  i n t e r c o n -  
n e c t i o n  f u n c t i o n  and a l s o  upon our  demonstra ted f e a s i b i l i t y  of t h e  
r e a l i z a t i o n  of a  p r o c e s s o r  a s  a  b y t e - s l i c e d  a r r a y .  Before  a  r e c o n f i g u -  
r a t i o n  program can  be implemented, once a  f a i l u r e  has  been d e t e c t e d ,  it  
is  n e c e s s a r y  t o  d iagnose  t h e  p r o c e s s o r s  t o  l o c a t e  t h e  f a u l t y  s l i c e ( s ) .  
I t  is  shown i n  S e c .  V I - B  t h a t  t h e  d i a g n o s i s  i s  q u i t e  s imple  t o  e x e c u t e .  
I n  S e c .  VI-C w e  t r e a t  t h e  problem o f  t e s t i n g  t h e  commutation networks, 
t h e  o p e r a t i o n  o f  which is c l e a r l y  impera t ive  i n  t h e  proposed o r g a n i z a t i o n .  
T e s t i n g  and Diagnos i s  of t h e  Byte -S l ice  Processor  
1. I n t r o d u c t i o n  
I n  an e a r l i e r  r e p o r t A  we proposed a  c e n t r a l  p r o c e s s o r  o r g a n i z a -  
t i o n  f o r  u l t r a r e l i a b l e  computers t h a t  c o n s i s t s  of a  one-dimensional c a s -  
cade  of i d e n t i c a l  modules, o r  c e l l s ,  each of which c o n t a i n s  i n  t u r n  a  
modest amount of s torage--f rom one b i t  t o  s e v e r a l  b i t s  ( a  byte)--and 
- 
l o g i c .  F a c i l i t y  is a l s o  provided i n  t h i s  b y t e - s l i c e  p rocessor  f o r  by- 
p a s s i n g  any c e l l  t h a t  i s  known t o  be d e f e c t i v e ,  s o  t h a t  t h e  p r o c e s s o r  
may c o n t i n u e  t o  o p e r a t e  a s  it  d i d  o r i g i n a l l y ,  w i t h  on ly  a  s l i g h t  l o s s  
i n  accuracy  ( o r  no l o s s ,  i f  redundant  b y t e s  were provided o r i g i n a l l y ) .  
There  remains  t h e  problem of t e s t i n g  t h i s  t y p e  of p r o c e s s o r  
w i t h  a sequence of test s i g n a l s ,  o r  tes t  schedule ,  app l ied  t o  i t s  
e x t e r n a l  t e r m i n a l s ,  t o  de te rmine  whether  o r  n o t  i t  is f r e e  of d e f e c t s ,  
and t o  l o c a t e  t h e  o f f e n s i v e  c e l l s  i f  d e f e c t s  a r e  found t o  be p r e s e n t .  
In  t h i s  c h a p t e r  we d e s c r i b e  how t o  d e s i g n  such  a  t e s t  schedu le  f o r  t h e  
b y t e - s l i c e  p r o c e s s o r ,  e s s e n t i a l l y  a s  o r i g i n a l l y  p roposed- -ac tua l ly  one 
t h a t  is  s l i g h t l y  more g e n e r a l  i n  i t s  a r i t h m e t i c  c a p a b i l i t i e s  and i t s  
o r d e r  code .  When t h e  t y p i c a l  c e l l  i s  a  s t i l l  more g e n e r a l  t y p e  of  s e -  
q u e n t i a l  c i r c u i t ,  no r e a l l y  good t e c h n i q u e s  a r e  p r e s e n t l y  a v a i l a b l e ,  
b u t  f o r  t h i s  c a s e  an improvement i s  o f f e r e d  t o  t h e  b e s t  known t e c h n i q u e .  
2 .  I n i t i a l  S i m p l i f i c a t i o n  of t h e  T e s t i n g  Problem 
A b lock  diagram of t h e  t y p i c a l  c e l l  was included i n  F i g .  111-16 
of t h e  e a r l i e r  r e p o r t ; '  it i s  r e p e a t e d  h e r e ,  w i t h  a  few minor changes,  
i n  F i g .  V I - 1 .  Note t h a t  t h i s  c e l l  c o n t a i n s  f o r  s t o r a g e  a  m u l t i d i g i t  B 
r e g i s t e r  and a  s i n g l e - d i g i t  A r e g i s t e r ,  where a  " d i g i t t '  may be a  b i t  o r  
a  b y t e .  The l o g i c  is con ta ined  i n  t h r e e  b locks  : ( a )  an a d d r e s s  decoder  
AD'  f o r  s e l e c t i n g  a  p a r t i c u l a r  d i g i t  of t h e  B r e g i s t e r ;  (b)  a  command 
decoder  CD, f o r  s e t t i n g  up t h e  i n t r a c e l l  and i n t e r c e l l  c o n n e c t i o n s  and 
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t h e  mode of  t h e  a r i t h m e t i c  u n i t ;  and ( c )  t h e  a r i t h m e t i c  u n i t  AU i t s e l f ,  
which is  an expanded v e r s i o n  of a  f u l l  b i n a r y  a d d e r .  The c e l l  a d d r e s s  
i n p u t  X and command i n p u t  M, which a r e  m u l t i l i n e  b u s s e s  common t o  a l l  
c e l l s  i n  t h e  cascade ,  d r i v e  t h e  d e c o d e r s  AD and CD, r e s p e c t i v e l y .  Each 
c e l l  a l s o  h a s  inpu t -ou tpu t  d a t a  p a i r s  ( r ,  R) and (1,  L) connec t ing  t o  
t h e  r i g h t - n e i g h b o r i n g  c e l l  and t h e  l e f  t -ne ighbor ing  c e l l ,  r e s p e c t i v e l y ,  
and an e x t e r n a l  d a t a  p a i r  ( e ,  E ) .  These p a i r e d  c o n n e c t i o n s  may be 
s i n g l e  o r  m u l t i p l e  l i n e s .  The s w i t c h i n g  b lock  S performs no s i g n a l  
t r a n s f o r m a t i o n  l o g i c ,  b u t  behaves on ly  a s  a  communications s w i t c h  f o r  
permuting t h e  v a r i o u s  d a t a  p a t h s  w i t h i n  t h e  c e l l .  F i n a l l y ,  each c e l l  
h a s  a  unique "bypass" s i g n a l  i n p u t  By f o r  s w i t c h i n g  t h e  c e l l  t o  a  by- 
- 
p a s s  mode, i n  which t h e  i n p u t  -output  connect  i o n s  
a r e  e s t a b l i s h e d  and t h e  rest of t h e  c e l l ' s  l o g i c  and s t o r a g e  a r e  com- 
p l e t e l y  and r e l i a b l y  d i sconnec ted  from t h e s e  l i n e s .  
The f o l l o w i n g  r e a s o n a b l e  assumpt ions  w i l l  now be made r e -  
g a r d i n g  t h e  mode of  o p e r a t i o n  of  t h e  t y p i c a l  c e l l  c i r c u i t r y .  
(1 )  The c e l l  o p e r a t e s  synchronously;  t h a t  is, t h e  
f l i p  f l o p s  i n  B  and A ( b u t  n o t  t h e  c e l l  o u t -  
p u t s )  a r e  under t h e  c o n t r o l  of a  c l o c k .  
(2)  The l e f t -  and r i g h t - g o i n g  p a t h s  4  + R and 
r -+ L th rough  t h e  c e l l  a r e  n o t  coupled t o  one 
a n o t h e r ;  t h a t  is,  t h e  o u t p u t  L does  n o t  
l o g i c a l l y  depend upon 1, nor  R upon r .  ( I f  
t h i s  were  n o t  so ,  t h e n  c l o s e d  c i r c u i t  loops ,  
r e s u l t i n g  i n  unintended s t o r a g e ,  cou ld  be s e t  
up between a d j a c e n t  c e l l s  .) Also,  it is  
assumed t h a t  t h e  l e f t - g o i n g  and r i g h t - g o i n g  
p a t h s  a r e  never  used a t  t h e  same t ime by t h e  
same M-command . 
(3) The command r e p e r t o i r e  i n c l u d e s  commands f o r  
( a )  c l e a r i n g  t h e  A and B  r e g i s t e r s  ( a t  once 
o r  i n  s u c c e s s i o n ) ,  (b) w r i t i n g  i n t o  A from t h e  
e - inpu t ,  ( c )  r e a d i n g  from A t o  t h e  E-output, 
and (d )  moving d a t a  i n  bo th  d i r e c t i o n s  between 
t h e  A and B r e g i s t e r s .  ( I t  i s  d i f f i c u l t  t o  
imagine t h a t  a  set of u s a b l e  commands would 
n o t  c o n t a i n  t h e s e  e lementa ry  commands.) 
C e r t a i n  s i m p l i f i c a t i o n s  of t h e  network and t h e  a n t i c i p a t e d  
procedure  w i l l  now be made, w i t h  t h e  c l e a r  unders tand ing  t h a t  whatever  
r e s u l t s  a r e  ob ta ined  f o r  t h e  s i m p l i f i e d  c a s e  can be r e a d i l y  extended t o  
t h e  g e n e r a l  c a s e .  
F i r s t  of a l l ,  obse rve  t h a t  i f  a  t e s t  schedu le  is a v a i l a b l e  
f o r  d e t e c t i n g  t h e  p resence  of one o r  more f a u l t y  c e l l s  i n  t h e  a r r a y  ( t h e  
t e s t i n g  problem), t h e  d e f e c t i v e  c e l l  o r  c e l l s  may be r e a d i l y  l o c a t e d  
( t h e  d i a g n o s i s  problem) by e x e c u t i n g  t h e  same t e s t  schedu le  r e p e a t e d l y  
w i t h  some of t h e  c e l l s  i n  t h e  bypass  mode. For  example, a  s i n g l e  
f a u l t y  c e l l  i n  an N-ce l l  a r r a y  may be l o c a t e d  w i t h  ( l o g 2 ~ )  r e p e t i t i o n s  
of t h e  same f a u l t - d e t e c t i n g  t e s t  schedu le  by app ly ing  it t o  t h e  a r r a y ,  
f i r s t  w i t h  t h e  r ight-hand h a l f  of t h e  c e l l s  bypassed ( t o  de te rmine  which 
h a l f  c o n t a i n s  t h e  f a u l t y  c e l l ) ,  t h e n  w i t h  t h e  r ight-hand h a l f  of t h i s  
f a u l t y  h a l f  bypassed ( t o  de te rmine  t h e  f a u l t y  q u a r t e r ) ,  e t c . ,  u n t i l  t h e  
f a u l t y  c e l l  i s  determined p r e c i s e l y .  M u l t i p l e  f a u l t s  can be s i m i l a r l y  
l o c a t e d .  A c t u a l l y ,  of course ,  much of t h e  t e s t i n g  f o r  e r r o r  d e t e c t i o n  
w i l l  use o n l y  t h e  E-output of t h e  c e l l s ,  and n o t  t h e  L- o r  R-cascades, 
s o  t h a t  p a r t  of f a u l t  d i a g n o s i s  i s  achieved a u t o m a t i c a l l y  i n  t h e  course  
of f a u l t  d e t e c t  i o n .  
Second, n o t e  t h a t  t h e  v a r i o u s  s t a g e s  of t h e  B r e g i s t e r  occur  
symmet r ica l ly  and w i t h  no i n t e r n a l  connec t ions ,  s o  t h a t  i f  a  s a t i s f a c t o r y  
test  schedu le  can be d e r i v e d  f o r  t h e  a r r a y  t h a t  u s e s  on ly  a  s i n g l e  B- 
r e g i s t e r  a d d r e s s  on t h e  X busses ,  t h e n  t h i s  same test schedu le  may be 
r e p e a t e d  s u c c e s s i v e l y  f o r  each of t h e  o t h e r  B - r e g i s t e r  a d d r e s s e s .  Thus, 
w i t h o u t  l o s s  o f  g e n e r a l i t y ,  we may remove t h e  X busses  and a l l  of  t h e  
B - r e g i s t e r  f l i p  f l o p s  excep t  one, and s o l v e  t h e  r e s u l t i n g  t e s t i n g  problem. 
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E s s e n t i a l l y  t h i s  same argument a p p l i e s  t o  t h e  c o n s i d e r a t i o n  o f  
a c e l l  whose s t o r e d  d i g i t s  a r e  b i t s  i n s t e a d  of  b y t e s .  In a d d i t i o n ,  f o r  
c o n v e n i e n c e  i n  t h e  d e s c r i p t i o n s  t o  f o l l o w ,  t h e  i n t e r c e l l  and e x t e r n a l  
l i n e s  of  t h e  c e l l  may a l s o  be  t h o u g h t  o f  a s  s i n g l e  i n s t e a d  of m u l t i p l e  
b i n a r y  l e a d s .  (The l e f t - g o i n g  i n t e r c e l l  c a r r y  l i n e  shown i n  t h e  f i g u r e  
i n  t h e  e a r l i e r  r e p o r t 1  c a n  be  s a f e l y  a s s i m i l a t e d  w i t h  t h e  r e g u l a r  l e f t -  
g o i n g  i n t e r c e l l  l i n e ,  s i n c e  t h e y  would n e v e r  b o t h  b e  needed t o  c a r r y  
i n f o r m a t i o n  t o  t h e  n e x t  c e l l  a t  t h e  same t i m e . )  
A s  a  consequence  of  t h e s e  a s sumpt ions ,  we may c o n c e n t r a t e  
a t t e n t i o n  on t h e  problem of t e s t i n g  an a r r a y  t h a t  c o n s i s t s  of  a  c a s c a d e  
of t h e  s i m p l e r  s e q u e n t i a l  c e l l s  shown i n  F i g .  V I - 2 .  Each c e l l  h a s  o n l y  
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two f l i p  f l o p s ,  A and B, and s i n g l e - b i n a r y - d i g i t  c o n n e c t i o n s  i n  b o t h  
d i r e c t i o n s  t o  i t s  two n e i g h b o r i n g  c e l l s  and t o  e x t e r n a l  t e r m i n a l s .  The 
o n l y  bussed  i n p u t s  common t o  a l l  c e l l s  a r e  t h e  command i n p u t s .  
3 .  D e r i v a t i o n  of t h e  T e s t  Schedule  
The t e s t  f o r  t h e  a r r a y  i s  now conducted by f i r s t  v e r i f y i n g  
t h a t  t h e  commands t h a t  cause  c l e a r i n g ,  w r i t e - i n ,  and read-out  (o f  b o t h  
0  and 1 )  w i t h  t h e  A f l i p  f l o p  a r e  a l l  f u n c t i o n i n g  p r o p e r l y .  T h i s  por-  
t i o n  of t h e  t e s t  schedule  is r e a d i l y  formed through a p p l i c a t i o n  o f  t h e  
a p p r o p r i a t e  command sequence t o  t h e  M busses ,  i n  c o n j u n c t i o n  w i t h  t h e  
p roper  sequence of e - inpu ts  t o  a l l  of  t h e  c e l l s .  The E-outputs a r e  t h e n  
observed,  and compared w i t h  t h e  p r e d i c t e d  v a l u e s .  For  a l l  of t h e s e  
commands t h e  l e f t - g o i n g  and r i g h t - g o i n g  l o g i c  cascades  a r e  n o t  u s e d .  
For  example: 
e - inpu t  Command E-output 
-- C l e a r  A -- 
0 W r i t e  e  i n t o  A - - 
-- Read A t o  E;  compare 0  
- - C l e a r  A -- 
1 W r i t e  e i n t o  A - - 
-- Read A t o  E ;  compare 1 
Second, execu t ion  of t h o s e  commands t h a t  invo lve  t r a n s f e r s  
between t h e  A and B r e g i s t e r s ,  bu t  no a r i t h m e t i c  l o g i c  o r  i n t e r c e l l  
communication, a r e  v e r i f i e d .  T h i s  i s  done by s t a r t i n g  each sequence 
w i t h  a  " c l e a r  A" command and " w r i t e  e  i n t o  A" ( b o t h  a  0  and a  l ) ,  
fo l lowed by t h e  A-to-B and B-to-A commands, and ending each sequence 
w i t h  a  " ~ e a d  A t o  E" command. S i n c e  t h e s e  i n i t i a l  and f i n a l  commands 
have a l l  been p r e v i o u s l y  v e r i f i e d ,  t h e  commands invo lv ing  B w i l l  now be 
checked.  
Th i rd ,  t h o s e  commands t h a t  invo lve  t h e  a r i t h m e t i c  u n i t  AU, 
bu t  s t i l l  do n o t  u t i l i z e  t h e  i n t e r c e l l  l o g i c  cascades ,  a r e  checked 
( t h a t  is, w e  set L = r, o r  L = 0, o r  L = 1, and R = R ,  o r  R = 0, o r  
R = 1 ) .  Again, t h e  command sequence f o r  v e r i f y i n g  each new command is  
s t a r t e d  and ended w i t h  commands a l r e a d y  v e r i f i e d  . A s u f f i c i e n t  set o f  
i n p u t  p o s s i b i l i t i e s  is app l ied  t o  f l e x  t h e  a r i t h m e t i c  u n i t  through a l l  
of i t s  p o s s i b l e  i n p u t  combinations,  w i t h  s e p a r a t e  t e s t s  f o r  checking 
a t  t h e  E-output each  of i t s  o u t p u t s  under e a c h  of t h e s e  i n p u t  c o n d i t i o n s .  
(Some of  t h i s  check ing  may be done i n  between t h e  a p p l i c a t i o n  of c l o c k s . )  
I n  t h i s  way we can s a t i s f y  t h e  two g e n e r a l  c o n d i t i o n s  f o r  complete  
t e s t i n g  of any network: each  p o r t i o n  of t h e  network must be e x e r c i s e d  
th rough  a l l  of i t s  i n p u t  combinat ions ,  and f o r  each  of t h e s e  i n p u t  
combinat ions  t h e  ba lance  of t h e  network must be s o  c o n d i t i o n e d  a s  t o  
a l low an e r r o n e o u s  o u t p u t  from t h e  t e s t e d  p o r t i o n  t o  p ropaga te  t o  one 
of t h e  f i n a l  o u t p u t s  of t h e  network.  2 
F i n a l l y ,  each command t h a t  makes u s e  of t h e  i n t e r c e l l  l i n e s  
must be v e r i f i e d .  For  such a  command, f o r  each  meaningful  s e t t i n g  of 
t h e  A and B  r e g i s t e r s ,  and f o r  each  p o s s i b l e  e - i n p u t  ( a  maximum of e i g h t  
c o n d i t i o n s ,  when t h e  AU h a s  t h r e e  i n p u t s )  t h e  a r r a y  of c e l l s  h a s  t h e  
form of a  one-dimensional  cascade  of combina t iona l  c e l l s .  The c o n d i -  
t i o n s  and procedure  f o r  t e s t i n g  such an a r r a y  a r e  known .3 Namely, f o r  
a l e f t - g o i n g  command, such  an a r r a y  is  t e s t a b l e  i f  and o n l y  i f  e i t h e r  
L o r  E depends  upon r, and L # 0 and L # 1. For  a  r i g h t - g o i n g  command, 
e i t h e r  R o r  E must depend upon 1, and R # 0 and R # 1. These a r e  
e x a c t l y  t h e  c o n d i t i o n s  s p e c i f i c a l l y  excluded by t h e  e a r l i e r  t e s t s .  
Consequent ly ,  e x e c u t i o n  of a l l  of t h e  remaining commands may be checked 
by s u c c e s s i v e l y  s e t t i n g  up t h e  A and B r e g i s t e r s  and t h e  e - inpu t  f o r  
each c e l l ,  i n  a l l  meaningful  ways, t h e n  v e r i f y i n g  t h e  cor respond ing  E- 
o u t p u t .  I n  some c a s e s  t h i s  checking must be c a r r i e d  o u t  one c e l l  a t  a  
t ime  ( b u t  s t i l l  c o m b i n a t i o n a l l y ) ,  u s i n g  d i f f e r e n t  A, B, and e  s e t t i n g s  
f o r  each c e l l  i n  t h e  a r r a y ,  b u t  i n  o t h e r  c a s e s  t h e  e n t i r e  a r r a y  may be  
checked f o r  e a c h  command i n  j u s t  two s e r i e s  of combina t iona l  t e s t s ,  one 
cor respond ing  t o  each p o s s i b l e  v a l u e  of  t h e  e n d - c e l l  i n p u t  r ( o r  !?,). 
See R e f .  2 f o r  t h e  d e t a i l s  of c o n s t r u c t i n g  t h i s  p o r t i o n  of t h e  t e s t  
s c h e d u l e .  
A s  a  r e s u l t ,  each  c e l l  of t h e  a r r a y  i s  t e s t e d  f o r  p roper  e x e -  
c u t i o n  of  a l l  of t h e  commands i n  t h e  command r e p e r t o i r e ,  under a l l  d a t a  
i n p u t  and s t o r a g e  c o n d i t i o n s  t h a t  correspond t o  t h e  p o s s i b l e  i n p u t  com- 
b i n a t i o n s  on each  of t h e  b locks  A,  B, AU, and S  i n  each  c e l l .  Thus, a l l  
f a u l t s  a r e  d e t e c t e d  by t h i s  b e h a v i o r a l  t e s t ,  excep t  c e r t a i n  combina t ions  
of m u l t i p l e - c e l l  f a u l t s  d u r i n g  t h e  p o r t i o n  of t h e  t e s t  invo lv ing  i n t e r -  
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c e l l  s i g n a l  p ropaga t ion ,  and c e r t a i n  s h o r t  c i r c u i t s  t h a t  might o c c u r  
between two b locks  of a  s i n g l e  c e l l  o r  between cor responding  g a t e s  i n  
two d i f f e r e n t  c e l l s  of t h e  a r r a y .  For  example, i f  two cor responding  
g a t e s  o r  f l i p  f l o p s  i n  d i f f e r e n t  c e l l s  were s h o r t e d  t o g e t h e r ,  t h e y  
would tend t o  respond i n  un i son  when t h e  c e l l s  a r e  t e s t e d  i n  p a r a l l e l ,  
and t h e  s h o r t e d  c o n d i t i o n  may go u n n o t i c e d .  By f o l l o w i n g  u s u a l  p r a c -  
t i c e s  of c i r c u i t  l a y o u t  and d e s i g n ,  however, such f a u l t s  may be arranged 
t o  be v e r y  u n l i k e l y ,  and can normal ly  be n e g l e c t e d  i n  t h e  d e s i g n  of 
f a u l t  t e s t i n g  exper iments .  
4 .  T e s t i n g  of A r r a y s  Whose C e l l s  Have a  More A r b i t r a r y  S t r u c t u r e  
I t  must be recognized t h a t  by t h e  t i m e  a l l  of t h e  v a r i o u s  de -  
s i g n  s p e c i f i c a t i o n s  of t h e  b y t e - s l i c e  p rocessor  a r e  r e a l i z e d  i n  s p e c i f i c  
c i r c u i t r y ,  t h e  i n t e r n a l  s t r u c t u r e  of t h e  t y p i c a l  c e l l  may t u r n  o u t  t o  be 
q u i t e  a  b i t  more complicated t h a n  t h a t  assumed i n  F i g .  V I - 1 .  I n  add i -  
t i o n ,  f u t u r e  g e n e r a t i o n s  of such p r o c e s s o r s  may r e q u i r e  c e l l s  t h a t  have 
t h e  appearance of more a r b i t r a r y  s e q u e n t i a l  networks w i t h  s e v e r a l  d i g i t s  
of i n t e r n a l  s t o r a g e ,  many i n p u t s  and ou tpu t s ,  and r a t h e r  i n t r i c a t e  i n -  
t e r n a l  l o g i c .  To p r e p a r e  f o r  t h i s  expected compl ica t ion ,  some e f f o r t  
h a s  been devoted d u r i n g  t h e  l a s t  p r o j e c t  pe r iod  t o  t h e  g e n e r a l  problem 
of t e s t i n g  one-dimensional a r r a y s  of a r b i t r a r y  s e q u e n t i a l  c e l l s .  
The problem of d e v i s i n g  t e s t  schedu les  f o r  a r b i t r a r y  s e q u e n t i a l  
networks h a s  rece ived  some a t t e n t i o n  i n  t h e  t e c h n i c a l  l i t e r a t u r e .  While 
t h e  problem is unsolved i n  i t s  f u l l  g e n e r a l i t y ,  some c o n t r i b u t i o n s  have 
been made t h a t  permit  a  p r a c t i c a l  s o l u t i o n  i n  some important  s p e c i a l  
c a s e s .  S e t t i n g  a s i d e  f o r  a  moment t h e  q u e s t i o n  of a r r a y  t e s t i n g ,  w e  
r ev iew i n  t h e  paragraphs  t o  f o l l o w  t h e  s t a t e  of t h e  a r t  of t h a t  a s p e c t  
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Such f a u l t  combinat ions  can a r i s e  when an e r r o r  s i g n a l  due t o  a  f a u l t  
i n  one c e l l  is passed down t h e  l e f t - g o i n g  l o g i c  cascade,  b u t  is masked 
by a  d i f f e r e n t  t y p e  of f a u l t  i n  a  l a t e r  c e l l ,  and when i n  a d d i t i o n  
t h e s e  same f a u l t s  a r e  conspicuous  d u r i n g  no o t h e r  t e s t s  i n  t h e  s c h e d u l e .  
I f  necessa ry ,  however, t h e  procedures  f o r  s i n g l e - f a u l t s  can be ex-  
tended t o  cover  such f a u l t  combinat ions .  
of s e q u e n t i a l  t e s t i n g  t h a t  a p p e a r s  t o  b e  p e r t i n e n t  t o  t h e  t y p e s  of i n -  
d i v i d u a l  c e l l s  from which i t e r a t i v e  s e q u e n t i a l  a r r a y s  can be  composed. 
I n  t h e  n e x t  s e c t i o n  we d e s c r i b e  an improvement t o  t h e  b e s t  procedure  
a v a i l a b l e .  F i n a l l y ,  we app ly  t h e s e  i d e a s  t o  t h e  t e s t i n g  of b y t e - s l i c e  
a r r a y s  hav ing  a r b i t r a r y  s e q u e n t i a l  c e l l s .  
F i r s t  of a l l ,  it i s  s i g n i f i c a n t  t o  n o t e  t h a t ,  w i t h  one excep-  
t ion,4  a l l  a v a i l a b l e  t e s t i n g  and d i a g n o s i s  p rocedures  f o r  s e q u e n t i a l  
networks  a r e  based on a  b e h a v i o r a l  r a t h e r  than  a  s t r u c t u r a l  a n a l y s i s  of  
t h e  network.  That  is, no a t t empt  is  made i n  t h e s e  p rocedures  t o  de -  
t e rmine  t h e  t e r m i n a l  consequences of p a r t i c u l a r  network d e f e c t s  by 
l o g i c a l  o r  c i r c u i t  a n a l y s i s  of  t h e  network.  Ra the r ,  t h e  network is 
t e s t e d  by v e r i f y i n g  t h a t  i t s  t e r m i n a l  b e h a v i o r  a g r e e s  w i t h  t h e  f low 
t a b l e  o r  s t a t e  g raph  from which it was d e s i g n e d .  The t e s t  s c h e d u l e s  
t h a t  r e s u l t  a r e  v e r y  thorough, and d e t e c t  a l l  f a u l t s  and combinat ions  
-
of f a u l t s  t h a t  c a u s e  any d i s c r e p a n c y  a t  a l l  i n  t h e  o u t p u t  of t h e  n e t -  
work, under  a l l  i n p u t  c o n d i t i o n s .  I n  f a c t ,  t h e y  d e t e c t  any change i n  
t h e  network t h a t  r e p l a c e s  it by a n o t h e r  network t h a t  behaves d i f f e r e n t l y .  
U n f o r t u n a t e l y ,  however, t h e y  t end  t o  be u n n e c e s s a r i l y  long,  s i n c e  most 
of t h e  e r r o n e o u s  t e r m i n a l  c o n d i t i o n s  a g a i n s t  which p r o t e c t i o n  is p ro-  
v ided  cou ld  n o t  p o s s i b l y  occur  due t o  any r e a s o n a b l e  f a u l t  o r  f a u l t  
combina t ion .  Thus, u s e  of any of t h e s e  t e s t i n g  procedures  l e a d s  t o  a  
g r o s s  i n e f f i c i e n c y  t h a t  i s  i n h e r e n t  i n  t h e  approach t h a t  h a s  been t a k e n .  
The one e x c e p t i o n  t o  t h i s  approach was provided i n  an e a r l y  
paper  by Seshu and  ree em an,^ and augmented l a t e r  by ~ e s h u . ~  Seshu and 
Freeman propose  s i m u l a t i n g  t h e  good network and a l l  p o s s i b l e  f a u l t y  n e t -  
works by s t o r i n g  a l l  of t h e i r  f low t a b l e s  i n  a  l a r g e  computer.  The 
t e s t s  i n  t h e  t e s t  s c h e d u l e  a r e  then  d e r i v e d ,  one a f t e r  t h e  o t h e r ,  by 
s e l e c t i n g  each t e s t  i n p u t  t o  be t h e  same a s  t h e  p r e v i o u s  t e s t  i n p u t  
excep t  f o r  one i n p u t  d i g i t .  T h i s  d i g i t  i s  s e l e c t e d  i n  each c a s e  t o  b e  
t h e  one t h a t  d i s t i n g u i s h e s  t h e  l a r g e s t  number of f a u l t y  machines ( n o t  
a l r e a d y  d i s t i n g u i s h e d )  from t h e  good machine. Even w i t h  t h i s  approach,  
which r e q u i r e s  a  l a r g e  computer f o r  d e r i v i n g  a  t e s t  schedu le  f o r  a  
s imple  network, t h e  t a s k  of f a u l t  a n a l y s i s  i s  assumed t o  have a l r e a d y  
been performed, and no adv ice  is  given a s  t o  how t o  c a r r y  it ou t ,  s h o r t  
of d e t a i l e d  network a n a l y s i s .  Also,  t h e  networks a r e  assumed t o  be 
asynchronous.  
On t h e  p o s i t i v e  s ide ,  however, t h e  Seshu-Freeman procedure  i s  
p r a c t i c a l ,  and it l e a d s  t o  economical  t e s t  s c h e d u l e s  f o r  a l l  of t h e  
f a u l t s  i n  s m a l l  networks and most of f a u l t s  of i n t e r e s t  i n  moderate- 
s i z e d  networks .  
The b e s t  known s o l u t i o n  f o r  e x h a u s t i v e  b e h a v i o r a l  t e s t i n g  was 
6 7 provided by Hennie, and l a t e r  improved by K i m e .  For  t h i s  procedure  
t o  apply,  one must assume t h a t  ( a )  t h e  network under  test is  s t r o n g l y  
connected,  i .e ., it is p o s s i b l e  t o  move from any i n t e r n a l  s t a t e  t o  any 
o t h e r  by p r o p e r  a p p l i c a t i o n  of i n p u t s ;  (b)  no f a u l t  i n c r e a s e s  t h e  t o t a l  
number of i n t e r n a l  s t a t e s  of t h e  network; and ( c )  t h e r e  can be found f o r  
t h e  network a t  l e a s t  one d i s t i n g u i s h i n g  sequence,  t h e  a p p l i c a t i o n  of 
which t o  t h e  network inpu t  t e r m i n a l s  y i e l d s  a  d i f f e r e n t  o u t p u t  sequence 
f o r  each p o s s i b l e  i n i t i a l  s t a t e  of t h e  network.  Assumption ( a )  i s  
normal ly  s a t i s f i e d  f o r  a  b y t e - s l i c e  c e l l  i f  such a  c e l l  can be c l e a r e d  
t o  a  " r e s e t "  s t a t e  by one of t h e  commands--a p r o p e r t y  t h a t  would be 
hard t o  avoid  i n  a  u s a b l e  a r r a y .  Assumption (b)  r e s t r i c t s  somewhat t h e  
c l a s s  of d e t e c t a b l e  f a u l t s ,  b u t  could  probably  be s a t i s f i e d  by c a r e f u l  
d e s i g n  t o  r e n d e r  v e r y  u n l i k e l y  t h o s e  s h o r t - c i r c u i t  f a u l t s  t h a t  r e s u l t  
i n  e x t r a  c i r c u i t  loops ,  b u t  a r e  n o t  o t h e r w i s e  conspicuous .  Very l i t t l e  
i s  known about  t h e  s t r i n g e n c y  of assumption ( c ) ,  excep t  t h a t  most 
s e q u e n t i a l  networks s e l e c t e d  more-or-less randomly a s  examples u s u a l l y  
have many d i s t i n g u i s h i n g  sequences .  Moreover, Kohavi and ~ a v a l e e '  have 
ob ta ined  some smal l  upper bounds on t h e  number of e x t e r n a l  t e r m i n a l s  
t h a t  might need t o  be added t o  a  network t o  g u a r a n t e e  t h e  e x i s t e n c e  of 
d i s t i n g u i s h i n g  sequences .  
The b a s i c  i d e a  involved i n  t h e  Hennie-Kime procedure is t o  
make an e x c u r s i o n  through a l l  of  t h e  branches  of t h e  s t a t e  graph of a  
g i v e n  network t o  v e r i f y  t h a t  t h e  nex t  s t a t e  and t h e  network o u t p u t  a r e  
what t h e y  a r e  supposed t o  be .  I f  one knew i n  advance t h a t  a l l  t h e  s t a t e  
t r a n s i t i o n s  were c o r r e c t  and knew t h e  s t a r t i n g  s t a t e ,  then such a  p a t h  
would check a l l  network o u t p u t s .  Because any one o r  more s t a t e  t r a n s i -  
t i o n s  may be i n  e r r o r ,  however, such a  p a t h  must be i n t e r r u p t e d  bo th  
b e f o r e  and a f t e r  each  s t a t e  t r a n s i t i o n ,  and d i s t i n g u i s h i n g  sequences  
must be i n s e r t e d ,  t o  v e r i f y  i n  b o t h  c a s e s  t h a t  one was a c t u a l l y  i n  t h e  
s t a t e  t h a t  he  expected t o  be i n .  I n  a d d i t i o n ,  one needs t o  v e r i f y  t h a t  
t h e  t o t a l  number of s t a t e s  h a s  n o t  been diminished by t h e  f a u l t .  
To e x p r e s s  t h e s e  i d e a s  symbol ica l ly ,  l e t  X be an i n p u t  s e -  
0 
quence t h a t  i s  a  d i s t i n g u i s h i n g  sequence,  l e t  X: be o t h e r  i n p u t  s e -  
J 
quences, t o  be  determined ( j  = 1, 2, . . ., n ) .  L e t  S;  be any s t a t e  of 
J 
t h e  network, t aken  from t h e  set {S S2, . . . , S  . Then by Hennie ' s  
procedure ,  f o r  each s t a t e  S  of t h e  s t a t e  graph, t h e  t e s t  schedu le  must j 
c o n t a i n  t h e  q  + 1 t e s t  sequences  d e f i n e d  by t h e  fo l lowing  s t a t e - t o - s t a t e  
t r a n s i t i o n s  ( q  i s  t h e  number of inpu t  combinat ions  t o  t h e  network) : 
I n  each c a s e ,  t h e  p o r t i o n  of t h e  t e s t  sequence appears  a s  a  
l a b e l  over  t h e  i n t e r s t a t e  t r a n s i t i o n  a r rows .  Si, Sk, Sm , e t c .  a r e  a l s o  
0 
s t a t e s ,  which may be t h e  same o r  d i f f e r e n t  from one ano ther  and from t h e  
s t a t e  S  . .  xl, x2, . .., x a r e  t h e  q  p o s s i b l e  ( s i n g l e - d i g i t )  i n p u t  com- 
J 'I 
b i n a t i o n s  t o  t h e  network.  X' i s  whatever  sequence ( p o s s i b l y  none a t  a l l )  j 
is  needed t o  t a k e  t h e  network i n t o  s t a t e  S .  from s t a t e  S  which s t a t e  
J k' 
r e s u l t e d  i n  t u r n  from t h e  a p p l i c a t i o n  of t h e  d i s t i n g u i s h i n g  sequence X 
0 
t o  s t a t e  S i ' 
* 
Res ta ted ,  t h i s  c o n d i t i o n  r e a d s :  
For  each  of t h e  n  s t a t e s  S t h e  t e s t  schedu le  j' 
must c o n t a i n  a t  l e a s t  q  + 1 occur rences  o f  t h e  
I i n p u t  sequence X X j u s t  p r i o r  t o  e n t e r i n g  s t a t e  
0 j 
S and q  + 1 (cor responding)  inpu t  sequences  jJ 
Xo, xlXo, x2Xo, , ,  . , x X t h a t  occur  j u s t  a f t e r  q  0 
e n t e r i n g  s t a t e  S j ' 
Hennie showed t h a t  f o r  any s e q u e n t i a l  network, any t e s t  schedu le  s a t i s -  
f y i n g  t h i s  c o n d i t i o n  is an adequate  t e s t  schedu le  f o r  a  complete  be-  
h a v i o r a l  t e s t ,  and h e  gave a  method f o r  d e r i v i n g  i n  d e t a i l  such  a  t e s t  
s c h e d u l e  t h a t  r e q u i r e s  about  2qn(d + n) t e s t  i n p u t s ,  where d  is t h e  
l e n g t h  of t h e  d i s t i n g u i s h i n g  sequence.  Kime's improvement on H e n n i e ' s  
procedure  r e q u i r e s  about  2qn(d + 3/4 n) test i n p u t s .  
5 .  An Improvement on t h e  Hennie-Kime Procedure  
A c t u a l l y ,  i t  should be p o s s i b l e  t o  reduce  c o n s i d e r a b l y  t h e  
l e n g t h  of t h e  t e s t  s c h e d u l e  by recogniz ing  t h a t  t h e  test sequences  r e -  
q u i r e d  j u s t  be fore  and j u s t  a f t e r  t h e  occur rence  of each s t a t e  b o t h  
s t a r t  and end w i t h  t h e  d i s t i n g u i s h i n g  sequence X . Thus, t h e  beg inn ing  
0 
of one such t e s t  sequence might be over lapped w i t h  t h e  end of ano ther ,  
w i t h  t h e  hope of e l i m i n a t i n g  up  t o  h a l f  of t h e  r e p e t i t i o n s  of X i n  t h e  
0 
test s c h e d u l e .  To ach ieve  t h i s  over lap ,  t h e  o r d e r  i n  which t h e  n ( q  + 1 )  
r e q u i r e d  subsequences occur  i n  t h e  t e s t  schedu le  may be v a r i e d ,  and i n  
I 
a d d i t i o n  t h e  s p e c i a l  matching sequences  X may be s e l e c t e d  a t  w i l l - -  j 
though we would p r e f e r  such sequences  t o  be a s  s h o r t  a s  p o s s i b l e .  
To t h i s  end, l e t  t h e  g i v e n  s t a t e  g raph  be augmented w i t h  n  
a d d i t i o n a l  branches,  c a l l e d  Xo-branches, one emanating from each s t a t e  
S .  and l e a d i n g  t o  whichever s t a t e  S r e s u l t s  a f t e r  a p p l i c a t i o n  o f  t h e  
1 k 
* 
A c t u a l l y ,  t h e  e n t i r e  t e s t  schedu le  must be preceded by a  homing sequence,  
which f o r c e s  t h e  network from an a r b i t r a r y  s t a t e  i n t o  a  d e s i r e d  s t a r t i n g  
s t a t e .  Every s e q u e n t i a l  network of t h e  t y p e  assumed h e r e  h a s  such  a  
homing sequence f o r  every  p o s s i b l e  s t a r t i n g  s t a t e ,  and it is  n e i t h e r  
d i f f i c u l t  t o  de te rmine  nor  l e n g t h y  t o  app ly .  
d i s t i n g u i s h i n g  sequence X . Also,  add t o  t h e  s t a t e  g raph  n  a d d i t i o n a l  
0 
loops ,  l a b e l e d  A, each of which p a s s e s  from one of the  s t a t e s  S back j 
t o  i t s e l f .  I n  t e rms  of t h i s  augmented s t a t e  graph, Hennie ' s  t e s t i n g  
c o n d i t i o n  g iven  above may be r e p e a t e d  i n  t h e  fo l lowing  g r a p h i c a l  form: 
* 
Through t h e  augmented s t a t e  graph a  p a t h  must 
be found t h a t  c o n t a i n s  e v e r y  non-X -branch, 
0 
such t h a t  t h e  p o r t i o n  o f  t h e  p a t h  through each  
non-X -branch is  ( a )  followed by an X -branch 
0 0 
and (b )  preceded by a  s p e c i a l  subpa th  (which 
may be of z e r o  l e n g t h )  whose p o r t i o n  fo l lowing  
i t s  l a s t  X -branch is  t h e  same f o r  a l l  of t h e  
0 
non-X -branches emanating from t h e  same node 
0 
( s t a t e ) .  
The s h o r t e s t  t e s t  schedu le  of t h i s  t y p e  w i l l  be t h e  one t h a t  c o v e r s  each 
non-Xo-branch j u s t  once, and f o r  which t h e  sum of t h e  l e n g t h s  of t h e  n  
I 
s p e c i a l  subpaths  X i s  a  minimum. I t  w i l l  t h e r e f o r e  have a  l e n g t h  e q u a l  j 
t o  a t  l e a s t  (q  + 1)nd  + q n .  
A s  an example, t a k e  t h e  8 - s t a t e  network having a  s i n g l e  b i n a r y  
i n p u t  (n  = 8, q  = 2) cons idered  by K i m e .  I ts  s t a t e  g raph  is shown i n  
F i g .  VI-3. The augmented s t a t e  graph, based upon t h e  use  of t h e  same 
d i s t i n g u i s h i n g  sequence X = 1100 ( f o r  which d  = 4), i s  shown i n  F i g .  
0 
VI-4. (The branch l a b e l s  a r e  t h e  i n p u t s  h, 0,  and 1 . )  W e  t r y  f i r s t  t o  
form a  test s c h e d u l e  ( p a t h )  of minimal l e n g t h  (q  + 1)nd + qn by avo id ing  
t h e  u s e  of any s p e c i a l  subpa ths  a t  a l l .  T h i s  r e q u i r e s  on ly  t h a t  t h e  
p a t h  a l t e r n a t e  between s o l i d  (non-X ) branches  and d o t t e d  (X ) branches ,  
0 0 
c o v e r i n g  every  s o l i d  b ranch .  T h i s  is  no t  q u i t e  p o s s i b l e ,  bu t  one may 
* 
The r e a d e r  w i l l  n o t e  t h a t  t h e  problem of f i n d i n g  such a  p a t h  is s i m i l a r  
t o  t h e  t r a v e l l i n g  salesman problem, which a t  p r e s e n t  does  n o t  admit t o  
a  c o m p u t a t i o n a l l y  e f f i c i e n t  s o l u t i o n .  
FIG. VI-3 STATE GRAPH OF AN 8-STATE SEQUENTIAL 
NETWORK 
FIG. VI-4 AUGMENTED STATE GRAPH OF 8-STATE NETWORK 
e a s i l y  f i n d  some s e p a r a t e  s t a t e  s equences  t h a t  i n c l u d e  a l l  s o l i d  b r a n c h e s ;  
1 X h X h X h X h X O X 1 X  
0 0 ( A )  8 - . 3 - 1 - i 1 - . 0 2 - . 2 - + 0 5 - + 5 - i 0 3 - + 3 - . 1 - . 3 - + 0 1 + 2 ~ 5  
I t  i s  now o n l y  n e c e s s a r y  t o  pa tch  t h e s e  t o g e t h e r  w i t h  s p e c i a l  subpa ths  
from s t a t e s  2 and 3 t o  s t a t e s  7 and 8: 
I 
3 -- 7 ( 3  needed) 
0  1 
2 +++ 8 ( 1  needed) 
ox 0 1  
0 3  ++++I 8 ( 1  needed) 
(Note t h a t  bo th  of t h e  subsequences l e a d i n g  t o  s t a t e  8 end i n  0 1 . )  
Taking t h e  sequences  i n  t h e  o r d e r  ( A ) ,  (B), (C), (D), ( E ) ,  
and ( I ? ) ,  we f i n d  t h a t  t h e  f i n a l  i n p u t  sequence,  a f t e r  pa tch ing  and de-  
l e t i o n  o f  A ' s ,  i s  
(We have assumed t h a t  t h e  network is s t a r t e d  i n  s t a t e  1, a s  d i d  Kime.) 
The l e n g t h  of  t h e  t e s t  schedu le  i s  t h e  minimum v a l u e  
( q + l ) n d + q n = 3  . 8 . 4 + 1 6 = 1 1 2 ,  p l u s 3  . 1 + 1  . 2 + 1  - 7 ~ 1 2  
f o r  t h e  p a t c h i n g ,  p l u s  6  more f o r  t h e  s t a r t i n g  subsequence X 01,  
0 
y i e l d i n g  a  t o t a l  of 130 .  T h i s  i s  c o n s i d e r a b l y  l e s s  than  Kime's  v a l u e  
of 1 8 7 .  
Moreover, t h i s  r e v i s e d  approach can be expected t o  y i e l d  
s h o r t e r  t e s t  s c h e d u l e s  f o r  most s e q u e n t i a l  networks,  i n  view of t h e  
f a c t  t h a t  t h e  (q  + l ) n  ( s o l i d )  b ranches  i n  t h e  augmented s t a t e  g r a p h  
can  u s u a l l y  b e  connected i n t o  a  s m a l l  number of p a t h s  having one d o t t e d  
branch a l t e r n a t i n g  w i t h  each s o l i d  b ranch .  E x t r a  i n p u t  sequences  over  
t h e  minimal s e t  a r e  needed o n l y  f o r  t h e  p a t c h i n g  t o g e t h e r  of t h e s e  
p a r t i a l  p a t h s ,  and f o r  b r i n g i n g  t h e  network i n t o  t h e  d e s i r e d  s t a r t i n g  
s t a t e  from t h e  assumed i n i t i a l  s t a t e .  
6 .  A p p l i c a t i o n  t o  t h e  B y t e - S l i c e  Ar ray  w i t h  A r b i t r a r y  C e l l s  
I n  t h e  t r e a t m e n t  of a r r a y s  of more a r b i t r a r y  s e q u e n t i a l  c e l l s  
t h a t  might appear  i n  an advanced v e r s i o n  of a  b y t e - s l i c e  p r o c e s s o r ,  some 
of t h e  assumpt ions  and s i m p l i f i c a t i o n s  made i n  S e c .  VI-B-2 can c e r t a i n l y  
be r e t a i n e d .  I n  p a r t i c u l a r ,  i t  is  undoubtedly  s a f e  t o  assume t h a t  f a u l t  
d i a g n o s i s  ( t o  t h e  f a u l t y  c e l l )  can  be  handled by r e p e a t e d  f a u l t  t e s t i n g ,  
i n  view of  t h e  c e l l  bypass  f e a t u r e .  ( T h i s  f e a t u r e  is  e s s e n t i a l  t o  t h e  
e n t i r e  b y t e - s l i c e  concep t . )  Also ,  w e  can s u r e l y  s a f e l y  assume t h a t  t h e  
l e f t - g o i n g  and r i g h t - g o i n g  i n t e r c e l l  c a s c a d e s  a r e  l o o s e l y  coupled,  t h a t  
t h e  c e l l  is synchronous w i t h  r e g a r d  t o  i t s  i n t e r n a l  s t a t e  changes,  t h a t  
commands a r e  s t i l l  b r o a d c a s t  o v e r  a s e t  of common busses ,  and t h a t  t h e  
command r e p e r t o i r e  s t i l l  i n c l u d e s  a  means of c l e a r i n g  a l l  of t h e  f l i p  
f l o p s  i n  t h e  c e l l  t o  t h e  0 s t a t e .  I t  is  l i k e l y ,  however, t h a t  one  can- 
n o t  j u s t i f i a b l y  assume t h a t  t h e  s e p a r a t e  s t a g e s  of t h e  B r e g i s t e r  a r e  
a s  s i m i l a r  and a s  independent  a s  t h e y  were b e f o r e ,  and t h a t  t h e  commands 
f o r  w r i t e - i n  and read-out  w i t h  t h e  A r e g i s t e r  (which may now be a  m u l t i -  
s t a g e  r e g i s t e r )  a r e  s imple  commands w i t h  no  o t h e r  f u n c t i o n .  
I n  t h e  absence of a  g e n e r a l  s o l u t i o n  t o  t h e  t e s t i n g  problem 
f o r  i t e r a t i v e  s e q u e n t i a l  a r r a y s ,  two i n t e r i m  s o l u t i o n s  a r e  a v a i l a b l e  
and wor th  c o n s i d e r i n g :  
(1)  Use t h e  c e l l  bypass  f e a t u r e  t o  t e s t  t h e  c e l l s  
i n  t h e  a r r a y  one a t  a  t ime ,  by bypass ing  a l l  
c e l l s  excep t  t h e  one under  t e s t .  The Hennie- 
Kime procedure  ( w i t h  t h e  improvement d e s c r i b e d  
i n  S e c .  VI-B-5) may be  employed r e p e a t e d l y  f o r  
t e s t i n g  t h e  s i n g l e  c e l l s ,  and f a u l t  d i a g n o s i s  
i s  accomplished a u t o m a t i c a l l y .  Th i s  procedure  
w i l l  c e r t a i n l y  be e f f e c t i v e ,  b u t  may n o t  be 
v e r y  e f f i c i e n t  t o  c a r r y  ou t ,  i n  view of t h e  
l o n g  t e s t  schedu le  r e q u i r e d .  
(2 )  By v i r t u e  of t h e  " c l e a r "  command, one may 
s a f e l y  assume t h a t  t h e r e  is some way t o  p l a c e  
each  c e l l  of t h e  a r r a y  i n  any one of i t s  many 
p o s s i b l e  i n t e r n a l  s t a t e s ,  f o r  a l l  c e l l s  of  t h e  
a r r a y  a t  t h e  same t i m e .  For  each  such  s t a t e ,  
t e s t  t h e  e n t i r e  a r r a y  a s  an i t e r a t i v e  combi- 
n a t i o n a l  s t r u c t u r e  by methods a l r e a d y  a v a i l -  
a b l e . "  T h i s  procedure  i s  v e r y  l i k e l y  an 
e f f i c i e n t  one, r e q u i r i n g  a  r e l a t i v e l y  s h o r t  
t e s t  schedu le ,  b u t  it may n o t  be comple te ly  
e f f e c t i v e ,  because  even though t h e  assumption 
is  j u s t i f i e d ,  no t  a l l  i n t e r n a l  e r r o r s  due t o  
f a u l t s  may be conspicuous  a t  t h e  o u t p u t s  of 
t h e  a r r a y  wi thou t  f u r t h e r  s e q u e n t i a l  s t e p s .  
Such e x c e p t i o n s  should  be few i n  number, how- 
e v e r ,  and might w e l l  be handled by s p e c i a l  
a n a l y s i s ,  s o  t h i s  p rocedure  may be a  u s e f u l  
one .  
I t  a p p e a r s  a t  t h i s  p o i n t  t h a t  a  s o l u t i o n  t h a t  i s  s i m u l t a n e o u s l y  
e f f i c i e n t  and e f f e c t i v e  w i l l  need t o  make u s e  of d i s t i n g u i s h i n g  sequences ,  
a s  i n  t h e  Hennie-Kime procedure ,  b u t  s e l e c t e d  s o  t h a t  t h e  a p p l i c a t i o n  of  
a  d i s t i n g u i s h i n g  sequence t o  t h e  i n p u t s  of one c e l l  a u t o m a t i c a l l y  
g e n e r a t e s  a t  t h e  o u t p u t  'of t h i s  c e l l  a  d i s t i n g u i s h i n g  sequence t o  be  
a p p l i e d  t o  t h e  n e x t  c e l l .  A t  f i r s t  thought ,  t h i s  r equ i rement  might 
appear  t o  be ve ry  s t r i n g e n t ,  bu t  a c t u a l l y  it  is n o t :  most s e q u e n t i a l  
networks have a  l a r g e  number of d i s t i n g u i s h i n g  sequences;  moreover, 
some of t h e  i n p u t s  and o u t p u t s  of every  c e l l  a r e  e x t e r n a l  ( e  and E ) .  
Also,  t h e  a v a i l a b i l i t y  of a  " c l e a r "  command t e n d s  t o  make t h e  t a s k s  of 
de te rmin ing  and app ly ing  t e s t  schedu les  somewhat simpler--a f a c t  borne 
o u t  by some of Kime's s t u d i e s .  7 
7. Conclusions  
W e  have demonstra ted c o n s t r u c t i v e l y  i n  t h i s  s e c t i o n  how t h e  
b y t e - s l i c e  p r o c e s s o r  a s  o r i g i n a l l y  conceived may be t e s t e d  and diagnosed 
f o r  f a u l t s ,  by means of an a p p l i e d  t e s t  schedu le  of r e a s o n a b l e  l e n g t h .  
I f  a  b y t e - s l i c e  p r o c e s s o r  h a s  a  more complex module, o r  c e l l ,  however, 
a  r e a l l y  g e n e r a l  and s a t i s f a c t o r y  s o l u t i o n  is n o t  a v a i l a b l e .  We have 
proposed two i n t e r i m  s o l u t i o n s ,  one of which is  e a s y  t o  apply,  i f  i t  
works a t  a l l ,  and l e a d s  t o  economical test s c h e d u l e s ;  t h e  o t h e r  always 
works, b u t  may l e a d  t o  v e r y  long  t e s t  schedu les  (even w i t h  t h e  improve- 
ments d e s c r i b e d  i n  S e c .  VI-B-5). 
De te rmina t ion  of a  s a t i s f a c t o r y  s o l u t i o n  t o  t h e  g e n e r a l  t e s t i n g  
problem f o r  s e q u e n t i a l  c e l l u l a r  a r r a y s  r e q u i r e s  t h e  s o l u t i o n  of some 
s u b s i d i a r y  problems; namely, 
(1 )  Find t h e  c o n d i t i o n s  under which a  s e q u e n t i a l  
network h a s  a  s e t  of d i s t i n g u i s h i n g  sequences  
whose cor responding  ou tpu t  sequences a r e  a l s o  
d i s t i n g u i s h i n g  sequences  from t h e  same s e t .  
(2 )  Find p rocedures  f o r  f u r t h e r  reduc ing  t h e  l e n g t h  
o f  t h e  t e s t  schedu le  f o r  a  s e q u e n t i a l  network 
by u s i n g  more than one d i s t i n g u i s h i n g  sequence,  
and by o v e r l a p p i n g  d i s t i n g u i s h i n g  sequences  and 
t h e  o t h e r  i n p u t  subsequences (cor responding  t o  
t h e  " s p e c i a l  subpa ths"  and t h e  "non-x -branchest '  
0 
i n  t h e  augmented s t a t e  g raph  d e f i n e d  i n  S e c .  
VI-3-51 . 
(3) Determine p r e c i s e l y  t h e  c o n d i t i o n s  under which 
s o l u t i o n  (2 )  i n  S e c .  VI-B-6 c o n s t i t u t e s  a  com- 
p l e t e  s o l u t i o n ,  b o t h  w i t h o u t  and w i t h  a  f i n a l  
s p e c i a l  a n a l y s i s  t o  h a n d l e  t h e  d e t e c t i o n  of 
e x c e p t i o n a l  f a u l t  c o n d i t i o n s .  
(4)  Extend known f a u l t  d e t e c t i o n  p rocedures  f o r  
s e q u e n t i a l  networks  t o  i n c l u d e  t h e  d e t e c t i o n  
of s h o r t - c i r c u i t  f a u l t s  t h a t  can i n c r e a s e  t h e  
t o t a l  number of s t a t e s  ( a  p o s s i b i l i t y  t h a t  i s  
normal ly  e x c l u d e d ) .  
In  a d d i t i o n ,  it would be worthwhi le  t o  i n v e s t i g a t e  t h e  problem 
of t e s t i n g  s e q u e n t i a l  networks  t h a t  have no d i s t i n g u i s h i n g  sequences  a t  
a l l ,  t o  s e e  whether  o r  n o t  t h i s  c l a s s  of c e l l s  can  a c t u a l l y  a r i s e  i n  a  
b y t e - s l i c e  p rocessor  d e s i g n ,  and i f  s o  t o  p rov ide  a  backup procedure  t o  
h a n d l e  t h i s  c a s e .  
F i n a l l y ,  some a t t e n t i o n  should  a l s o  be devoted i n  f u t u r e  work 
t o  t h e  d e s i g n  of  t h e  bypass  s w i t c h i n g  l o g i c  w i t h i n  t h e  c e l l ,  i n  o r d e r  
t o  be c e r t a i n  t h a t  any unde tec ted  f a u l t s  a r e  w e l l  masked. 
C .  T e s t i n g  of Commutation Networks 
I n  t h i s  s e c t i o n  i t  w i l l  be shown t h a t  most of t h e  c e l l u l a r  i n t e r -  
c o n n e c t i o n  networks (complete  commutation networks) of t h e  t y p e  pre- 
v i o u s l y  d e s c r i b e d  7 lo 9" a r e  t e s t a b l e  f o r  s i n g l e - c e l l  f a u l t s  d i r e c t l y  
from t h e i r  i n p u t  -output  t e r m i n a l s ,  u s i n g  a  minimum o r  near-minimum 
number of  tes ts .  
The b a s i s  f o r  t h i s  demons t ra t ion  i s  a  p r i n c i p l e  set f o r t h  i n  a  r e -  
c e n t  r epor t1"  and t e c h n i c a l  paper; '3 namely, t h a t  t o  test  a  network t o  
s e e  i f  a  c e r t a i n  s i n g l e  g a t e  o r  c e l l  w i t h i n  it c o n t a i n s  a  f a u l t ,  it is  
n e c e s s a r y  and s u f f i c i e n t  t o  app ly  t o  t h e  network a  s e t  of i n p u t  combina- 
t i o n s  t h a t  (1)  f l e x  t h i s  c e l l  s u c c e s s i v e l y  through a l l  of i t s  s t a t e s  
and i n p u t  c o n d i t i o n s ,  and (2)  p rov ide  f o r  each such  f a u l t  and each  such  
c o n d i t i o n  a  s e n s i t i z e d  p a t h  from e v e r y  c e l l  o u t p u t  t o  an o u t p u t  of t h e  
network.  By obse rv ing  t h e  o u t p u t s  from t h e  network d u r i n g  a l l  of t h e s e  
t e s t s ,  one  may d e t e r m i n e  whe the r  o r  n o t  any  s i n g l e  c e l l  i n  t h e  ne twork  
is f a u l t y .  
The c e l l  employed i n  t h e  c e l l u l a r  i n t e r c o n n e c t i o n  a r r a y s  is  shown 
i n  F i g .  V I - 5 .  I t  is  c l e a r  t h a t  c o n d i t i o n  (1 )  w i l l  be s a t i s f i e d  i f  e a c h  
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c e l l  i n  an  i n t e r c o n n e c t i o n  ne twork  is t e s t e d  unde r  j u s t  e i g h t  c o n d i -  
t i o n s :  t h e  f o u r  i n p u t  c o n d i t i o n s  ( x , z )  = ( 0 , 0 ) ,  ( 0 , 1 ) ,  (1 ,0 ) ,  and ( 1 , l )  
a p p l i e d  w i t h  t h e  f l i p  f l o p  i n  t h e  reset s t a t e  ( " c r o s s i n g "  mode), and 
t h e  same f o u r  i n p u t  c o n d i t i o n s  a p p l i e d  w i t h  t h e  f l i p  f l o p  i n  t h e  s e t  
-
s t a t e  ("bendingw mode).  A t  b e s t ,  t h e n ,  a  t o t a l  of  e i g h t  tests  migh t  
s u f f i c e  f o r  t h e  e n t i r e  network,  a l t h o u g h  i n  g e n e r a l  a  l a r g e r  number 
w i l l  be r e q u i r e d .  C o n d i t i o n  (2 )  is  s a t i s f i e d  a u t o m a t i c a l l y  f o r  t h e s e  
i n t e r c o n n e c t i o n  ne tworks ,  s e p a r a t e l y  f o r  e a c h  i n t e r n a l  s t a t e :  s i n c e  
e a c h  c e l l  behaves  a s  a  s i m p l e  r e v e r s i n g  s w i t c h ,  a  s e n s i t i z e d  p a t h  i n -  
c i d e n t  upon e i t h e r  one  of  i ts  i n p u t s  p a s s e s  t h r o u g h  t h e  c e l l  t o  one  of  
i t s  o u t p u t s .  T h a t  i s ,  t h e  s i g n a l  p a t h s  t h a t  s t a r t  a t  t h e  i n p u t  t e r m i n a l s  
of t h e  ne twork  p a s s  t h r o u g h  t h e  ne twork  w i t h o u t  f a n - o u t  o r  f a n - i n  u n t i l  
t h e  o u t p u t  t e r m i n a l s  a r e  r e a c h e d .  Moreover,  i f  any  c e l l  f l i p  f l o p  f a i l s  
t o  set o r  reset a s  it s h o u l d ,  t h e n  t h e  c e l l  o u t p u t  t e r m i n a l s  a r e  i n t e r -  
-
changed--a c o n d i t i o n  t h a t  w i l l  be o b v i o u s  a t  t h e  ne twork  t e r m i n a l s  when 
t h i s  c e l l  i s  t e s t e d  w i t h  o p p o s i t e  i n p u t  s i g n a l s  (0  and 1 ) .  
- - 
To t e s t  a  c e l l u l a r  i n t e r c o n n e c t i o n  ne twork  it is  t h e r e f o r e  s u f f i -  
c i e n t  t o  f i n d  ( 1 )  a  c o l l e c t i o n  of  f l i p  f l o p  s e t t i n g  p a t t e r n s  f o r  t h e  
network such  t h a t  e v e r y  c e l l  o c c u r s  i n  b o t h  t h e  set  and reset s t a t e s  
-
among t h e  c o l l e c t i o n ,  and (2) a  sequence  of  t e s t  i n p u t s  f o r  t h e  ne twork  
such  t h a t ,  f o r  e a c h  s u c h  s t a t e  of  e a c h  c e l l ,  a l l  f o u r  i n p u t s  ( 0 , 0 ) ,  
(0 ,1 ) ,  (1 ,0) ,  and ( 1 , l )  a r e  a p p l i e d  t o  t h e  c e l l .  W e  a r e  p a r t i c u l a r l y  
i n t e r e s t e d  i n  u s i n g  j u s t  two complementary s e t t i n g  p a t t e r n s ,  and f o u r  
i n p u t  tests w i t h  e a c h  p a t t e r n ,  s i n c e  t h e s e  a r e  t h e  minimum numbers.  
I t  w i l l  be  assumed i n  t h e  f o l l o w i n g  t h a t  c i r c u i t r y  i s  a l r e a d y  p r o -  
v ided  t o  reset and set t h e  f l i p  f l o p s  i n  t h e  ne twork  t o  any s t a t e  t h a t  
-
is  d e s i r e d .  I n  t h e  c i r c u i t  shown i n  F i g .  VI-5 t h i s  s e t u p  f e a t u r e  is 
performed w i t h  a  c l o c k  p, i n  c o n j u n c t i o n  w i t h  1 and 0  s i g n a l s  a p p l i e d  
t o  t h e  i n p u t  t e r m i n a l s  of t h e  ne tworks ,  and an o v e r a l l  r e s e t  l i n e  ( n o t  
e x p l i c i t l y  shown).  I t  was shown i n  a  p r e v i o u s  p u b l i c a t i o n  how a r b i -  
t r a r y  s e t u p  may b e  a c h i e v e d  f o r  a l l  of t h e  a r r a y s  d i s c u s s e d  h e r e ,  u s i n g  
an a p p r o p r i a t e  s equence  of  a p p l i e d  i n p u t s .  l2 I t  is n o t  assumed t h a t  
-
t h e  s e t u p  c i r c u i t r y  is  f a u l t - f r e e ,  of  c o u r s e ,  b u t  o n l y  t h a t  any f a u l t s  
t h a t  o c c u r  a r e  c o n f i n e d  t o  a  s i n g l e  c e l l .  
C o n s i d e r  f i r s t  a  s q u a r e  o r  r e c t a n g u l a r  a r r a y  of  ce l l s  hav ing  no 
e x t e r n a l  jumpers o r  c o n n e c t i o n s  from o u t p u t s  back  t o  i n p u t s .  A s  shown 
i n  a  p r e v i o u s  r e p o r t , 1 2  t h i s  network may be  c o m p l e t e l y  t e s t e d  w i t h  j u s t  
e i g h t  tests ,  a s  f o l l o w s :  The f i r s t  p a t t e r n  is  o n e  i n  which a l l  f l i p  
f l o p s  a r e  reset, s o  t h a t  e v e r y  c e l l  i s  i n  t h e  " c r o s s i n g "  mode, [ F i g .  
VI-G(a) ] .  L i k e  d i g i t s  a  a r e  now a p p l i e d  t o  t h e  upper-edge i n p u t s  of  
- 
t h e  a r r a y ,  and l i k e  d i g i t s  b  t o  t h e  l e f t - e d g e  i n p u t s  o f  t h e  a r r a y ,  i n  
- 
a l l  f o u r  p o s s i b l e  ways, by a p p l y i n g  t h e  sequences  a  = 0  0  1 1 and 
b  = 0  1 0  1. I t  is  c l e a r  t h a t  e a c h  c e l l  i s  f l e x e d  t h r o u g h  t h e  c o r r e -  
spond ing  s e t  o f  f o u r  i n p u t  c o n d i t i o n s :  (O,O), ( O , l ) ,  ( l J O ) ,  and ( 1 , l ) .  
( a )  
b a b a  
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The second p a t t e r n  is  one i n  which a l l  f l i p  f l o p s  a r e  set, s o  t h a t  
e v e r y  c e l l  is  i n  t h e  "bending" mode [ F i g .  VI-6(b) 1 .  With t h e  i n p u t s  
l a b e l e d  a  and b  a s  shown, t h e  same s e t  of inpu t  t e s t  sequences  
a  = 0  0  1 1 and b  = 0  1 0  1 a g a i n  f l e x  each c e l l  through a l l  f o u r  i n p u t  
c o n d i t i o n s .  Thus, e i g h t  t e s t s  a r e  s u f f i c i e n t  t o  t e s t  t h e  e n t i r e  a r r a y .  
I t  shou ld  be c l e a r  from t h e  f o r e g o i n g  t h a t ,  r e g a r d l e s s  of t h e  
s e t t i n g  p a t t e r n  of t h e  f l i p  f l o p s  i n  an a r b i t r a r y  network of c e l l s ,  t h e  
a p p l i c a t i o n  of i n p u t  c o n d i t i o n s  (0,O) and ( 1 , l )  t o  each c e l l  p r e s e n t s  
no problem: one simply a p p l i e s  a l l  0 ' s  and a l l  l ' s ,  r e s p e c t i v e l y ,  t o  
a l l  i n p u t  t e r m i n a l s  of t h e  a r r a y .  I t  is t h e  d i s t r i b u t i o n  of  t h e  o t h e r  
two c e l l  i n p u t  c o n d i t i o n s  ( 0 , l )  and (1,O) t o  every  c e l l  i n  t h e  a r r a y  
t h a t  c r e a t e s  t h e  d i f f i c u l t y ,  and r e q u i r e s  one t o  s e l e c t  t h e  s e t t i n g  
p a t t e r n  w i t h  some c a r e .  T h i s  o b s e r v a t i o n  i s  t r u e  f o r  a l l  i n t e r c o n n e c -  
t i o n  networks  employing t h e  e lementa ry  c e l l  shown i n  F i g .  VI-5. 
The t r i a n g u l a r  a r r a y ,  shown i n  F i g .  VI-7(a) w i t h  a l l  c e l l s  i n  t h e  
s e t  s t a t e ,  may be r e a d i l y  f l e x e d  t h r o u g h  a l l  f o u r  c e l l  i n p u t  c o n d i t i o n s  
-
w i t h  j u s t  f o u r  tests,  a s  b e f o r e .  I f  a l l  c e l l s  a r e  i n  t h e  reset s t a t e  
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[ F i g .  VI-7(b)  I ,  however, t h i s  i s  n o t  p o s s i b l e  when n  > 3 .  Note i n  t h i s  
c a s e  t h a t  e v e r y  p a i r  of  i n p u t  l i n e s  i n t e r s e c t s  i n  j u s t  one  c e l l  o f  t h e  
a r r a y ,  s o  t h a t  t h e  number of  tests  n e c e s s a r y  t o  s u b j e c t  e a c h  c e l l  t o  
i n p u t  c o n d i t i o n s  ( 0 , l )  and (1,O) must i n c r e a s e  w i t h o u t  l i m i t  a s  t h e  
s i z e  of  t h e  a r r a y  is  i n c r e a s e d .  A checke rboa rd  s e t t i n g  p a t t e r n ,  a s  
shown i n  F i g .  VI-7(c) and VI-7(d),  l e a d s  t o  a  f i x e d  number of t e s t s  re- 
g a r d l e s s  of a r r a y  s i z e .  When t h e  c e l l s  a long  t h e  l o n g e s t  d i a g o n a l  a r e  
a l l  i n  t h e  - set s t a t e  [ F i g .  VI -7 (c ) l ,  and t h e  s i g n a l  c o n f i g u r a t i o n  
(a ,b ,  b, a ,  a ,  b, b, a ,  . . .) is  a p p l i e d  t o  t h e  s e r i e s  o f  i n p u t  t e r m i n a l s  (where 
a  = 0  0  1 1 and b  = 0  1 0  l ) ,  e v e r y  c e l l  i s  f l e x e d  through a l l  f o u r  
inpu t  c o n d i t i o n s .  The complementary s e t t i n g  p a t t e r n  [F ig .  VI-7(d) 1 can-  
n o t  be  t e s t e d  w i t h  j u s t  f o u r  t e s t s ,  however, s i n c e  t h e  i n p u t  c  r e q u i r e s  
both  a  0  and a  1 whenever t h e  v a l u e s  of a  and b  a r e  d i f f e r e n t ,  b u t  s i x  
- - 
t e s t s  a r e  adequa te :  
I n p u t s  : c  a '  b'  b'  a '  a '  b' b' a '  . . .  
0 0  0  0  0 0 0  0  0  . . .  
l o o  1 1 0 0  1 1  0  . . .  
( 1 0  1 1 0 0  1 1  0  . . .  
0 1 0 0  1 1 0  0  1 . . .  
1 1  0 0  1 1 0  0  1 . . .  
1 1  1 1 1  1 1  1 1  . . .  
That i s ,  a '  = O  0  0  1 1  1, b' = O  1 1  0 0  1, and c  = O O  1 0  1 1  f o r  
t h e  s e t t i n g  p a t t e r n  shown i n  F i g .  VI -7 (d) .  Thus, 10 t e s t s  a r e  adequa te  
f o r  t h e  e n t i r e  a r r a y .  
The same r e a s o n i n g  a p p l i e s  t o  t h e  diamond a r r a y  shown i n  F i g .  VI-8, 
e x c e p t  t h a t  t h e r e  a r e  now two d i a g o n a l  f i l e s  of c e l l s  t h a t  must b e  f e d  
-
by t h e  v a r i a b l e  c  l a b e l .  Consequently,  10 t e s t s  a r e  adequate  when t h e  
number n  of i n p u t s  i s  even, and 12  t e s t s  when n  i s  odd. 
The Waksman-Benes network r e q u i r e s  t h e  l e a s t  number of c e l l s  of any 
complete  i n t e r c o n n e c t i o n  network p r e s e n t l y  known. The subnetworks P A 
and P a r e  complete  pe rmuta t ion  networks  of t h e  same s t r u c t u r e  a s  t h a t  B  
shown i n  t h e  f i g u r e ,  b u t  having h a l f  t h e  number of i n p u t s .  Cons ide r  
t h i s  a r r a y  f i r s t  i n  a  modif ied  form shown i n  F i g .  VI-9 i n  which t h e  
c o r n e r  c e l l s  marked w i t h  a  s t a r  a r e  r e t a i n e d .  (Normally, t h e s e  c e l l s ,  
which a r e  unnecessary ,  a r e  omi t t ed  t o  y i e l d  a  network w i t h  fewer c e l l s . )  
The impor tan t  t h i n g  t o  n o t e  about  t h e  l a b e l i n g  shown i s  t h a t  w i t h  a l l  
c e l l s  i n  t h e  r e s e t  s t a t e ,  t h e  a p p l i c a t i o n  of t h e  s e r i e s  of s i g n a l  v a l u e s  
(a ,b ,b ,a ;  b , a , a ,  b ;  b , a , a , b ;  a , b , b , a ;  . . .) t o  t h e  i n p u t  t e r m i n a l s  of t h e  
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network y i e l d s  e x a c t l y  t h e  same s e r i e s  ( b u t  h a l f  a s  long)  a t  t h e  i n p u t  
t e r m i n a l s  of t h e  subnetwork P and t h e  d u a l  s e r i e s  ( t h a t  is, t h e  s e r i e s  A J  
w i t h  a  and b  in te rchanged)  a t  t h e  i n p u t  t e r m i n a l s  of t h e  subnetwork P 
B '  
Also ,  t h e  o r i g i n a l  s e r i e s  appears  a t  t h e  i n p u t s  of t h e  bank of o u t p u t  
c e l l s .  Consequent ly ,  a s  t h e  v a l u e s  of ( a , b )  run  th rough  a l l  f o u r  p o s s i -  
b i l i t i e s ,  t h e  i n p u t  and o u t p u t  banks of c e l l s  a r e  t e s t e d ,  and by t h e  i n -  
d u c t i v e  f e a t u r e  of t h e  network c o n s t r u c t i o n  a l l  c e l l s  i n  t h e  subnetworks  
P and P a r e  s i m i l a r l y  t e s t e d .  A B  
The e f f e c t  of p l a c i n g  a l l  c e l l s  i n  t h e  s e t  s t a t e  i s  merely  t o  i n t e r -  
-
change t h e  p o s i t i o n s  of t h e  two subnetworks;  t h u s ,  t h e  same l a b e l i n g  may 
be used,  and t h e  same number of t e s t s  is r e q u i r e d .  A s  a  r e s u l t ,  a  t o t a l  
of e i g h t  t e s t s  i s  r e q u i r e d  t o  t e s t  t h e  Waksman-Benes network i n  which 
t h e  s t a r r e d  c e l l s  a r e  p r e s e n t .  
Now l e t  t h e  s t a r r e d  c e l l s  be removed; t h e  cor respond ing  c o n n e c t i o n s  
a r e  l e f t  i n  t h e  "c ross ing"  mode. With a l l  of t h e  c e l l s  of t h e  network 
i n  t h e  r e s e t  s t a t e ,  t h e r e  i s  no change, and t h e  e a r l i e r  o b s e r v a t i o n  
h o l d s  t h a t  f o u r  t e s t s  a r e  adequa te .  When a l l  c e l l s  a r e  i n  t h e  - s e t  s t a t e ,  
however, t h e  f i r s t  h a l f  of t h e  s e r i e s  of a  and b  l a b e l s  w i l l  be changed 
t o  i t s  d u a l  a t  t h e  o u t p u t  s i d e  of b o t h  of t h e  subnetworks P and P and A BJ 
a t  t h e  o u t p u t  t e r m i n a l s  of t h e  e n t i r e  network a s  w e l l .  The c o n s i s t e n c y  
of  t h i s  l a b e l i n g  may be r e a d i l y  v e r i f i e d  by n o t i n g  t h a t  t h e s e  v a l u e s ,  
which a r e  u n d e r l i n e d  i n  F i g .  V I - 9 ,  a r e  d i r e c t l y  connected t o  one a n o t h e r  
when t h e  c e l l s  a r e  i n  t h e  "bending" mode. The v a l i d i t y  of t h e  same f o u r  
t e s t s  now f o l l o w s  immediately from t h e  o b s e r v a t i o n  t h a t  t h e  r e v i s e d  
l a b e l i n g  is j u s t  a s  adequa te  a s  t h e  p r i o r  l a b e l i n g ,  i n  t h a t  e v e r y  c e l l  
r e c e i v e s  one a- input  and one b - i n p u t .  Thus, t h e  o r i g i n a l  Waksman-Benes 
i n t e r c o n n e c t i o n  network can be t e s t e d  w i t h  j u s t  e i g h t  t e s t s .  
F i g u r e  VI-lO(a) shows how t h e  Bose-Nelson a r r a y  f o r  n  = 4 c a n  be 
t e s t e d  w i t h  j u s t  e i g h t  t e s t s ,  by i l l u s t r a t i n g  two complementary s e t t i n g  
p a t t e r n s  and a  s u i t a b l e  ( a ,b )  l a b e l i n g  of t h e  i n p u t s  f o r  e a c h .  F o r  
n  = 8, however, e i g h t  t e s t s  a r e  no l o n g e r  s u f f i c i e n t ,  a s  may be shown 
by e x h a u s t i v e  a n a l y s i s  of t h e  network.  Ten t e s t s  s u f f i c e ;  w i t h  r e f e r e n c e  
t o  F i g .  VI-lO(b),  a p p l y  t h e  s e r i e s  ( a ,b ,b ,  a ;  b,a,  a ,b)  t o  t h e  e i g h t  i n p u t  
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t e r m i n a l s ,  f i r s t  f o r  p a t t e r n  1 ( a l l  c e l l s  i n  t h e  reset s t a t e  e x c e p t  
t h o s e  l a b e l e d  *I, t h e n  t o  p a t t e r n  2 ( a l l  c e l l s  i n  t h e  s e t  s t a t e  e x c e p t  
-
- - - -  
t h o s e  l a b e l e d  *), and f i n a l l y  a p p l y  ( a ,  a ,  a , a ;  a ,  a ,  a ,  a)  t o  p a t t e r n  1. 
T e s t  s e q u e n c e s  h a v e  n o t  been worked o u t  f o r  l a r g e r  v a l u e s  of  n .  
Among t h e  o u t s t a n d i n g  problems is  t h e  development o f  t e c h n i q u e s  t o  
l o c a t e  a  f a u l t y  c e l l  i n  t h e  n e t w o r k s .  I t  h a s  been found t h a t  1 6  tests 
a r e  s u f f i c i e n t  f o r  t h e  r e c t a n g u l a r  a r r a y s  of  F i g .  VI-6, b u t  t h e  d i a g n o s i s  
problem h a s  n o t  been  c o n s i d e r e d  f o r  t h e  o t h e r  ne twork  t y p e s .  l2 (We n o t e  
t h a t  when t h e  commutat ion ne tworks  a r e  i n  o p e r a t i o n  i n t e r c o n n e c t i n g  
memories t o  p r o c e s s o r s  o r  i n t e r c o n n e c t i n g  memory b y t e - s l i c e s  t o  p r o c e s s o r  
b y t e - s l i c e s ,  t h e  o n l y  d i a g n o s i s  requirement  is t o  l o c a t e  a  f a u l t y  p a t h  
i n  t h e  network--a p rocedure  somewhat e a s i e r  t o  implement t h a n  t h e  l o c a -  
t i o n  of t h e  o f f e n s i v e  c e l l .  Once a  f a u l t y  p a t h  h a s  been i d e n t i f i e d ,  
and t h e  t e s t i n g  p rocedures  d e s c r i b e d  above w i l l  d o  j u s t  t h i s ,  t h e  re- 
dundant  c e l l s  i n  t h e  network a r e  s e t  t o  avoid t h i s  f a u l t y  p a t h . )  I t  
would a l s o  be  of academic i n t e r e s t  t o  deve lop  a  g e n e r a l  t h e o r y  of t e s t i n g  
and d i a g n o s i s  f o r  a r b i t r a r y  commutation networks based upon t h e  b a s i c  
c e l l .  
D .  Summary and Conc lus ions  
I n  t h i s  c h a p t e r  we have i n v e s t i g a t e d  t h e  t e s t i n g  and d i a g n o s i s  of 
two impor tan t  subsystems of a  r e c o n f i g u r a b l e  m u l t i p r o c e s s o r ,  namely, a  
p r o c e s s o r  r e a l i z e d  a s  an  a r r a y  of  b y t e - s l i c e s  and commutation ne tworks .  
I t  was demonstra ted  t h a t  f o r  t h e  s t r u c t u r e s  p o s t u l a t e d  it is q u i t e  
s imple  t o  s p e c i f y  n e a r  minimal l e n g t h  s c h e d u l e s  f o r  t e s t i n g  and d i a g n o s i s  
T h i s  c o n s t i t u t e s  a n o t h e r  demons t ra t ion  t h a t  r e g u l a r l y  s t r u c t u r e d  networks  
o f f e r  c o n s i d e r a b l e  advan tages  i n  t h e  d e r i v a t i o n  of t e s t  schedu les ,  a s  
compared w i t h  u n c o n s t r a i n e d  r e a l i z a t i o n s .  
REFERENCES 
1. J .  Goldberg, K .  N .  L e v i t t ,  and R .  A .  S h o r t ,  " ~ e c h n i ~ u e s  f o r  t h e  
R e a l i z a t i o n  of U l t r a r e l i a b l e  Spaceborne Computers," F i n a l  Report--  
Phase  I, C o n t r a c t  NAS 12-33, SRI P r o j e c t  5580, pp.  230-242, 
S t a n f o r d  Research I n s t i t u t e ,  Menlo Park ,  C a l i f o r n i a  (September 1 9 6 6 ) .  
2 .  W .  H .  Kautz, " ~ a u l t  T e s t i n g  and Diagnos i s  i n  Combinat ional  D i g i t a l  
c i r c u i t s , "  IEEE Trans  ., Vol .  C-17, No. 5, pp .  352-366 (1968) ; a l s o ,  
D i g e s t  of t h e  F i r s t  Annual IEEE Computer Conference ,  pp.  2-5, 
summary o n l y  (6-8 September 1967) .  
3 .  W . H .  Kautz,  " ~ e s t i n ~  f o r  F a u l t s  i n  Combinat ional  C e l l u l a r  Logic  
Ar rays , "  P r o c .  E i g h t h  Annual Symposium on Switching and Automata 
Theory, Aus t in ,  p p .  161-174 (1967) . 
4 .  S .  Seshu and D .  N .  Freeman,  h he Diagnos i s  of Asynchronous 
S e q u e n t i a l  Swi tch ing  ~ ~ s t e h s , "  IRE Trans  ., Vol . EC-11, No. 4, 
pp.  459-465 (1962) . 
5 .  S  . Seshu, "on an Improved Diagnos i s  Program, " U n i v e r s i t y  of I l l i n o i s ,  
Coordinated S c i e n c e  Labora to ry ,  Repor t  R-207 (1964) . 
F  . C . Hennie, " ~ a u l t - ~ e t e c t i n g  Experiments f o r  S e q u e n t i a l  
C i r c u i t s ,  " Proc  . F i f t h  Annual Symposium on Switching C i r c u i t  
Theory and L o g i c a l  Design,  P r i n c e t o n ,  New J e r s e y ,  pp.  95-110 
(1964) . 
C .  R .  K i m e ,  " ~ n  O r g a n i z a t i o n  f o r  Checking Experiments on S e q u e n t i a l  
C i r c u i t s , "  IEEE Trans  ., Vol.  EC-15, No. 1, pp. 113-115 (1966) . 
2 .  Kohavi and P .  L a v a l l e e ,  " ~ e s i g n  of S e q u e n t i a l  Machines w i t h  
Fau l t -De tec t ion  C a p a b i l i t i e s ,  " IEEE Trans . ,  Vol . EC-16, No. 4, 
pp . 473-484 (1967) ; Review : Computing Reviews, Vol . 9, No. 1, 
p .  54 (1968) ;  A b s t r a c t :  IEEE Trans . ,  Vol .  (2-17, p .  195 (1968) .  
J .  Goldberg, K .  N .  L e v i t t ,  and R .  A .  S h o r t ,  " ~ e c h n i q u e s  f o r  t h e  
R e a l i z a t i o n  of U l t r a r e l i a b l e  Spaceborne Computers," F i n a l  Report--  
Phase  I, C o n t r a c t  NAS 12-33, SRI P r o j e c t  5580, S t a n f o r d  Research 
I n s t i t u t e ,  Menlo Park,  C a l i f o r n i a  (September 1966) , 
J .  Goldberg, M .  W .  Green, K .  N .  L e v i t t ,  and H .  S .  Stone,  "Techniques 
f o r  t h e  R e a l i z a t i o n  of U l t r a r e l i a b l e  Spaceborne Computers," I n t e r i m  
S c i e n t i f i c  Report  2, C o n t r a c t  NAS 12-33, SRI P r o j e c t  5580, S t a n f o r d  
Research I n s t i t u t e ,  Menlo Park,  C a l i f o r n i a  (October 1967) .  
W .  H .  Kautz, K .  N .  L e v i t t ,  and A .  Waksman, " C e l l u l a r  I n t e r c o n n e c t i o n  
Arrays , "  IEEE T r a n s . ,  Vol ,  C-17, No. 5, pp.  443-451 (May 1968) .  
B .  E l spas ,  J .  Goldberg,  C .  L. Jackson, W .  H .  Kautz, and H .  S .  Stone,  
" p r o p e r t i e s  of C e l l u l a r  Ar rays  f o r  Logic and S t o r a g e , "  S c i e n t i f i c  
Report  3, C o n t r a c t  AF 19(628)-5828, SRI P r o j e c t  5876, S tanford  
Research I n s t i t u t e ,  Menlo Park,  C a l i f o r n i a  ( J u l y  1967) .  
W .  H .  Kautz, "Tes t ing  f o r  F a u l t s  i n  Combinational C e l l u l a r  Logic 
Arrays ,"  P r o c .  E i g h t h  Annual Symposium on Switching and Automata 
Theory, Aus t in ,  Texas (October 1967) . 

V I I  SUMMARY, CONCLUSIONS, AND RECOMMENDATIONS 
A .  Summary 
I n  t h i s  r e p o r t  w e  have d e s c r i b e d  s e v e r a l  of t h e  a s p e c t s  concerned 
w i t h  t h e  d e s i g n  of a  spaceborne computer i n  which u l t r a r e l i a b i l i t y  i s  
achieved p r i m a r i l y  by l o g i c a l  r e c o n f i g u r a t i o n .  Techniques were d e s c r i b e d  
t h a t  w i l l  e n a b l e  t h e  accommodation t o  permanent hardware, i n t e r m i t t e n t  
hardware,  t r a n s i e n t ,  and s o f t w a r e  f a u l t s  . Two t y p e s  of reconf  i g u r a t  ion  
were i d e n t i f i e d ,  namely: h i g h - l e v e l  r econf  i g u r a t i o n ,  i n  which a  
p r o c e s s i n g  u n i t  o r  a  memory u n i t  w i t h i n  a  m u l t i p r o c e s s o r  i s  d i s c o n n e c t e d  
from s e r v i c e  f o l l o w i n g  a  f a i l u r e ,  and low-level  r e c o n f i g u r a t i o n ,  i n  
which t h e  r e p l a c e a b l e  u n i t  i s  a t  a  lower  sys tem l e v e l .  
I n  Chap. I1 t h e  d e s i g n  of a  microprogrammed r e c o n f i g u r a b l e  p r o c e s s i n g  
u n i t ,  which cou ld  f u n c t i o n  w i t h i n  a  m u l t i p r o c e s s o r ,  was c o n s i d e r e d .  The 
major f e a t u r e s  of t h e  o r g a n i z a t i o n  t h a t  f a c i l i t a t e  r e c o n f i g u r a t i o n  a r e  
(1 )  P r o v i s i o n  f o r  e x t e r n a l  t a k e o v e r  of t h e  microprogram 
c o n t r o l  f u n c t i o n ,  
( 2 )  P r o v i s i o n  of redundant  a r i t h m e t  i c - l o g i c  modules, 
( 3 )  Common r e g i s t e r s  f o r  p r o c e s s i n g  and c o n t r o l ,  and 
(4) Modular o r g a n i z a t i o n  w i t h  a  s m a l l  number of d a t a  b u s s e s .  
C o n s i d e r a t i o n  was g iven  t o  i d e n t i f y i n g  t h o s e  f u n c t i o n s  t h a t  cou ld  be 
c o n v e n i e n t l y  r e a l i z e d  a s  an a r r a y  of i d e n t i c a l  b y t e - s l i c e s - - a  s t r u c t u r e  
t h a t  is  p a r t i c u l a r l y  amenable t o  r e c o n f i g u r a t i o n .  The r e a l i z a t i o n  of  
s e l e c t i o n  l o g i c  f o r  t h e  g e n e r a t i o n  of n e x t - m i c r o i n s t r u c t i o n  a d d r e s s  was 
s t u d i e d  i n  t h i s  connec t  i o n .  
I n  Chap. I11 t e c h n i q u e s  were s t u d i e d  f o r  t h e  implementation of low- 
l e v e l  r e c o n f i g u r a t i o n  w i t h i n  a  two-coordinate  memory sys tem.  Pr imary 
a t t e n t i o n  was g i v e n  t o  t h e  c o n t r o l  of f a i l u r e s  w i t h i n  t h e  word a c c e s s  
networks,  i n c l u d i n g  decoders ,  d r i v e  a m p l i f i e r s ,  and d r i v e  l i n e s .  C l a s s e s  
of codes  were d e s c r i b e d  t h a t  e n a b l e  t h e  d e t e c t i o n  of most word a c c e s s  
f a i l u r e s ,  and, i n  some c a s e s ,  t h e  d i a g n o s i s  t o  l o c a t e  f a u l t y  a d d r e s s e s .  
I n  Chap. I V  some a d d i t i o n a l  r e s u l t s  were p resen ted  on t h e  d e s i g n  
of commutation networks t h a t  i n t e r c o n n e c t  p r o c e s s o r s  and memories w i t h i n  
a  m u l t i p r o c e s s o r ,  and t h a t  i n t e r c o n n e c t  subblocks  a t  a  lower system l e v e l  
f o r  t h e  purpose of r e c o n f i g u r a t i o n .  I n  t h i s  r e p o r t  some new r e s u l t s  were 
p resen ted  on (1) a  t y p e  of o r d e r - p r e s e r v i n g  network t h a t  f i n d s  a p p l i c a -  
t i o n  i n  t h e  low-level  r e c o n f i g u r a t i o n  of memory systems, (2)  t h e  d e s i g n  
of commutation networks i n  which e x t r a  c e l l s  a r e  provided f o r  f a u l t  
t o l e r a n c e ,  and (3)  t h e  d e s i g n  of s h o r t i n g  networks f o r  t h e  bypass ing of 
i n t e r s l i c e  s i g n a l s  around f a u l t y  s l i c e s  i n  a  b y t e - s l i c e d  a r r a y .  
I n  Chap. V a t t e n t i o n  was g i v e n  t o  t h e  r o l e  of s o f t w a r e  i n  t h e  
a t t a i n m e n t  of u l t r a r e l i a b i l  i t y  . The spec i f  i c a t i o n  of (1)  programs f o r  
implementing r e c o n f i g u r a t i o n ,  (2)  s o f t w a r e  methods f o r  e r r o r  d e t e c t i o n ,  
and (3)  methods f o r  t h e  r o l l - b a c k  and recovery  from f a i l u r e s  (of a l l  
t y p e s )  were i d e n t i f i e d  a s  important  problems. Chap te r  V I  was concerned 
w i t h  t h e  t e s t i n g  and d i a g n o s i s  of d i g i t a l  networks, w i t h  primary a t t e n -  
t i o n  devoted t o  b y t e - s l i c e d  p r o c e s s o r  a r r a y s  and commutation networks .  
Some new encouraging r e s u l t s  were p resen ted  on t h e  t e s t i n g  of a r b i t r a r y  
s e q u e n t i a l  networks where t h e  g o a l  was t h e  development of a  procedure  
t h a t  would g e n e r a t e  t e s t  s c h e d u l e s  of s h o r t e r  l e n g t h s  t h a n  was p r e v i o u s l y  
p o s s i b l e .  
B . Conclusions  
1. P r o c e s s o r  P a r t i t i o n i n g  and Reconf i g u r a t i o n  
A major g o a l  of t h e  second phase of t h e  r e s e a r c h  h a s  been t o  
de te rmine  t h e  e f f e c t i v e n e s s  of t h e  use  of dynamic redundancy o r  l o g i c a l  
r e c o n f i g u r a t i o n  f o r  t h e  a t t a i n m e n t  of u l t r a r e l i a b l e  o p e r a t i o n .  P r e v i o u s  
work h a s  demonstra ted t h a t  s t r i c t l y  p a s s i v e  redundancy o r  f a u l t  masking 
is  e f f e c t i v e  i n  combat t ing independent permanent f a i l u r e s ,  b u t  t h e  
approach is  i n e f f i c i e n t  i n  t h e  u t i l i z a t i o n  of equipment and p rov ides  
l i t t l e  p r o t e c t i o n  a g a i n s t  t r a n s i e n t  o r  so f tware  f a i l u r e s  . An immediate 
c o n c l u s i o n  reached concern ing  t h e  d e s i g n  of a  r e c o n f i g u r a b l e  system was 
t h a t  t h e  haphazard p a r t i t i o n i n g  of t h e  p rocessor  i n t o  r e p l a c e a b l e  b locks  
could  i n t r o d u c e  more equipment a t  t h e  i n t e r f a c e s  t h a n  appeared i n  t h e  
e n t i r e  o r i g i n a l  nonredundant sys tem.  Hence a  major problem encountered 
was t h e  s p e c i f i c a t i o n  of p a r t i t i o n i n g  r u l e s  t h a t  y i e l d  a  system t h a t  i s  
w e l l  s u i t e d  f o r  reconf  i g u r a t i o n ,  i .e ., h a s  t h e  p r o p e r t i e s  of modula r i ty ,  
s i m p l i c i t y ,  and f l e x i b i l i t y  of  r e c o n f i g u r a t i o n .  I t  was found t h a t  i n  
some c a s e s  ( a r i t h m e t i c  l o g i c )  t h e  b y t e - s l i c e  p a r t i t i o n i n g  p r o v i d e s  good 
r e s u l t s ,  w h i l e  i n  o t h e r  c a s e s  ( e  .g . , microprogram c o n t r o l )  some d e g r e e  
of p a r t i t i o n i n g  by f u n c t i o n  i s  more a p p r o p r i a t e  . 
Three d i s t i n c t  methods a r e  q u i t e  powerful  f o r  implementing t h e  
reconf  i g u r a t  ion  of a  p a r t i t i o n e d  p rocessor ,  namely: (1 )  hardware recon-  
f i g u r a t i o n  u s i n g  commutation networks,  (2)  s o f t w a r e  reconf  i g u r a t i o n  u s i n g  
program macro and a d d r e s s  mod i f  i c a t  ion ,  and ( 3 )  f  i rm~vare  reconf  i g u r a t  ion  
u s i n g  microprogram m o d i f i c a t i o n s  . 
2 . Memory System Reconf i g u r a  t ion  
S e v e r a l  t e c h n i q u e s  a r e  a v a i l a b l e  f o r  remapping memory a d d r e s s e s  
t o  avoid f a u l t y  memory l o c a t i o n s .  These t e c h n i q u e s  a r e  p a r t i c u l a r l y  
a t t r a c t i v e  s i n c e  o n l y  a  modest amount of c o n t r o l  equipment i s  r e q u i r e d  
t o  implement t h e  r e c o n f i g u r a t i o n ,  and s i n c e  it is impor tan t  t o  s a l v a g e  
a  l a r g e  f r a c t i o n  of t h e  memory subsequent  t o  a  f a i l u r e ,  because  of t h e  
l a r g e  s i z e  and weight  of memory s y s t e m s .  
3 .  T e s t i n g  and D i a g n o s i s  
The development of  t e s t i n g  and d i a g n o s i s  p rocedures  f o r  t h e  
networks  w i t h i n  t h e  m u l t i p r o c e s s o r  d o e s  n o t  p r e s e n t  any fundamental  
d i f f i c u l t i e s ,  a l though  t h e r e  is  much room f o r  improvement of a l g o r i t h m s  
f o r  g e n e r a t i n g  t e s t  s c h e d u l e s .  I t  is  a l s o  concluded t h a t  i f  t h e  r e a l i z a -  
t i o n s  a r e  r e g u l a r l y  s t r u c t u r e d ,  a s  i l l u s t r a t e d  by t h e  b y t e - s l i c e d  a r i t h -  
m e t i c  l o g i c  u n i t  and t h e  commutation networks,  r e l a t i v e l y  s h o r t  t e s t i n g  
and d i a g n o s i s  s c h e d u l e s  can be e a s i l y  deve loped .  
4 .  Programs f o r  Recovery 
The r o l l - b a c k  and r e c o v e r y  of programs from permanent and 
t r a n s i e n t  f a i l u r e s  appear  q u i t e  f e a s i b l e  i f  an u l t r a r e l i a b l e  memory can 
be  p o s t u l a t e d .  The recovery  t e c h n i q u e s  t h a t  a r e  most promising may be 
c o n s i d e r e d  a s  e x t e n s i o n s  of t h e  s t a t e - c a p t u r i n g  t e c h n i q u e s  commonly used 
i n  t ime-shar ing  sys tems when a  u s e r ' s  a l l o c a t i o n  of p r o c e s s o r  t ime  h a s  
t e r m i n a t e d .  
147 
C .  Recommendations f o r  F u t u r e  Study 
I t  is  recommended t h a t  a d d i t i o n a l  r e s e a r c h  be devoted t o  t h e  g e n e r a l  
problem of a c h i e v i n g  r e l i a b i l i t y  through l o g i c a l  reconf  i g u r a t i o n .  Some 
s p e c i f i c  problem a r e a s  a r e  l i s t e d  below. 
(1) Concerning t h e  l o g i c a l  d e s i g n  and p a r t i t i o n i n g  of a  
p r o c e s s i n g  u n i t ,  it is recommended t h a t  add i t  i o n a l  
s t u d y  be g iven  t o  t h e  f e a s i b i l i t y  of reconf  i g u r a t  ion 
a t  a  low system l e v e l .  T h i s  should  inc lude  i n v e s t i -  
g a t  i o n s  of b y t e - s l i c e d  r e a l i z a t i o n s ,  of t h e  f  e a s i -  
b i l i t y  of main memory t a k e o v e r  of t h e  microprogram 
c o n t r o l  f u n c t i o n ,  and of f e a s i b i l i t y  t e c h n i q u e s  of 
modifying microprogram i n s t r u c t i o n s  f o r  t h e  p rese rva-  
t i o n  of t h e  h i g h e s t  degree  of computing power. The 
i n v e s t i g a t i o n  of a r i t h m e t  i c - l o g i c  p rocess ing  u n i t s  
should  be extended t o  inpu t -ou tpu t  u n i t s  t o  de te rmine  
how t h e  des ign  developed can be augmented o r  modif ied 
f o r  t h e  i n p u t  -output f  unc t ion  . 
( 2 )  Concerning t echn iques  f o r  e r r o r  d e t e c t i o n ,  d e t a i l e d  
e v a l u a t i o n s  of t h e  t h r e e  t y p e s  of d e t e c t i o n  schemes-- 
hardware, so f tware ,  and f  irmware--should be conducted, 
w i t h  emphasis on de te rmin ing  t h e  p r o b a b i l i t y  of an un- 
d e t e c t e d  e r r o r ,  t h e  t ime expended i n  implementing t h e  
d e t e c t i o n ,  and t h e  equipment c o s t s .  I f  necessary ,  
a t t e n t i o n  should be g iven  t o  t h e  development of new 
s o f t w a r e  and f i rmware e r r o r  d e t e c t i o n  p rocedures .  
( 3 )  Concerning low-level memory r e c o n f i g u r a t i o n  t echn iques ,  
an e v a l u a t i o n  of t h e  s e v e r a l  approaches d e s c r i b e d  i n  
t h i s  r e p o r t  should be conducted.  A d d i t i o n a l  e f f o r t  
should  be devoted t o  t h e  development of e a s i l y  imple- 
mented r u l e s  f o r  t h e  convers ion  from ( t o )  a  number i n  
b i n a r y  r e p r e s e n t a t i o n  t o  (from) a  c o n s t a n t  weight code 
word.  Other  types  of codes,  which a r e  p o s s i b l y  e a s i e r  
t o  implement, might be cons idered  f o r  t h e  d e t e c t i o n  
and d i a g n o s i s  of memory system f a i l u r e s .  
(4)  Concerning commutation networks, an i n v e s t i g a t i o n  
should be conducted of t h e  t r a d e - o f f s  among such 
f e a t u r e s  a s :  number of c e l l s ,  e a s e  of s e t u p ,  d e l a y  
th rough  t h e  network, and f a u l t  t o l e r a n c e .  A d d i t i o n a l  
problems a r e  t h e  d e s i g n  of nonblocking networks ( n e t -  
works f o r  which a  m o d i f i c a t i o n  of s e v e r a l  of t h e  i n p u t -  
o u t p u t  ass ignments  r e q u i r e s  t h e  d i s r u p t i o n  of t h e  i n t e r -  
c o n n e c t i o n s  on ly  between a f f e c t e d  i n p u t s  and o u t p u t s )  
and t h e  s y n t h e s i s  o f  minimal networks f o r  t h e  v a r i o u s  
communication f u n c t i o n s .  
(5) Concerning sof tware  t echn iques ,  an e v a l u a t i o n  of t h e  
v a r i o u s  r e c o v e r y  methods d e s c r i b e d  f o r  s c i e n t i f i c  pro- 
grams should be conducted,  and new t e c h n i q u e s  should 
be deve loped .  The parameters  of concern a r e  t h e  f r a c -  
t i o n  of a  p r o c e s s o r  and memory t h a t  must be devoted t o  
t h e  p r o c e s s i n g  and s t o r a g e  of redundant d a t a  i n  a n t i c i -  
p a t i o n  of t h e  need f o r  recovery,  and t h e  p r o b a b i l i t y  of 
an i n e f f e c t i v e  recovery  due t o  c a t a s t r o p h i c  f a i l u r e  
c o n d i t i o n s .  The term i n e f f e c t i v e  i m p l i e s  t h a t  t h e  on ly  
r e c o v e r y  p o s s i b l e  i s  a  r e l o a d i n g  of t h e  program and 
i n i t i a l  d a t a .  A t t e n t i o n  should be g i v e n  t o  t h e  s p e c i f i -  
c a t i o n  of recovery  programs f o r  e x e c u t i v e  systems, 
p a r t i c u l a r l y  f o r  m u l t i p r o c e s s o r s .  Also  of concern  is  
t h e  development of microprogram o p e r a t i o n  code s e t s  
t h a t  a r e  compat ible  w i t h  t h e  redundant  coding of d a t a .  
( 6 )  Concerning t e s t i n g  and d i a g n o s i s ,  add i t  i o n a l  work is  
recommended on t h e  development of procedures  f o r  a r b i -  
t r a r y  s e q u e n t i a l  networks, i n c l u d i n g  a  s t u d y  of t h e  
p o s s i b l e  b e n e f i t s  from t h e  u s e  of a n c i l l a r y  test  p o i n t s  
and redundant  s t a t e s .  The p rocedures  developed f o r  
commutation networks should be extended t o  inc lude  t h e  
d i a g n o s i s  t o  i d e n t i f y  f a u l t y  c e l l s .  
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EVALUATION OF THE EFFECTIVENESS 
OF THE IMPROVED MEMORY RECONF I GURAT ION SCHEME 
I n  S e c .  I l l -C-2 a  memory r e c o n f i g u r a t i o n  scheme was d e s c r i b e d  t h a t  
r e q u i r e d  t h a t  a  set of p, n -b i t  addresses  a g r e e  i n  a t  l e a s t  m-pos i t ions .  
In  t h i s  appendix we w i l l  compute t h e  p r o b a b i l i t y  of t h i s  occurrence,  
assuming t h a t  a l l  n - b i t  v e c t o r s  a r e  e q u a l l y  p r o b a b l e .  
We w i l l  proceed by e v a l u a t i n g  t h e  number of "bad" s e t s  of p  v e c t o r s ,  
of l e n g t h  n, i . e . ,  t h e  number of s e t s  of p  v e c t o r s  t h a t  do n o t  - a g r e e  i n  
a t  l e a s t  m-posi t ions ,  and d e n o t e  t h i s  number by N(m,p,n) . L e t  us  d e n o t e  
* 
t h e  v e c t o r s  a s  v  I, v 2 9  . . - Y  and t h e  weight  of v e c t o r  v  by w(v i ) ,  P  i 
I n i t i a l l y  assume t h a t  w ( v . )  = 0, and denote  t h e  number of bad p a t t e r n s  
1 
under t h i s  assumption a s  N'  (m, P, n) = N [m,p, n  (w(vl) = 0  1 . Then it is  
seen t h a t  
A bad p a t t e r n  c e r t a i n l y  occurs  i f  t h e  d i s t a n c e  between v  and v  2 1 
exceeds  n  - m, [ w r i t t e n  a s  d ( v  v  ) > n  - m],  which, assuming t h a t  2' 1 
w(v ) = 0, i m p l i e s  t h a t  a  bad p a t t e r n  occurs  i f  w(v ) = n, n  - 1, . . ., 1 2  
n  - m + 1. I f  v  s a t i s f i e s  one of t h e s e  m weight  c o n d i t i o n s ,  t h e n  a  2 
bad p a t t e r n  o c c u r s  independent  of t h e  s t r u c t u r e  of t h e  remaining p  - 2  
v e c t o r s .  S ince  t h e r e  a r e  mi1 ( 2 )  v e c t o r s  t h a t  s a t i s f y  t h e  weight con- 
i =O 
* 
The weight  of a  v e c t o r  i s  d e f i n e d  a s  t h e  number of nonzero p o s i t i o n s  
i n  t h e  v e c t o r .  
An i n e q u a l i t y  s i g n  is now used, because i n  computing t h e  f i r s t  p a r t  of 
t h e  r i g h t  s i d e  of E q .  (A-2) it was assumed t h a t  w i t h i n  t h e  s e t  vl, . . ., 
v  t h e r e  could  be r e p e t i t i o n  of v e c t o r s ,  a  c o n d i t i o n  t h a t  i s  no t  p h y s i -  
P  
c a l l y  meaningful ,  s i n c e  an a d d r e s s  cannot  f a i l  more t h a n  once .  Hence, 
our computation w i l l  r e s u l t  i n  an upper bound on t h e  number of bad 
p a t  t e r n s .  
L e t  u s  now c o n s i d e r  t h e  number of bad p a t t e r n s  t h a t  r e s u l t  when 
w(v2) # n, n  - 1, . . ., n  - m + 1. I t  i s  c l e a r  t h a t  a  bad p a t t e r n  r e -  
s u l t s  i f  d(v3,vl) > n  - m o r  d ( v  v  ) > n  - m .  The number of v e c t o r s  3.' 2 
v  t h a t  s a t i s f y  e i t h e r  of t h e s e  c o n d i t i o n s  i s  bounded from above by 
Z 3 q 1  ( y ) .  I f  v3 s a t i s f i e s  e i t h e r  of t h e s e  c o n d i t i o n s ,  a  bad p a t t e r n  
i =O 
o c c u r s  independent of t h e  s t r u c t u r e  of t h e  remaining p  - 3  v e c t o r s ,  
which i m p l i e s  t h a t  
The procedure  can now be r e c u r s i v e l y  con t inued ,  assuming f i r s t  
t h a t  t h e  v e c t o r  v  i s  w i t h i n  d i s t a n c e  n  - m  of v  and v  and t h e n  com- 3  2  1 
p u t i n g  t h e  number of v e c t o r s  v  f o r  which d(v4,vi) > n  - m, i = 1, 2, 3, 4  
e t c .  We t h e n  f i n d  t h a t  
For l a r g e  v a l u e s  of n  (say,  n  > 10)  and f o r  v a l u e s  of m,p t h a t  a r e  
smal l  compared w i t h  n ( say ,  <n/2), E q .  (A-4) can be approximated a s  
S i n c e  t h e r e  a r e  2Pn p o s s i b l e  p a t t e r n s  of p n - b i t  addresses ,  t h e  proba- 
b i l i t y  P(m,p,n) t h a t  w i t h i n  t h e  s e t  of p  a d d r e s s e s  t h e r e  e x i s t  a t  l e a s t  
m p o s i t i o n s  where t h e  v e c t o r s  a g r e e  i s  g iven  by 
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IMPLEMENTATION OF CONSTANT WEIGHT CODES 
I n  t h i s  appendix we d i s c u s s  t h e  pr imary problems i n  t h e  implementa- 
t i o n  of c o n s t a n t  weight  codes:  
(1) Inpu t  convers ion ,  i .e  . , t h e  mapping from conven t iona l  
b i n a r y  r e p r e s e n t a t i o n  t o  a  c o n s t a n t  weight  code word, 
and 
(2) Output convers ion ,  i . e . ,  t h e  mapping from t h e  c o n s t a n t  
weight  r e p r e s e n t a t i o n  t o  t h e  b i n a r y  r e p r e s e n t a t i o n .  
We w i l l  i l l u s t r a t e  t h e  mapping p rocedures  f o r  t h e  (12, 6) c o n s t a n t  
weight  code.  The procedures  can be g e n e r a l i z e d  t o  any c o n s t a n t  weight  
code, a l though  f o r  v a l u e s  of n  much l a r g e r  t h a n  12 t h e  equipment c o s t s  
appear  e x c e s s i v e .  
A (12, 6) code can accommodate k  = 9  in format ion  d i g i t s ,  s i n c e  9  
i s  t h e  l a r g e s t  i n t e g e r ,  k, such t h a t  2k 5 (i2). Thus t h e  (12, 6) con- 
s t a n t  weight  code c o n t a i n s  3 redundant b i t s ,  w h i l e  t h e  Berger Code f o r  
k  = 9  i n f o r m a t i o n  b i t s  c o n t a i n s  4 redundant  b i t s .  
I n  Tab le  B-I a  row h a s  been a l l o c a t e d  f o r  each of weight c l a s s e s  
of v e c t o r s  of l e n g t h  9 .  The columns i d e n t i f y  t h e  number of v e c t o r s  o f  
weight  w, N(w), and t h e  t h r e e  check symbols ( i n  p o s i t i o n s  9, 10, and 11) 
t h a t  have been ass igned  t o  each v e c t o r  w i t h i n  a  weight  c l a s s .  
9  The g o a l  i n  t h e  i n p u t  convers ion  i s  t o  map each of t h e  2  v e c t o r s  
of weight  9  i n t o  a  unique v e c t o r  of l e n g t h  12 and weight  6 .  F i r s t  con- 
s i d e r  t h e  84 9 - t u p l e s  of weight 6 .  These a r e  r e a d i l y  conver ted t o  
v e c t o r s  of l e n g t h  12,  weight  6  by appending t h e  check symbol s e t  
(0,  0, 0 ) ,  a s  shown i n  t h e  t a b l e .  S i m i l a r l y ,  t h e  9 - t u p l e s  of we igh t s  
5, 4, 3 a r e  e a s i l y  mapped t o  code words of weight  6  by appending t h e  
r e s p e c t i v e  check symbol s e t s  (1 ,  0,  O), (1, 1, O), (1,  1, 1 ) .  Unfor- 
t u n a t e l y ,  t h e  9 - t u p l e s  of weight  2, 1, 0,  7, 8, 9  cannot  be mapped by 
merely  appending an a p p r o p r i a t e  s e t  of check d i g i t s ;  t h e  9 in format ion  
symbols must be a l t e r e d .  
Tab le  B-I 
CHECK SYMBOLS FOR CONSTANT WEIGHT (12, 6) CODE 
The procedure  f o r  t h e  36 weight-2 9 - tup les ,  i s  t o  a l l o c a t e  t h e  
check symbol s e t  (0,  1, 1)  t o  each of t h e  v e c t o r s ,  and t o  c o n v e r t  each 
o f  t h e  weight-2,  9 - tup les  i n t o  a unique v e c t o r  of length-9,  weight-4 .  
( I t  is t h e n  c l e a r  t h a t  a l l  of t h e  v e c t o r s  formed of l e n g t h  1 2  w i l l  be 
of weight  6 . )  I n  Table  B-I1 we show a p o s s i b l e  mapping procedure  f o r  
Weight C l a s s  
0 
1 
2 
3 
4 
5 
Tab le  B-I1 
MAPPING OF VECTORS OF WEIGHT 2 
9 
N(w) 
126 
126 
C l a s s  
c 
C 1 
C 2 
C 3 
C 4 
Check 
Symbols 
9 
3 6 0 1 1  
8 4 1 1 1  
1 
1 
O r i g i n a l  Vector  
0 1 2 3 4 5 6 7 8  
1 1 0 0 0 0 0 0 0  
1 0 1 0 0 0 0 0 0  
1 0 0 1 0 0 0 0 0  
1 0 0 0 1 0 0 0 0  
Mapped Vector  
0 1 2 3 4 5 6 7 8  
x x 1 1 0 0 0 1 1  
x 1 x 1 0 0 0 1 1  
x 1 1 x 1 0 0 0 1  
x o o o x 1 1 1 1  
10 
9 0 1 0  1 0 1 0 1  
1 
0 
11 
0 
0 
t h e  4 weight-2 9- tuples ,  which a r e  i n e q u i v a l e n t  under a  c y c l i c  t r a n s -  
f o r m a t i o n .  (The x ' s  i n  t h e  second column of v e c t o r s  have been inc luded  
i n s t e a d  o f  0 ' s  i n  o r d e r  t o  i d e n t i f y  t h e  p o s i t i o n  of t h e  1's i n  t h e  
o r i g i n a l  v e c t o r . )  
The r e a d e r  can observe  t h a t  i n  t h e  c a s e  of c l a s s e s  c  c  c  t h e  1' 2' 3  
mapping f u n c t i o n  is  such t h a t  t h e  1's i n  t h e  mapped v e c t o r  e n c l o s e  t h o s e  
p o s i t i o n s  ( t a k e n  c y c l i c a l l y )  where t h e  1 ' s  appeared i n  t h e  o r i g i n a l  
v e c t o r .  I n  t h e  c a s e  of c l a s s  c  t h e  1 ' s  i n  t h e  o r i g i n a l  v e c t o r  e n c l o s e  4' 
t h e  ones i n  mapped v e c t o r .  
A compara t ive ly  s imple  implementat ion can be  achieved f o r  t h e s e  
weight-2 v e c t o r s  us ing  a  s h i f t  r e g i s t e r ,  provided 9-clock t imes  can 
be a l l o c a t e d  t o  t h e  i n p u t  convers ion  p r o c e s s .  The rudiments  of t h e  
convers ion  network a r e  d i s p l a y e d  i n  F i g .  B-1 . The s i g n a l s ,  Si, i = 1, 
..., 8,  a r e  d i r e c t  s e t  s i g n a l s  t o  t h e  8 - s tages  of t h e  s h i f t  r e g i s t e r ;  
s t a g e  0  does  n o t  r e q u i r e  a  set i n p u t .  The s i g n a l s  R 0, R 1 ~  R 2 ~  R3, Rq 
a r e  d i r e c t  r e s e t  s i g n a l s .  I n  o p e r a t i o n ,  a  weight-2 v e c t o r  is  i n s e r t e d  
i n t o  t h e  r e g i s t e r ,  and t h e  r e g i s t e r  s h i f t e d  u n t i l  a  1 appears  (assume i 
s h i f t s  were  r e q u i r e d )  on one of t h e  o u t p u t s ,  c  c  c  c A t  t h i s  1' 2' 3' 4 '  
t ime t h e  a p p r o p r i a t e  s e t  and r e s e t  s i g n a l s  a r e  e x c i t e d ,  c o n v e r t i n g  t h e  
we igh t  of t h e  r e g i s t e r  c o n t e n t s  from 2 t o  4 .  The s e t  and r e s e t  l i n e s  
a r e  then i n h i b i t e d ,  and t h e  r e g i s t e r  i s  s h i f t e d  9  - i t i m e s ;  subsequent  
t o  s h i f t i n g  t h e  mapped v e c t o r  is ready f o r  removal from t h e  r e g i s t e r .  
A s i m i l a r  procedure  can be used t o  map t h e  weight-7 v e c t o r s ,  where t h e  
x ' s  i n  T a b l e  B-I1 would t h e n  correspond t o  t h e  p o s i t i o n  of 0 ' s  i n  t h e  
o r i g i n a l  v e c t o r .  
A s  shown i n  Tab le  B-I, b o t h  t h e  weight-0 and weight-1  v e c t o r s  
would be ass igned  t h e  check symbol s e t  (0, 1, 0 ) ;  t h e  in format ion  
symbol s e t  would be mapped i n t o  v e c t o r s  of weight-S, i n  o r d e r  t o  pro- 
duce a  v e c t o r  of weight-6.  Perhaps,  t h e  s i m p l e s t  mapping t echn ique  is 
t o  t r a n s f o r m  t h e  0  v e c t o r  o n t o  a  v e c t o r  t h a t  c o n t a i n s  1 's i n  t h e  f i r s t  
5 p o s i t i o n s ,  and t r a n s f o r m  a  v e c t o r  w i t h  a  1 i n  p o s i t i o n  j, t o  a  v e c t o r  
t h a t  c o n t a i n s  1 's  i n  p o s i t i o n s  j - 2, j - 1, j + 1, j + 2, j + 3, where 
a l l  numbers a r e  t aken  modulo 9 .  A s imple  s h i f t  r e g i s t e r  implementation 
GE 
SHIFT-REGISTER 
FIG. B-I MAPPING OF WEIGHT-2 VECTORS OF LENGTH 9 INTO 
CONSTANT WEIGHT CODE 
of t h i s  mapping can be s p e c i f i e d .  The weight  c l a s s e s  8, 9  a r e  imple- 
mented i n  a  s i m i l a r  manner. 
The o u t p u t  convers ion  t e c h n i q u e  w i l l  no t  be d e s c r i b e d  i n  d e t a i l ,  
because of t h e  s i m i l a r i t i e s  it s h a r e s  w i t h  t h e  i n p u t  convers ion .  The 
weight  c l a s s  of in fo rmat ion  symbols is  i d e n t i f i e d  from i n s p e c t i o n  of 
t h e  c o n t e n t s  of p o s i t i o n s  9, 10, 11 of t h e  c o n s t a n t  weight code word.  
I f  t h e  we igh t  c l a s s  i s  3, 4, 5, 6, t h e  l a s t  3  symbols a r e  pruned from 
t h e  word, l e a v i n g  t h e  in format ion  symbols.  For  t h e  remaining weight  
c l a s s e s ,  a  c y c l i c  convers ion  procedure can be used s i m i l a r  t o  t h a t  
shown i n  F i g .  B-1 . 
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DERIVATION OF BOUNDS ON THE NUMBER OF STATES REQUIRED 
FOR ORDER PRESERVING AND NONORDER PRESERVING NETWORKS 
Cons i d e r  t h e  f o l l o w i n g  two problems : 
Problem 1. What is  t h e  minimum number n  of pe rmuta t ions  t h a t  t h e  1 
network must be a b l e  t o  perform t o  permute any s e t  of k of t h e  p o s s i b l e  
n  i n p u t s  i n t o  any k of t h e  o u t p u t s  w i t h  t h e  o r d e r  of t h e  k  i n p u t s  b e i n g  
p r e s e r v e d ?  
Problem 2 .  Same a s  problem I, e x c e p t  t h a t  now we d o n ' t  i n s i s t  t h a t  
t h e  o r d e r  i s  p r e s e r v e d .  ( C a l l  t h e  minimum number n  .) 2 
A s imple  example w i l l  i l l u s t r a t e  ( F i g .  C-1). L e t  n  = 3, k  = 2 .  
FIG. C-1 ILLUSTRATION OF PERMUTATION NETWORK 
T h e r e  a r e  (23) = 3 p a i r s  of i n p u t s ,  and f o r  problem 1 t h e s e  must be  
permuted i n t o  any of t h e  3 p a i r s  of o u t p u t s ,  o r d e r  be ing  p r e s e r v e d .  F o r  
problem 2 t h e y  must be permuted d i s r e g a r d i n g  o r d e r .  We c o n s i d e r  problem 
2 f i r s t  , 
The t h r e e  pe rmuta t ions  shown i n  Table  C-I, 
Table  C-I 
EXAMPLE OF PROBLEM 2 PERMUTATIONS FOR n  = 3, k = 2 
A B  C 
where, f o r  example, pe rmuta t ion  a  sends  A + 1, B -+ 2, and C -+ 3, w i l l  
s a t i s f y  t h e  c o n d i t i o n s  of problem 2, a s  can be seen  from Table  C-11, 
where t h e  e n t r i e s  correspond t o  t h e  permutat ion t h a t  d o e s  t h e  r e q u i r e d  
mapping. 
Tab le  C - I 1  
SUFFICIENT PERMUTATION SET FOR PROBLEM 2--n = 3, k  = 2 
Outpu t s  
I n p u t s  
Not ice  t h a t  i n  g e n e r a l  t h i s  t a b l e  w i l l  be of s i z e  (: ) (:) Thus, 
a s  a  lower bound t o  t h e  number of pe rmuta t ions  needed t o  ach ieve  a  s o l u -  
t i o n  of e i t h e r  problem 1 o r  problem 2 w e  have ( )  2 n i = 1, 2 .  AXSO,  
a s  an obvious  upper  bound we have n  i 2 (:)', i = 1, 2 .  Not ice  t h a t  f o r  
t h e  example under c o n s i d e r a t i o n ,  t h e  lower bound was achieved f o r  n  2 ' 
Not ice  a l s o ,  however, t h a t  a, b, and c  do n o t  s o l v e  problem 1, because,  
f o r  example, none of them t a k e s  A + 1, B + 3 .  (The permutat ion b  t a k e s  
A -+ 3 and B + 1, b u t  o r d e r  was n o t  p rese rved . )  I n s p e c t i o n  shows t h a t  
f i v e  pe rmuta t ions  a r e  necessa ry ,  t a k i n g  t h e  t h r e e  a l r e a d y  given,  p l u s  
two a d d i t i o n a l  pe rmuta t ions  (shown i n  Tab le  (2-111) . 
Table  C - I 1 1  
ADDITIONAL PERMUTATIONS REQUIRED FOR PROBLEM 1--n = 3, k = 2 
A B C  
e 
F u r t h e r  a t t e n t i o n  w i l l  be d i r e c t e d  towards s e e i n g  how c l o s e l y  t h e  
lower bound can be approached and, i f  p o s s i b l e ,  g i v i n g  c o n s t r u c t i v e  
procedures  f o r  g e n e r a t i n g  s e t s  of pe rmuta t ions  t h a t  s u f f i c e  t o  s o l v e  
e i t h e r  problem 1 o r  2 .  A t  p r e s e n t  some few r e s u l t s  a r e  a v a i l a b l e  con- 
c e r n i n g  problem 2 .  L e s s  h a s  been done w i t h  problem 1. 
The fo l lowing  theorems and c o n j e c t u r e s  w i l l  be proved o r  d i s c u s s e d .  
Theorem C - 1 .  L e t  n  = p  be a  prime and l e t  k = 2 .  
Then problem 2  can  be so lved  w i t h  a  minimum number (i) of p e r m u t a t i o n s .  
Theorem C-2. I f  t h e  hypo theses  of Theorem 1 hold ,  
then  problem 1 can be so lved  u s i n g  a t  most 2  
permutat  i o n s .  
Theorem C-3. The lower bound (I:) cannot  always be 
achieved f o r  problem 2 (and hence n o t  always f o r  
problem 1 ) .  
C o n j e c t u r e .  An upper bound f o r  n  i s  k (I:). 2  
Proof  of Theorem C-1: The proof w i l l  proceed by a c t u a l l y  e x h i b i t i n g  
a  s e t  of (i) p e r m u t a t i o n s  t h a t  r e a l i z e  a l l  unordered p a i r s  of permuta- 
t i o n s  of p  i n p u t s .  The pe rmuta t ions  t o  be  used a r e  genera ted  i n  a  c y c l i c  
f a s h i o n  from a  set of  (p  - 1) /2  s t a r t i n g  pe rmuta t ions ,  each  of t h e s e  
s t a r t i n g  pe rmuta t ions  g i v i n g  p  pe rmuta t ions  f o r  a  t o t a l  of  
P [ ( P  - 1 ) / 2 1  = (g) p e r m u t a t i o n s .  
One s t a r t s  w i t h  t h e  pe rmuta t ion  r e p r e s e n t e d  d i a g r a m a t i c a l l y  i n  t h e  
f i r s t  row of Tab le  C-.IV. The f u r t h e r  pe rmuta t ions  a r e  o b t a i n e d  by 
c y c l i c a l l y  s h i f t i n g  t h e  f i r s t  row t o  t h e  r i g h t .  
O t h e r  s t a r t i n g  pe rmuta t ions  a r e  o b t a i n e d  by going i n  s t e p s  of  2, 
3, . . . , ( p  - 1) /2 ,  beg inn ing  w i t h  t h e  pe rmuta t ion  a  For  example, t h e  1 ' 
permuta t ions  a r e  e x h i b i t e d  below i n  Table  C-V f o r  p  = 7 .  
We must now show t h a t  t h i s  s e t  of pe rmuta t ions  does  r e a l i z e  a l l  
p a i r s  of pe rmuta t ions  of 2  i n p u t s .  To t h i s  end, t h e  fo l lowing  mechanical  
model of  t h i s  s e t  of pe rmuta t ions  is u s e f u l .  Cons ide r  t h e  i n p u t  l a b e l s  
11, . . ., I a s  be ing  e v e n l y  spaced around t h e  o u t s i d e  of  ( p  - 1) /2  
P  
c i r c l e s .  On t h e  i n s i d e  of t h e  c i r c l e s  c o n s i d e r  t h e  ( p  - 1) /2  s t a r t i n g  
Table C-IV 
CYCLIC CONSTRUCTION FOR SOLUTION OF PROBLEM 2--k = 2 
Table C-V 
ADDITIONAL CYCLIC CONSTRUCTIONS FOR PROBLEM 2--k = 2 
6 7 1 2 3 4 5  b3 
e t c .  
1 3 5 7 2 4 6  
6 1 3 5 7 2 4  
4 6 1 3 5 7 2  
e t c  . 
I e t c  . 
permutat ions t h a t  a r e  descr ibed above. Rota t ions  of t he  i n s i d e  l a b e l s  
through angles  of 360/p degrees cause t h e  o u t s i d e  input  l a b e l  t o  l i e  
oppos i te  an i n s i d e  l a b e l .  See F i g .  C-2, which i l l u s t r a t e s  t h e  model f o r  
p  = 7 .  
To so lve  problem 2  f o r  k  = 2, it s u f f i c e s  t o  e x h i b i t  a  s e t  of 
t h e s e  diagrams i n  which any p a i r  of numbers ( i ,  j ) ,  1 2 i, j 2 p, l i e s  
a  d i s t a n c e  d  a p a r t  (on some c i r c l e )  where d  = 1, 2, ..., ( p  - 1) /2 .  
FIG. C-2 ILLUSTRATION OF CYCLIC CONSTRUCTION -- P = 7 
F o r  example, (3,4) a r e  a p a r t  a  d i s t a n c e  1 i n  F i g .  C-2(a), d i s t a n c e  3  
i n  F i g .  C-2(b), and d i s t a n c e  2  i n  F i g .  C-2(c) . I f  we want some p a i r  
of i n p u t s ,  s a y  ( I2 ,  I71 (3 ,4 ) ,  w e  know t h a t  s i n c e  I and I7 a r e  d i s -  2  
t a n c e  2  a p a r t ,  t h e  c y c l e  of F i g .  C-2(c) w i l l  g i v e  a  permutat ion on i t s  
second c lockwise  r o t a t i o n  from i t s  p r e s e n t  p o s i t i o n .  I t  i s  easy  t o  s e e  
i n  g e n e r a l  t h a t  i f  e v e r y  d i s t a n c e  is achieved f o r  e v e r y  p a i r  of numbers, 
t h e n  some r o t a t i o n  of t h e  a p p r o p r i a t e  s t a r t i n g  c y c l e  w i l l  y i e l d  a permu- 
t a t i o n  w i t h  t h e  r e q u i r e d  mapping p r o p e r t i e s .  We now show f o r m a l l y  t h a t  
t h i s  i s  indeed t h e  s i t u a t i o n  i f  n = p  a  pr ime.  
Proof of Theorem C-1: The ( p  - 1 ) / 2  s t a r t i n g  sequences can be re- 
garded a s  some r o t a t i o n  of t h e  sequences  g iven  by 
s ( m ,  k) = mk (mod p) f o r  m = 1, 2, 3, . . . 
Thus, from t h e  d i s c u s s i o n  above we need t o  answer t h e  q u e s t i o n :  Given 
a  p a i r  i, j w i t h  j 7 i, and g i v e n  d i s t a n c e  d ,  1 d  2 ( p  - 1) /2 ,  does  
t h e r e  e x i s t  m and k  such t h a t  
The problem then  becomes one of s o l v i n g  t h e  e q u a t i o n  
where t h e  numbers a r e  regarded modulo p .  For  p  a  prime it is w e l l  known 
t h a t  t h e  i n t e g e r s  modulo p  form a  f i n i t e  f i e l d .  Thus we may e a s i l y  
s o l v e  Eq . ((2-1) f o r  m and k  by s e t t i n g  
Proof of Theorem C-2 : A s imple  t r i c k  works.  I f  t h e  ( g  ) sequences  
we have genera ted  t o  s o l v e  problem 2  do n o t  s u f f i c e  t o  s o l v e  problem 1 
(and i n  g e n e r a l  t h e y  w i l l  n o t ) ,  s imply g e n e r a t e  (g ) a d d i t i o n a l  sequences  
by r e v e r s i n g  t h e  o r d e r ,  s t a r t i n g  from 1 say,  o f  t h e  p rev ious  (2") se- 
quences .  I f  t h e  o r d e r  of a  p a i r  of i n p u t s  appears  i n  t h e  wrong o r d e r  
i n  t h e  f i r s t  s e t  , t h e n  it w i l l  appear  i n  t h e  c o r r e c t  o r d e r  i n  
t h e  second set of . Q.E .D.  
We n e x t  c o n s i d e r  t h e  c a s e  n  = 4, k  = 2 and show t h a t  t h e  lower  
bound (:) = 6 cannot  be ach ieved .  We w i l l  t h e n  d e r i v e  a  g e n e r a l  neces -  
s a r y  c o n d i t i o n  t h a t  t h e  bound (E) can be achieved,  which, however, seems 
n o t  t o  be a  s u f f i c i e n t  c o n d i t i o n .  
Denote t h e  f o u r  i n p u t s  by A, B, C, D and c o n s i d e r  t h e  6 X 6 t a b l e  
of F i g .  C-3 .  
S i n c e  a t  l e a s t  6 pe rmuta t ions  w i l l  be r e q u i r e d ,  we may assume w i t h -  
o u t  l o s s  of g e n e r a l i t y  t h a t  a t  l e a s t  two of them w i l l  map A -' 1. These 
two permuta t ions  w i l l  f i l l  s i x  of t h e  n i n e  s q u a r e s  i n  t h e  upper l e f t -  
hand c o r n e r  of s i z e  3  X 3 .  T h i s  l e a v e s  o n l y  t h r e e  vacan t  s p a c e s .  S i n c e  
a t  l e a s t  f o u r  more pe rmuta t ions  a r e  necessa ry  and s i n c e  each of t h e s e  
w i l l  c o n t r i b u t e  a t  l e a s t  one e n t r y  t o  t h e  upper l e f t -hand  corner ,  a t  
l NPUTS 
OUTPUTS 
T A -  5 5 8 0 -  181 
FIG. C-3 CONSTRUCTION FOR PROBLEM 2 - -  n = 4, k = 2 
l e a s t  one s q u a r e  w i l l  be covered t w i c e .  Hence, t o  f i l l  t h e  row of t h i s  
square ,  a t  l e a s t  one a d d i t i o n a l  permutat ion w i l l  be necessa ry ,  r e q u i r i n g  
a t  l e a s t  seven .  A s e t  of seven t h a t  s u f f i c e s  has  been found by t r i a l  
and e r r o r  methods.  Hence, a l though  t h e  lower bound around 6 can n o t  be 
-
achieved,  t h e  n e x t  b e s t  r e s u l t  can be ach ieved .  We t u r n  now t o  more 
g e n e r a l  c o n s i d e r a t i o n s  of t h e  "over lap"  phenomenon t h a t  occurred i n  t h e  
p reced ing  example. 
Proof of Theorem C - 3 :  We c o n s t r u c t  a  t a b l e  of s i z e  
we d i d  i n  t h e  preceding example. S i n c e  a t  l e a s t  (i ) permutat ions  a r e  
n e c e s s a r y  t o  s o l v e  problem 2, wi thou t  l o s s  of g e n e r a l i t y  we may assume 
t h a t  M = (;)/k/ of t h e  pe rmuta t ions  send I - 1. Here [i) d e n o t e s  1 
t h e  l e a s t  i n t e g e r  g r e a t e r  than  o r  e q u a l  t o  i .  These permuta t ions  f i l l  
e x a c t l y  M[i I :) p o s i t i o n s  of t h e  upper l e f t -hand  corner ,  l e a v i n g  (;i" I :)[(k ) - M] p o s i t i o n s  t o  be f i l l e d .  
Every o t h e r  permutat ion ( i . e . ,  t h o s e  n o t  sending I -+ 1)  f i l l s  
- 1 ( E  1 i) p o s i t i o n s .  l e a s t  (i) - M o t h e r  permutat ions  a r e  chosen,  
c o v e r i n g  ( E  I i) . - M] s q u a r e s  Thus a  necessa ry  c o n d i t i o n  t h a t  
t h e  minimum number of pe rmuta t ions  s u f f i c e  t o  s o l v e  problem 2 is 
t h a t  
Q ( n ~ k )  ( ) [ )  - ] - ( ) [ (  ) - M] 
be e q u a l  t o  0 where M = I (n ) /n l  2 I '  
For k  = 2, n  = 2m + 1, Q(n,k) = 0, s o  t h e  n e c e s s a r y  c o n d i t i o n  is 
always s a t i s f i e d  f o r  k  = 2, m odd.  We have a l r e a d y  seen  t h a t  i f  
n  = prime, t h e  c o n d i t i o n  is  s u f f i c i e n t ,  b u t  f o r  odd nonprimes we d o  n o t  
y e t  know whether  i t  is  s u f f i c i e n t  . 
For  k  = 2, n  = 2m, Q(n,k) = m - 1, s o  t h e  n e c e s s a r y  c o n d i t i o n  is 
never  s a t i s f i e d  i n  t h i s  c a s e  f o r  k  = 2, n  even .  
The q u a n t i t y  Q(n,k) g i v e s  a  measure of  t h e  ' 'overlap' '  i n  t h e  upper 
l e f t -hand  c o r n e r  of t h e  t a b l e .  W e  can n o t  s a y  i n  g e n e r a l  t h a t  i n  a d d i -  
t i o n  t o  t h e  minimum (F ) permutat  i o n s  one needs  Q(n,k) more pe rmuta t ions ,  
because  conce ivab ly  t h e  Q(n,k) o v e r l a p s  could  occur  i n  such  a  way t h a t  
n o t  t h i s  many e x t r a  pe rmuta t ions  a r e  n e c e s s a r y .  
Not ice  t h a t  f o r  n  = 4, k  = 2  t h e  q u a n t i t y  Q(n,k) = 1. I n  t h i s  c a s e  
we a r e  a b l e  t o  f i n d  a  s e t  of (F ) + Q(n,k) = 7 permuta t ions  t h a t  s u f f i c e  
t o  s o l v e  problem 2 .  Th i s ,  t o g e t h e r  w i t h  Theorem C-1, would s u g g e s t  t h a t  
one could  come c l o s e  t o  t h e  number (E )  + Q(n,k) a s  t h e  number n e c e s s a r y  
t o  s o l v e  problem 2 .  However, even f o r  t h e  n e x t  c a s e  w i t h  n  = 6, k  = 2, (;) = 15, Q(n,k) = 2, t h e  l e a s t  number of pe rmuta t ions  found s o  f a r  t h a t  
s o l v e s  problem 2  is 30, a l t h o u g h  some of t h e s e  might be e l i m i n a t e d .  The 
methods h e r e  a r e  s t r i c t l y  t r i a l  and e r r o r ,  and u n t i l  some s y s t e m a t i c  
methods can  be developed f o r  g e n e r a t i n g  s e t s  of pe rmuta t ions  t h a t  s o l v e  
problem 2, it seems r a t h e r  p o i n t l e s s  t o  worry t o o  much about a c h i e v i n g  
t h e  lower  bound . 
With t h i s  i n  mind, we t u r n  now t o  a  semisys temat ic  method of 
g e n e r a t i n g  pe rmuta t ions  t o  s o l v e  problem 2  t h a t  i n  t u r n  l e a d s  t o  a  con- 
j e c t u r e  f o r  a  c o n s i d e r a b l y  improved upper  bound f o r  n  2  ' 
The t e c h n i q u e  demonstra ted  e a r l i e r  of u s i n g  r o t a t i o n s  of some s e t  
of s t a r t i n g  pe rmuta t ions  t o  g e n e r a t e  a  s u f f i c i e n t  set of pe rmuta t ions  
f o r  problem 2  seems t o  have g e n e r a l  u s e f u l n e s s .  I n  t h e  c a s e  k  = 2  we 
saw t h a t  we needed e v e r y  p a i r  of i n t e g e r s  t o  appear  a t  d i s t a n c e  d  a p a r t  
f o r  d  = 1, 2, . . ., C(n - 1 ) / 2 1 .  A s u f f i c i e n t  c o n d i t i o n  t h a t  g u a r a n t e e s  
t h a t  t h e  c y c l i c  r o t a t i o n s  of t h e  s t a r t i n g  pe rmuta t ions  w i l l  s o l v e  problem 
2  i s  t h a t  co r respond ing  t o  e v e r y  p a r t i t i o n  of t h e  i n t e g e r  n  i n t o  e x a c t l y  
k  summands, e v e r y  one of t h e  (E 1 sets of k  numbers chosen from n  a p p e a r s  i n  some c y c l e  w i t h  t h e  s p a c i n g  a long t h e  c y c l e  cor respond ing  t o  t h a t  
s p e c i f i e d  by t h e  p a r t i t i o n .  An example w i l l  i l l u s t r a t e .  For  n  = 6, 
k  = 3 we can e x p r e s s  t h e  p a r t i t i o n s  of 6 i n t o  3 summands a s  
The c y c l e  s p a c i n g s  cor respond ing  t o  t h e s e  t h r e e  p a r t i t i o n s  f o r  
t h e  t r i p l e  (p,q,  r )  a r e  g iven  i n  F i g .  C-4 .  
FIG. C-4 CYCLES FOR PROBLEM 2 - -  n = 6, k = 3 
S i n c e  each c y c l e  can  r e a l i z e  on ly  two o f  t h e  2 + 2 + 2 p a r t i t i o n s ,  
a t  l e a s t  10 c y c l e s  w i l l  be n e c e s s a r y .  The f u l l  s e t  of 1 0 . 6  = 60 = 3 (9 
permuta t ions  would s o l v e  problem 2, provided t h a t  each  p a r t i t i o n  of each  
t r i p l e  o f  numbers i s  r e a l i z e d  i n  some c y c l e .  I t  i s  n o t  d i f f i c u l t  t o  
f i n d  a  set  of 10 c y c l e s  t h a t  does  indeed ach ieve  a l l  of t h e  p a r t i t i o n s .  
They were found by t r i a l  and e r r o r  and a r e  g iven  i n  F i g .  C-5 f o r  t h e  
s a k e  of comple teness .  
I n  o t h e r  s p e c i f i c  c a s e s  it was n o t  d i f f i c u l t  t o  f i n d  by t r i a l  and 
e r r o r  a  set of c y c l e s  whose r o t a t i o n s  produce a  s o l u t i o n  t o  problem 2 .  
However, we have been unab le  t o  f i n d  a  s y s t e m a t i c  method f o r  f i n d i n g  
t h e  c y c l e s .  
When u s i n g  t h i s  method, t h e  most d i f f i c u l t  p a r t i t i o n s  t o  s a t i s f y  
a r e  t h e  p a r t i t i o n s  of t h e  form n  = k + k  + . . . + k when k \ n .  I n  t h a t  
c a s e  e a c h  c y c l e  can  r e a l i z e  o n l y  n/k o f  t h e s e  p a r t i t i o n s ,  and h e n c e  
(;)/n/k c y c l e s  a r e  needed .  The n  r o t a t i o n s  o f  t h e s e  c y c l e s  y i e l d  a  
t o t a l  of  k ( ~  ) permuta t  i o n s .  I n  a l l  c a s e s  encoun te red  s o  f a r ,  i t  h a s  
! I 
been p o s s i b l e  t o  s o l v e  problem 2 u s i n g  a t  most  t h i s  many p e r m u t a t i o n s ,  
hence  t h e  
C o n j e c t u r e  : n  2 k(;) . 
F i n a l l y ,  o b s e r v e  t h a t  t h e  " t r i c k "  used  i n  p rov ing  Theorem C-2 w i l l  
n o t  work i n  g e n e r a l  f o r  k  > 2, s i n c e  r e v e r s i n g  t h e  o r d e r  of t h e  c y c l e  
may n o t  r e s t o r e  t h e  k  i n p u t s  of conce rn  t o  t h e  r i g h t  o r d e r .  
